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Abstract P N
{/

The Hypertext Transfer Protocol (HTTP) is an application-level " \ v/
protocol for distributed, collaborative, hypernedia information\ .~/
systems. It is a generic, stateless, object-oriented pré}ocol whiich
can be used for many tasks, such as name servers and dist uted:
obj ect managenent systens, through extension of its reguest thods N
A feature of HTTP is the typing and negotiati on of data. ’\/
representation, allow ng systens to be built in pendehtl%)f the/ N ’
data being transferred. \>\\\

HTTP has been in use by the Wrld-Wde W
initiative since 1990. This specificatio
referred to as "HTTP/ 1. 1".
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The Hypertext Transfer Protocol \(HT ?é an .appld cation-1eve
protocol for distributed, I aborative, hypernedia information
systems. HTTP has been in u y the Worl d= VVdé Wb gl oba
information initiative since 0. The,flrs; version of HITP
referred to as HTTP/ 0.9, was a sinple protocol for raw data transfer
across the Internet. HT .0, as defined by RFC 1945 [6], i nproved
the protocol by allomg sages to be in the format of M Me1ike
messages, containing netainformation about the data transferred and
nodi fiers on the/ request response senantics. However, HTTP/ 1.0 does
not suff|C|entIy take into consideration the effects of hierarchica
proxi es, cach ~the'need for persi stent connections, and virtua
osts n add on the proliferation of inconpletely-inplenented

apgﬁg§g1|ons calllng t hensel ves "HTTP/ 1. 0" has necessitated a

col| version change in order for two communicating applications
to determne each other's true capabilities.

Thi s spegification defines the protocol referred to as "HTTP/1.1".
This protocol includes nore stringent requirenents than HTTP/ 1.0 in
order to ensure reliable inplenmentation of its features

Practical information systens require nore functionality than sinple
retrieval, including search, front-end update, and annotation. HTTP
al | ows an open-ended set of nethods that indicate the purpose of a
request. It builds on the discipline of reference provided by the

Uni form Resource Identifier (URI) [3][20], as a location (URL) [4] or
nane (URN) , for indicating the resource to which a nmethod is to be
applied. Messages are passed in a format simlar to that used by
Internet mail as defined by the Miltipurpose Internet Mil Extensions
(M ME)
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HTTP is also used as a generic protocol for comunication between
user agents and proxi es/gateways to other Internet systemnms, including
t hose supported by the SMIP [16], NNTP [13], FTP [18], CGopher [2],
and WAI'S [10] protocols. In this way, HTTP all ows basic hypernmedi a
access to resources avail able fromdiverse applications

1.2 Requirenents

This specification uses the sane words as RFC 1123 [8] for defining
the significance of each particular requirenment. These words are

MUST
This word or the adjective "required" neans that the itemis an
absol ute requirenent of the specification

Fi el ding, et. al. St andards Track [ Page 7]
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<
SHOULD
This word or the adjective "recommended" neans that there may , O
exi st valid reasons in particular circunstances to ignore this ﬁj>
item but the full inplications should be understood and the case"
carefully wei ghed before choosing a different course. s ;\<§>
MAY /‘//

This word or the adjective "optional" neans that this itemis ~
truly optional. One vendor may choose to include the(it eémbecause
a particular marketplace requires it or because it enh es-the .
product, for exanple; another vendor may onit the sané i N
An inplenmentation is not conpliant if it fails to satLSijiﬂe or nn§§<
of the MUST requirements for the protocols it | ement s A
i mpl enentation that satisfies all the MJST and rFRk\are,SHCULD
requirenments for its protocols is said to unc itional Ly\ )
conpliant"; one that satisfies all the requirenents but. not al

the SHOULD requirenments for its protoc
"conditionally conpliant."

1.3 Term nol ogy

This specification uses a nunber. erms’ to ref%r o the roles
pl ayed by participants in, and obje of , the HETP conmmuni cation

Y

connection Q -

/
A transport |ayer virtual ﬁﬁguit estébL;éhed bet ween two prograns
for the purpose of conmmunication.

N

A(
message

N
The basic unitof- Higg conmmuni cation, consisting of a structured
sequence of octets ching the syntax defined in section 4 and
transmitted via the connection

/N \ /

request “e/?/ '
TP r quest nmessage, as defined in section 5.

response %

An HTTP response nessage, as defined in section 6
4

resource
A network data object or service that can be identified by a URI
as defined in section 3.2. Resources may be available in nultiple
representations (e.g. multiple | anguages, data formats, size
resolutions) or vary in other ways.

Fi el ding, et. al. St andards Track [ Page 8]
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entity
The information transferred as the payl oad of a request or
response. An entity consists of nmetainformation in the form of
entity-header fields and content in the formof an entity-body, as
described in section 7.

representation
An entity included with a response that is subject to content
negotiation, as described in section 12. There nay exist multiple
representations associated with a particul ar response status.

content negotiation
The mechani sm for selecting the appropriate representati on when
servicing a request, as described in section 12. The
representation of entities in any response can be negoti ated
(including error responses).

vari ant
A resource may have one, or nore than one, representation(s) e
associated with it at any given instant. Each of these
representations is termed a “variant.' Use of the term variant' >

does not necessarily inply that the resource is subject to contentﬁ\/'>
negoti ati on. N

client N

A program that establishes connections for the purpose of Szén‘dié ),
requests. N

&
user agent )

The client which initiates a request. These are oft;e[l’%ers/, e
editors, spiders (web-traversing robots), or other endgs t ool S/\/

/ NN

o

server \\%

An application programthat accepts connecti \s\lg? order to \>
service requests by sendi ng back responses. An iven program may
be capabl e of being both a client and
terms refers only to the rol e being
particul ar connection, rather than t

server; r use of jhese
d by the programfor a
program s _c. ébi lities

in general. Likew se, any server nmay as an ori(giinserver,
proxy, gateway, or tunnel, switching behavior ba(s/e‘d‘ on the nature
of each request. AR

<&

)

¢ <

origin server

The server on which a e residesvor is to be created.
N4

Q

N
~

Fielding, et. al. ) Standards Track [ Page 9]
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pr oxy ‘

\ /
An int%edi ary program which acts as both a server and a client
for tlhe purpose of making requests on behalf of other clients.
Requests are serviced internally or by passing themon, wth
possi bl e translation, to other servers. A proxy nust inplenent
both the client and server requirenents of this specification.

gat eway
A server which acts as an internediary for sonme other server.
Unli ke a proxy, a gateway receives requests as if it were the
origin server for the requested resource; the requesting client
may not be aware that it is comunicating with a gateway.

t unnel
An intermedi ary programwhich is acting as a blind relay between
two connections. Once active, a tunnel is not considered a party
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to the HTTP comuni cation, though the tunnel may have been
initiated by an HTTP request. The tunnel ceases to exist when both
ends of the relayed connections are cl osed

cache
A programi s |l ocal store of response nessages and the subsystem
that controls its message storage, retrieval, and deletion. A
cache stores cachabl e responses in order to reduce the response
time and network bandwi dth consunption on future, equival ent
requests. Any client or server may include a cache, though a cache
cannot be used by a server that is acting as a tunnel

cachabl e
A response is cachable if a cache is allowed to store a copy of
the response nessage for use in answering subsequent requests. The
rules for determ ning the cachability of HITP responses are
defined in section 13. Even if a resource is cachable, there may
be additional constraints on whether a cache can use the cached
copy for a particular request

first-hand
A response is first-hand if it comes directly and without
unnecessary delay fromthe origin server, perhaps via one or nore
proxies. A response is also first-hand if its validity has just
been checked directly with the origin server. KOs

<N\

explicit expiration tine s >\§§>
The time at which the origin server intends that an entity shpQLﬂ”)
no | onger be returned by a cache without further validation’

AN Y
’k ~
Fielding, et. al. St andards Track [Pa eﬁgﬁ
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heuristic expiration tine
An expiration time assigned by a Qache

en no expkjéi expiration
time is avail able. oo

age ¢
The age of a response
successfully validated

J/ / A

i'mce it was> sent by, or
‘Yhe origin server

freshness lifetinme ' -

The length of time betmeen t he generatlon of a response and its
expiration tine.

~( -

N
fresh \??
A response |s frésh its age has not yet exceeded its freshness
lifetime.

NN /

/
stale “e///
éxfg;pons is//stale if its age has passed its freshness lifetine.

semantical | y transparent
A cache behaves in a "semantically transparent” manner, with
respect’ to a particular response, when its use affects neither the
requesting client nor the origin server, except to inprove
performance. When a cache is semantically transparent, the client
receives exactly the sane response (except for hop-by-hop headers)
that it would have received had its request been handled directly
by the origin server

val i dat or
A protocol elenment (e.g., an entity tag or a Last-Mdified tine)
that is used to find out whether a cache entry is an equival ent
copy of an entity.

1.4 Overall Operation

http://www.w3.0rg/Protocol §/rfc2068/rfc2068 7/22/02



The HTTP protocol is a request/response protocol. A client sends a
request to the server in the formof a request nmethod, URI, and
protocol version, followed by a M ME-Iike message contai ni ng request
nodi fiers, client information, and possible body content over a
connection with a server. The server responds with a status |ine,

i ncluding the nessage's protocol version and a success or error code,
followed by a M Me-1ike nmessage containing server information, entity
nmet ai nformation, and possible entity-body content. The rel ationship
bet ween HTTP and M ME i s described in appendix 19. 4.

Fi el ding, et. al. St andards Track [ Page 11]
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a request to be applied to a resource on sone origin server. In the
si npl est case, this may be acconplished via a single connection (v)

Most HTTP conmuni cation is initiated by a user agent and consi sts of 9 \
N

bet ween the user agent (UA) and the origin server (O. ﬁ\/>
request chain ------cccomooooauoooooo- > P x
UA - - mmmmeeee e Vommmmm e o] ( / 2
Semmmmmmmmeie e response chain ANV
\~ //"

A nore conplicated situation occurs when one or nore i nter medi anies
are present in the request/response chain. There are thre om*ron/

forms of internediary: proxy, gateway, and tunnel. A proxy >

forwardi ng agent, receiving requests for a URl in itsfab ol ut form \
rewiting all or part of the nessage, and forwarding t\F'nes\gformattecl\\<
request toward the server identified by the U A gat eway

receiving agent, acting as a |ayer above sone ot\e\kmserver(s) a(ﬁiw if
necessary, translating the requests to th nder | yi ‘serverts. )
protocol. A tunnel acts as a relay point between t connectlons

wi t hout changi ng the nessages; tunnels d when the

comuni cation needs to pass through an diary (suc

firewal ') even when the internedi ary cann t understand t contents

of the nessages. :

The figure above shows three |&t\errredi aries, (A, B, and C) between the
user agent and origin server. A-requestior response nmessage that
travel s the whol e ch/gi(n‘ | pass through four separate connections.
This distinction is inportant because some HTTP communication options
may apply only to tth{(’:Snecti on with the nearest, non-tunnel
nei ghbor, only {6 the points of the chain, or to all connections
along the chain. \ Al though the diagramis l|inear, each participant
may be engaged, rn it i pl e, sinultaneous conmuni cati ons. For exanpl e,
B rr%& receiving requests frommany clients other than A and/or
for ilng requests to servers other than C, at the same tinme that it
is ndli ng A“s request.

r /
Any party to the communication which is not acting as a tunnel nay
enpl oy an“internal cache for handling requests. The effect of a cache
is that the request/response chain is shortened if one of the
partici pants along the chain has a cached response applicable to that
request. The following illustrates the resulting chain if B has a
cached copy of an earlier response fromO (via C for a request which
has not been cached by UA or A

Fielding, et. al. St andards Track [ Page 12]
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request chain ---------- >
UA ----- V----- A----- V----- B------C------0
S response chain

Not all responses are usefully cachable, and sonme requests may
contain nodifiers which place special requirements on cache behavi or
HTTP requi renents for cache behavi or and cachabl e responses are
defined in section 13

In fact, there are a wide variety of architectures and configurations
of caches and proxies currently being experinmented with or depl oyed
across the World Wde Wb; these systens include national hierarchies
of proxy caches to save transoceani c bandw dth, systens that

broadcast or nulticast cache entries, organizations that distribute
subsets of cached data via CD-ROM and so on. HITP systens are used
in corporate intranets over high-bandwi dth |inks, and for access via
PDAs with | ow power radio links and intermttent connectivity. The
goal of HTTP/1.1 is to support the wide diversity of configurations
al ready depl oyed while introducing protocol constructs that neet the
needs of those who build web applications that require high
reliability and, failing that, at least reliable indications of

failure
>

default port is TCP 80, but other ports can be used. This does n01
preclude HTTP from being i npl enented on top of any other protocol

the Internet, or on other networks. HITP only presunes a reliable
transport; any protocol that provides such guarantees can be used\ B
the mapping of the HTTP/ 1.1 request and response structGres onto\t he
transport data units of the protocol in question is outsl the_scope
of this specification. AL )

HTTP conmuni cation usual ly takes place over TCP/IP connections. The “1@§§>

/)

PN ’\
In HTTP/ 1.0, nost inplenmentations used a new connection f\é? each ;:Qs<\”

request/response exchange. In HTTP/ 1.1, a conn
one or nore request/response exchanges, althoug
closed for a variety of reasons (see secti 8.1).

ion may b usedf§§
nnectlons nay

2 Notational Conventions and Generic Gra

2.1 Augmented BNF P

Al of the mechani snms specifiedin this docunent éréidescribed in
both prose and an augment ed Backus ur Form (BNF) | similar to that
used by RFC 822 [9]. |nplenenters w need to\besfanmliar with the
notation in order to unde d/this specification. The augmented BNF
i ncludes the follow ng cons g\f: < v

Fi el ding, et. al. (( \5‘\E>Standards Track [ Page 13]

O _ O\ y "
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{ ‘/

nanme =§ggf:niti0n g

The name of  a rule is sinply the name itself (w thout any enclosing
"<" and ">") and is separated fromits definition by the equal "="
character. Witespace is only significant in that indentation of
continuation lines is used to indicate a rule definition that spans
nore than one line. Certain basic rules are in uppercase, such as
SP, LWS, HT, CRLF, DIAT, ALPHA, etc. Angle brackets are used

wi thin definitions whenever their presence will facilitate

di scerning the use of rule nanes

"literal"
Quotation marks surround literal text. Unless stated otherw se, the
text is case-insensitive

rulel | rule2

El ements separated by a bar ("|") are alternatives, e.g., "yes
no" will accept yes or no

http://www.w3.0rg/Protocol §/rfc2068/rfc2068
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(rulel rule2)
El ements enclosed in parentheses are treated as a single el enment.
Thus, "(elem (foo | bar) elem" allows the token sequences "elem
foo elent and "el em bar el ent.

*rule
The character "*" preceding an el ement indicates repetition. The
full formis "<n>*<npelenment” indicating at |east <n> and at nost
<n> occurrences of elenment. Default values are 0 and infinity so
that "*(element)" allows any nunber, including zero; "1*el ement"
requires at |east one; and "1*2elenent" allows one or two.

[rule]
Squar e brackets encl ose optional elenments; "[foo bar]" is
equi valent to "*1(foo bar)"

Nrule % | -
Specific repetition: "<n>(elenent)" is equivalent to >/
"<n>*<n>(element)"; that is, exactly <n> occurrences of (elenent). QN
Thus 2DIG T is a 2-digit nunber, and 3ALPHA is a string of three \B

al phabetic characters. e \
#rul e >

A construct "#" is defined, sinmlar to "*", for defining lists of |
el ements. The full formis "<n>#<nmpel ement " indicating at least

<n> and at nost <m> el ements, each separated by one or nore conmas x
(",") and optional |inear whitespace (LWS). This nmakes the usual”/)
formof lists very easy; a rule such as "( *LW5 el enent *( *LWs

*LWS elenment )) " can be shown as "1#el ement”. Wherever this \~ -/
construct is used, null elenments are all owed, but do fot <cont ribut e

/\ 4 G

Fielding, et. al. St andards Track B [ Page 14\k<

0
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/

to the count of elenents present. T
" is permtted, but counts as only t
at | east one elenent is required, at
must be present. Default val ue
"#el ement" all ows any nunber, i
at | east one; and "1#2el emrent™ a

"(element) \('él enent)
nts. There or , Wwhere
one non- nuTI el ement

re Onand-infinity> 50 “t hat

| udi ng| zero; Q I#él ement” requires

ws /one or two.
/

; conmment \d/ N
A sem -col on, set off so stance to Yhe right of rule text,
starts a conment that conti s to the end of line. This is a

sinple way of including useful notes\in parallel with the
specifications. [/ % Y

inmplied *LWS / ?k

The grammar déscribed by this specification is word-based. Except

where noted ot herwi/s‘e, |i near whitespace (LWS) can be included

bet ween any- ~adjacent words (token or quoted-string), and

et n ad ent tokens and delimters (tspecials), wthout

c%?ng the interpretation of a field. At |east one delimter
peci al s) nust exi st between any two tokens, since they woul d

ot herwi se interpreted as a single token.

2.2 Basic RgJ(es
The following rules are used throughout this specification to

descri be basic parsing constructs. The US-ASCI| coded character set
is defined by ANSI X3.4-1986 [21].

OCTET = <any 8-bit sequence of data>

CHAR = <any US-ASClI| character (octets 0 - 127)>
UPALPHA = <any US-ASCI| uppercase letter "A".."Z">
LCALPHA = <any US-ASCI| |owercase letter "a".."z">
ALPHA = UPALPHA | LOALPHA

DAT = <any US-AsSCl| digit "0".."9">

CTL = <any US-ASCI| control character

(octets 0 - 31) and DEL (127)>

http://www.w3.0rg/Protocol §/rfc2068/rfc2068 7/22/02
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CR = <US-ASCI| CR, carriage return (13)>
LF = <US-ASClI | LF, linefeed (10)>
SP = <US-ASCI| SP, space (32)>
HT = <US-ASCI| HT, horizontal -tab (9)>
<"> = <US- ASCl | doubl e-quote mark (34)>
Fielding, et. al. St andards Track [ Page 15]
O
RFC 2068 HTTP/ 1.1 January 1997
HTTP/ 1.1 defines the sequence CR LF as the end-of-line marker for all
protocol elenents except the entity-body (see appendix 19.3 for
tol erant applications). The end-of-line marker within an entity-body
is defined by its associated nedia type, as described in section 3.7. >
CRLF = CRLF
HTTP/ 1.1 headers can be folded onto nmultiple lines if the /N
continuation line begins with a space or horizontal tab. Al linear” /|
white space, including folding, has the same semantics as SP. N
LWS = [CRLF] 1*( SP | HT) .
The TEXT rule is only used for descriptive field content al ues \
that are not intended to be interpreted by the message" par er. c§\<
of *TEXT nmy contain characters from character ts ot her than IS
8859-1 [22] only when encoded according to the es of RFC 1522\>
[14].
TEXT = <any OCTET exc
but including L ) \
Hexadeci mal numeric characters are used in veral Wot ocol el ements.
HEX = "A" "B "4/ "D E/| " F“
| "a" by e tdh |\ e " DGAT
Many HTTP/ 1.1 header field \r/es consi st /of wOrds separated by LWS
or special characters. These ci al charact ers MUST be in a quot ed
string to be used within a paraneter value.
t oken \/\\H: 1*<any CHAR except CTLs or tspecial s>
tspecials/ =" | )" | U< > | @
e B T B N
e B A Y S D R A R
W """} | SP| HT
Co nt's can be included in some HTTP header fields by surroundi ng
t he comment xt with parentheses. Comments are only allowed in
fields containing "comment" as part of their field value definition.
In all other fields, parentheses are considered part of the field
val ue.
coment ="(" *( ctext | comment ) ")"
ct ext = <any TEXT excluding "(" and ")">
Fielding, et. al. St andards Track [ Page 16]
O
RFC 2068 HTTP/ 1.1 January 1997
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A string of text is parsed as a single word if it is quoted using
doubl e- quot e marks.

quoted-string = ( <"> *(qgdtext) <">)
qdt ext = <any TEXT except <">>

The backsl ash character ("\") may be used as a single-character quoting
mechani smonly within quoted-string and conment constructs.

quot ed- pai r = "\" CHAR
3 Protocol Paraneters

3.1 HTTP Version

HTTP uses a "<maj or>. <m nor>" nunbering schene to indicate versions <
of the protocol. The protocol versioning policy is intended to allow
the sender to indicate the format of a message and its capacity for N
under st andi ng further HTTP comunication, rather than the features N S

obt ai ned via that comunicati on. No change is nmade to the version 9 \

nunber for the addition of nessage components which do not affect

comuni cati on behavi or or which only add to extensible field val ues. >

/

The <m nor> nunber is incremented when the changes nade to the N
protocol add features which do not change the general nessage parsing
algorithm but which may add to the message semantics and inply — N

additional capabilities of the sender. The <mmjor> nunber is [ /
increnented when the format of a nmessage within the protocol is \ v/
changed. No—
O <
The version of an HTTP nessage is indicated by an HTTP-Version-field
inthe first |ine of the message. ~N( BN >
PN ’\/
HTTP-Version = "HTTP" "/" 1*DIGT "." 1*DIGT\ S A
QN

Note that the major and mi nor nunbers MJST be tr ed as separ/a(%\)
integers and that each may be increnmented higher “a single digit.
Thus, HTTP/2.4 is a lower version than /2. 13, ich in turnis
| ower than HTTP/ 12.3. Leadi ng zeros ignored by I'E(\ZIXQ\I ents and

MUST NOT be sent. ) \

'ponSe\“ne ages, /as defined by this
- Versi on of "HIT 11.1". Use of

e sending application is at
“specification.

Applications sendi ng Request or
speci fication, MJIST include an
this version nunber indicates that
| east conditionally conpli

ion is thechi ghest HTTP version for
t conditional'ly conpliant.

V% ~ s )

The HTTP version of an appli
whi ch the application is at |

N

A

O
Fielding, et. al. — xSt andards Track [ Page 17]
0 @\
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S )
Prgg%}d gafe/way applications must be careful when forwarding

me ges| in protocol versions different fromthat of the application.
Since the protocol version indicates the protocol capability of the
sender, |a proxy/ gateway MJST never send a nessage with a version

i ndi cator which is greater than its actual version; if a higher
version request is received, the proxy/gateway MJST either downgrade
the request version, respond with an error, or switch to tunnel
behavi or. Requests with a version |ower than that of the

proxy/ gateway' s versi on MAY be upgraded before being forwarded; the
proxy/ gateway's response to that request MJST be in the sane ngjor
versi on as the request.

Not e: Converting between versions of HTTP may involve nodification
of header fields required or forbidden by the versions involved.

3.2 Uniform Resource ldentifiers

URI s have been known by nmany nanmes: WMV addresses, Universal Docunent

http://www.w3.0rg/Protocol §/rfc2068/rfc2068 7/22/02



Identifiers, Universal Resource lIdentifiers , and finally the

conbi nati on of Uniform Resource Locators (URL) and Names (URN). As
far as HTTP is concerned, Uniform Resource ldentifiers are sinply
formatted strings which identify--via nane, |ocation, or any other
characteristic--a resource.

3.2.1 General Syntax

O

RFC 2068 HTTP/ 1.1

URI's in HTTP can be represented in absolute formor relative to sone
known base URI, dependi ng upon the context of their use. The two
forms are differentiated by the fact that absolute URIs al ways begin
with a scheme name foll owed by a col on.

URI = ( absoluteURl | relativeURl ) [ "#" fragnent ]

absol ut eURI = schene *( uchar | reserved )

relativeURI net _path | abs_path | rel_path

net _path ="//" net_loc [ abs_path ]

abs_path ="/" rel _path

rel _path =[ path ] [ ";" paranms ] [ "?" query ]
path = fsegment *( "/" segnment )

f segnent = 1*pchar

segment *pchar

par am *( pchar | "/" ) N

/‘\‘/\ ) oS V ~
Fielding, et. al. St andards Track o\ ‘%&ge 18]~

scheme = 1*( ALPHA | DG
net _| oc = *( pchar | ";"

query = *( uchar |

f ragment = *( uchar ‘ p

pchar = @'| "& 1 /2 | o4
uchar = cape . -

unr eserved safe . extra | national
I~ ~

escape = , N
reserved =" | AN N B R IR T S
extra SEe e e oy ]
safe NN R I B
unsafe . = CTL | SP | <"> | "#" | "% | "<" | ">"
national ((  \="<any OCTET excluding ALPHA, DIG T,

.\ )/ reserved, extra, safe, and unsafe>

PN '/

For/?%%'niti)l/}%m‘ ormati on on URL syntax and senantics, see RFC 1738
[4]9&6 RFC 1808 [ 11]. The BNF above includes national characters not
al | dlin vatid URLs as specified by RFC 1738, since HITP servers
are not‘rj?/r) cted in the set of unreserved characters allowed to

h

represent e rel _path part of addresses, and HTTP proxies may
recei ve requests for URI's not defined by RFC 1738.

The HTTP protocol does not place any a priori limt on the |Iength of
a URI. Servers MJUST be able to handle the URl of any resource they
serve, and SHOULD be able to handl e URI's of unbounded I ength if they
provi de GET-based forns that could generate such URIs. A server
SHOULD return 414 (Request-UR Too Long) status if a URl is |onger
than the server can handl e (see section 10.4.15).

Not e: Servers shoul d be cautious about depending on URI | engths
above 255 bytes, because sone older client or proxy inplenentations
may not properly support these |engths.

3.2.2 http URL

http://www.w3.0rg/Protocol §/rfc2068/rfc2068
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The "http" schenme is used to | ocate network resources via the HTTP
protocol. This section defines the scheme-specific syntax and
semantics for http URLs.

Fielding, et. al. St andards Track [ Page 19]

O
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http_URL = "http:" "//" host [ ":" port ] [ abs_path ]
host = <A legal Internet host domain nane

or | P address (in dotted-decinmal forn),
as defined by Section 2.1 of RFC 1123>

port *DIGT Q

If the port is enpty or not given, port 80 is assumed. The semantic
are that the identified resource is |ocated at the server Iistenimfy
for TCP connections on that port of that host, and the Request-UR "
for the resource is abs_path. The use of |P addresses i i’ URL"s SHOULD
be avoi ded whenever possible (see RFC 1900 [24]). If the _path)is

not present in the URL, it MJST be given as "/" when used a ’
Request-URI for a resource (section 5.1.2). — \B

t/ a client)
of the entire

\\\\
0 A port that is enpty or not given is equivalent t‘/f\o\ﬁe def aul t
port for that URI; ! NN oo

3.2.3 URI Conparison

When conparing two URIs to decide if they
SHOULD use a case-sensitive octet-by-oct
URIs, with these exceptions:

A \\(7//‘
. SOAL
e case-lInsensitive;
case-insensi t

~ re

o Conparisons of host names MJ
PN

o Conparisons of sche mes /MUST ‘be case-insensitive;
N ~

0 An enpty abs_path is equi &xlent tq”an ‘;{lﬁs_path of "/"
Characters other them"/“th‘ in the "reserved” and "unsafe’ sets (see
to their ""% HEX HEX" encodi ngs.

section 3.2) are eunvi
For exanple, the '/fOH:\OWI g three URIs are equival ent:

.com-80/ ~smi t h/ hone. ht n

ht t p: / /ab.
‘tpzll}B% com %/Esmi t h/ home. ht m
/ht‘t p://‘ABC, /com / 97esmi t h/ home. ht m

V
Fi el ding, et. al. St andards Track [ Page 20]
O
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3.3 Date/ Tinme Formats
3.3.1 Full Date

HTTP applications have historically allowed three different formats
for the representation of date/tinme stanps:

Sun, 06 Nov 1994 08:49:37 GMI ; RFC 822, updated by RFC 1123
Sunday, 06-Nov-94 08:49:37 GMI' ; RFC 850, obsol eted by RFC 1036
Sun Nov 6 08:49:37 1994 ; ANSI C's asctine() format

The first fornmat is preferred as an Internet standard and represents
a fixed-length subset of that defined by RFC 1123 (an update to RFC
822). The second format is in comon use, but is based on the

obsol ete RFC 850 [12] date format and | acks a four-digit year.

HTTP/ 1.1 clients and servers that parse the date val ue MIST accept

all three formats (for conpatibility with HTTP/1.0), though they MJST
only generate the RFC 1123 format for representing HTTP-date val ues
in header fields.

Not e: Reci pients of date values are encouraged to be robust in
accepting date values that nmay have been sent by non-HITP
applications, as is sonetinmes the case when retrieving or posting

messages via proxies/gateways to SMIP or NNTP.

23
Al HTTP date/tinme stanps MJST be represented in G eenwich Mean Ti ma*ﬁ\ﬂ
(GMM), without exception. This is indicated in the first two formats x

by the inclusion of "GMI" as the three-letter abbreviation for tih'y

zone, and MJUST be assuned when reading the asctinme format. A\ VY
HTTP- dat e = rfcll23-date | rfc850-date | asct iine<dat e
rfcl123-date = wkday "," SP datel SP time SP "GMI" N
rfc850-date = weekday "," SP date2 SP tine -SP " "
asctime-date = wkday SP date3 SP tine SP4DIG T\
dat el = 2DIG T SP nonth SP4D|GIT\
; day nonth year (e.g., 02 1982)
dat e2 =2DIGAT "-" nonth "~" aT N
day- mont h- year . 2-Jun-82) ~
dat e3 = nonth SP ( 2D G p 1DIGT/)')x\
2) @
time = Iofel
\ <
wkday =" 4

V4

Fielding, et. al. \/\\\&ndar ds Track [ Page 21]

O N
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ekdg/ = "Monday" | "Tuesday" | "Wdnesday"
/\9 S | "Thursday" | "Friday" | "Saturday" | "Sunday"
‘r‘mnt P = "Jan" | "Feb" | "Mar" | "Apr"
‘ | "May" | "Jun" | "Jul" | "Aug"
L | "Sep" | "Cct" | "Nov" | "Dec"

Note: HTTP requirenents for the date/tine stanp format apply only
to their usage within the protocol stream Cients and servers are
not required to use these formats for user presentation, request

| oggi ng, etc.

3.3.2 Delta Seconds
Some HTTP header fields allow a tinme value to be specified as an
i nt eger number of seconds, represented in decinmal, after the tine

that the message was received.

delta-seconds = 1*DIGAT

http://www.w3.0rg/Protocol §/rfc2068/rfc2068
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3.4 Character Sets

HTTP uses the same definition of the term"character set" as that
descri bed for M ME

The term "character set" is used in this document to refer to a

met hod used with one or nore tables to convert a sequence of octets
into a sequence of characters. Note that unconditional conversion
in the other direction is not required, in that not all characters
may be available in a given character set and a character set may
provide nore than one sequence of octets to represent a particular
character. This definition is intended to allow various kinds of
character encodi ngs, from sinple single-table mappi ngs such as US-
ASClI| to conplex table sw tching nethods such as those that use |ISO
2022's techni ques. However, the definition associated with a MM
character set name MJUST fully specify the mapping to be perforned
fromoctets to characters. In particular, use of external profiling
infornmation to determ ne the exact mapping is not permtted.

Note: This use of the term"character set" is nore comonly
referred to as a "character encoding." However, since HTTP and M ME
share the sanme registry, it is inmportant that the term nol ogy al so

be shared.
RO
N
o N |
Fielding, et. al. St andards Track (:\%age 221 N4
EFC 2068 HTTP/ 1.1 ZaNN

\$nuary 1.99\\7<
HTTP character sets are identified by cas
conpl ete set of tokens is defined by the

[19].

charset = token P

oken to be used a/s a charset
d val ue wi thin’the I ANA
he character set defined by

§\S/HQJLD limit their-use of character sets
istry. < g

sty

Content codi ng val ue/g" &te an encodi ng transformation that has
been or can be applied to an entity. Content codings are prinarily
used to allow a/docunent-to be conpressed or otherw se usefully
transfornmed Wlthout I osing the identity of its underlying nmedia type
and wi t hout/ los i-nformati on. Frequently, the entity is stored in
coded rm t/a}smtted directly, and only decoded by the recipient.

Al 't hough HTTP allows an arbitrar
val ue, any token that has a
Character Set registry MJS
that registry. Applicati
to those defined by the |Al

3.5 Content Codings

content codi ng = token

All conte -COdI ng val ues are case-insensitive. HITP/ 1.1 uses

cont ent -lcodi ng values in the Accept-Encoding (section 14.3) and
Cont ent - Encodi ng (section 14.12) header fields. Although the val ue
descri bes the content-coding, what is nore inportant is that it

i ndi cat es what decodi ng nechanismw ||l be required to renove the
encodi ng.

The Internet Assigned Numbers Authority (1 ANA) acts as a registry for
content-codi ng val ue tokens. Initially, the registry contains the
foll ow ng tokens:

gzip An encoding format produced by the file conpression program "gzip"

(G\U zi p) as described in RFC 1952 [25]. This format is a Lenpel-
Ziv coding (LZ77) with a 32 bit CRC

http://www.w3.0rg/Protocol §/rfc2068/rfc2068 7/22/02



conpr ess
The encodi ng format produced by the common UNI X file conpression
program "conpress". This format is an adaptive Lenpel-Ziv-Wlch

coding (LzW.
Fi el ding, et. al. St andards Track [ Page 23]
O
RFC 2068 HTTP/ 1.1 January 1997

Not e: Use of program nanes for the identification of encoding

formats is not desirable and should be discouraged for future

encodi ngs. Their use here is representative of historical practice
not good design. For conpatibility with previous inplenentations of
HTTP, applications should consider "x-gzip" and "x-conpress" to be
equi val ent to "gzip" and "conpress" respectively. .

deflate The "zlib" format defined in RFC 1950[31] in conbination w’tﬁ*

the "deflate” conpression mechani smdescribed in RFC 1951[29] " ~;\§§>

New cont ent - codi ng val ue tokens shoul d be registered; to allow ;fj//,
interoperability between clients and servers, specifications of the

content coding algorithnms needed to inplenent a new val te shoul d \be
publicly available and adequate for independent inplementation, and
conformto the purpose of content coding defined in thks/se ion.

3.6 Transfer Codings

Transfer coding values are used to indicate an di ng AN
transformati on that has been, can be, or be applied to an
entity-body in order to ensure "safe tr gh thelnetwork.
This differs froma content coding in transfer,g\dkng/is a
property of the message, not of the ori S

entity. o,>§>

transtgyieXtension
) ;\(7//‘

transfer-coding = " chunked"
transf er - ext ensi on = n /, o jy
2\ 9 A e

e case-i sensitiVek‘HTTPll.l uses
ransf er- Encodi ng header field (section

Al'l transfer-coding val ue
transfer coding values int
14. 40) . 3
Transfer codi ngs argNahaﬂéggus to the Content-Transfer-Encoding
values of M ME , which were designed to enable safe transport of

bi nary data overca"beFE>transport servi ce. However, safe transport
has a different /focus\f an 8bit-clean transfer protocol. In HTTP,
the only unsafe \characteristic of message-bodies is the difficulty in
deterniningditg)éxact/body length (section 7.2.2), or the desire to

en:;igr\data/o ery a shared transport

Th /éﬁ;hked éncoaing nmodi fies the body of a nessage in order to
transfer|it /as a series of chunks, each with its own size indicator,
foll oned| an optional footer containing entity-header fields. This
al | ows dynami cal | y-produced content to be transferred along with the

i nformati on necessary for the recipient to verify that it has
received the full nessage

Fi el ding, et. al. St andards Track [ Page 24]

O
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Chunked- Body = *chunk
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"0" CRLF
f oot er
CRLF

chunk = chunk-si ze [ chunk-ext ] CRLF
chunk-data CRLF

<HEX excl udi ng "0">

hex- no-zero

hex- no-zero *HEX

*( ";" chunk-ext-nane [ "=" chunk-ext-value ] )
t oken

token | quoted-string

chunk- si ze( OCTET)

chunk-si ze
chunk- ext
chunk- ext - name
chunk- ext - va
chunk- dat a

footer = *entity-header
The chunked encoding is ended by a zero-sized chunk foll owed by the < ”:" ~
footer, which is termnated by an enpty line. The purpose of the N >/
footer is to provide an efficient way to supply information about an N
entity that is generated dynam cally; applications MUST NOT send \\§>

appropriate for the footer, such as Content-NMD5 or future extensions

header fields in the footer which are not explicitly defined as being 9 A\\\\\
to HITP for digital signatures or other facilities. >

An exanpl e process for decoding a Chunked-Body is presented in N\
appendi x 19.4.6. g \\§§>
(4
Al HTTP/ 1.1 applications MJST be able to receive and decode the'
"chunked" transfer coding, and MUST ignore transfer coding extensions
they do not understand. A server which receives an entiﬁ?-bbdy wilth a
transfer-coding it does not understand SHOULD return 501

Pe

(Uni npl emrent ed), and cl ose the connection. A server MJST/ end >
transfer-codings to an HTTP/ 1.0 client. o kf\‘ '&QjV
Z NN NN

3.7 Media Types ,<:§>
HTTP uses Internet Media Types in the Co ent-;;\\\(éebtion,14“18)

and Accept (section 14.1) header fields i'n"order to provide open and

extensi bl e data typing and type negoti atd on. (st,

nmedi a-type = type "/" subtype o paranéfé?b)
type = token ! N O
subt ype = token N\ N

<&

Paraneters may follow the t ﬁEISubt
pairs. &\¢/u

in the_fonﬁ(ﬁf attribute/val ue

0

V4

Fi el ding, et. al. \é \ andar ds Track// [ Page 25]
O R
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4;;//

AN

paran%;§9\7 = attribute "=" val ue

ttribute t oken
////valuek~ 7 token | quoted-string

The type, s ype, and paraneter attribute names are case-
insensitive/ Paraneter values may or may not be case-sensitive
dependi ng-on the semantics of the paraneter nane. Linear white space
(LWS) MJUST NOT be used between the type and subtype, nor between an
attribute and its value. User agents that recogni ze the nedia-type
MUST process (or arrange to be processed by any external applications
used to process that type/subtype by the user agent) the paraneters
for that MME type as described by that type/subtype definition to
the and informthe user of any problens discovered

Not e: sone ol der HTTP applications do not recognize nmedia type
paraneters. Wen sending data to ol der HTTP applications

i mpl enent ations should only use nedia type paraneters when they are
required by that type/subtype definition

Medi a-type values are registered with the Internet Assigned Nunber
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Authority (1 ANA). The nedia type registration process is outlined in
RFC 2048 [17]. Use of non-registered nedia types is discouraged.

3.7.1 Canonicalization and Text Defaults

Internet nmedia types are registered with a canonical form In
general, an entity-body transferred via HITP nmessages MJUST be
represented in the appropriate canonical formprior to its

transm ssion; the exception is "text" types, as defined in the next
par agr aph.

When in canonical form nmedia subtypes of the "text" type use CRLF as
the text line break. HTTP rel axes this requirenent and allows the
transport of text media with plain CR or LF alone representing a |ine
break when it is done consistently for an entire entity-body. HTTP
applications MJUST accept CRLF, bare CR and bare LF as being
representative of a line break in text nedia received via HTTP. In
addition, if the text is represented in a character set that does not
use octets 13 and 10 for CR and LF respectively, as is the case for
sonme multi-byte character sets, HITP allows the use of whatever octet
sequences are defined by that character set to represent the
equi valent of CR and LF for line breaks. This flexibility regarding
line breaks applies only to text nedia in the entity-body; a bare CR
or LF MUST NOT be substituted for CRLF within any of the HTTP contro
structures (such as header fields and nultipart boundaries). N
If an entity-body is encoded with a Content-Encoding, the underlying-
data MUST be in a formdefined above prior to being encoded. “///
%

<

N

O <

Fielding, et. al. St andards Track <§§§£jge/26] .
O /‘\‘

RFC 2068 HTTP/ 1.1 o N\ g§> y 199?§

/ AN \\<

The "charset" paraneter is used with sone nEdia<\yp§f t/o define }hﬁ
character set (section 3.4) of the data. icit charset
paranmeter is provided by the sender, nedi'a subtypes of the "text"
type are defined to have a default cha ue of "ISC)BégQ 1" when
received via HTTP. Data in character se er than "L 59-1" or
its subsets MJUST be |abeled with an appro riate charset I ue.

)

Sone HTTP/ 1.0 software has inter
charset paraneter incorrect
Senders wi shing to defeat t
par anet er even when the c
it is known that it wll

ted a CbntentQTyﬁe header w t hout
;eC|p|ent ul d guess.
i's beha i 4MAY incl a charset

Unfortunately, sonme older HTTP/ 1.0 clients did not deal properly with
an explicit charset/para er. HTTP/ 1.1 recipients MIST respect the
charset | abel provided by e sender; and those user agents that have
a provision to "guess" charset MJUST use the charset fromthe
content-type field if \they support that charset, rather than the
recipient's prefe(ence when initially d|sp|ay|ng a docunent.

3.7.2 part(}y/es

prOV|des for a nunber of "mul tipart" types -- encapsul ations of
one or nore entities within a single nessage-body. Al nultipart
types share“a common syntax, as defined in MM [7], and MJST
i ncl ude la’boundary paranmeter as part of the nmedia type value. The
message body is itself a protocol elenment and MJUST therefore use only
CRLF to represent |ine breaks between body-parts. Unlike in MME, the
epi l ogue of any nultipart message MJST be enpty; HITP applications
MUST NOT transmit the epilogue (even if the original nultipart
contains an epil ogue).

In HTTP, nultipart body-parts MAY contain header fields which are
significant to the nmeaning of that part. A Content-Location header
field (section 14.15) SHOULD be included in the body-part of each
enclosed entity that can be identified by a URL

I'n general, an HTTP user agent SHOULD follow the sane or simlar
behavi or as a M ME user agent woul d upon receipt of a multipart type
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If an application receives an unrecogni zed multipart subtype, the
application MIUST treat it as being equivalent to "multipart/m xed"

Note: The "nultipart/formdata" type has been specifically defined
for carrying formdata suitable for processing via the POST request
met hod, as described in RFC 1867 [15].

Fi el ding, et. al. St andards Track [ Page 27]
O
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3.8 Product Tokens

Product tokens are used to allow conmmunicating applications to
identify thensel ves by software nane and version. Mst fields using
product tokens also allow sub-products which forma significant part
of the application to be |isted, separated by whitespace. By
convention, the products are listed in order of their significance
for identifying the application

pr oduct = token ["/" product-version] TN
product - versi on = t oken ((
%
Exanpl es: N
S ¢

User - Agent: CERN-Li neMode/ 2. 15 |i bww/ 2. 17b3 . ) ‘
Server: Apache/0. 8.4 ~( T e
=0\ o
Product tokens should be short and to the point <~ use of\ig nwfor NG
advertising or other non-essential information<i epr|C|t y \\
forbidden. Although any token character may ap<§éﬁbbn a produc(\v
version, this token SHOULD only be used f a ver ‘identifier)

(i.e., successive versions of the same product Sl only qlffer in
the product-version portion of the pro ue) . )yéxs'

Q)

~ 0/
DN

X

3.9 Quality Val ues g

HTTP content negotiation (sectio 2) uses shortCTfFéafing poi nt"
nunbers to indicate the relative i rtance ("weight") of various
negoti abl e paraneters. A weight \ils ized.to @ real nunber in the
range O through 1, where the mnimum and\1-the maximum val ue.
HTTP/ 1.1 applications MJST enerate nore than three digits after
the decimal point. User confi thtlon of theée val ues SHOULD al so be

limted in this fashion.. N

qval ue \/\\1":( ot [ L o*3b|e4T] )
@ "1 [ 003(707) 1)

"Quality values is a misnoner, since these values nerely represent
relative deg;ngtlon “in de5|red quality.

3.10 E%géa;ge Tags //

A language tag identifies a natural |anguage spoken, witten, or

ot herwi se conveyed by human beings for comuni cation of information
to ot herl_human beings. Conputer |anguages are explicitly excluded
HTTP uses | anguage tags within the Accept-Language and Content-
Language fi el ds

Fielding, et. al. St andards Track [ Page 28]
O
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The syntax and registry of HTTP | anguage tags is the sane as that
defined by RFC 1766 [1]. In summary, a |language tag is conposed of 1
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or nore parts: A primary | anguage tag and a possibly enpty series of

subt ags:
| anguage-tag = primary-tag *( "-" subtag )
primary-tag = 1*8ALPHA
subt ag = 1*8ALPHA

Wi tespace is not allowed within the tag and all tags are case-
insensitive. The nane space of |anguage tags is adm nistered by the
| ANA. Exanpl e tags include:

en, en-US, en-cockney, i-cherokee, x-pig-latin
where any two-letter primary-tag is an | SO 639 | anguage abbrevi ation

and any two-letter initial subtag is an | SO 3166 country code. (The
|l ast three tags above are not registered tags; all but the last are &

exanpl es of tags which could be registered in future.)
3.11 Entity Tags 2 /\X -

Entity tags are used for conparing two or nore entities fromthe sane e \
D

requested resource. HTTP/ 1.1 uses entity tags in the ETag (section
14.20), If-Match (section 14.25), |f-None-Mtch (section 14.26), and
| f-Range (section 14.27) header fields. The definition of how they ﬁ\f>
are used and conpared as cache validators is in section 13.3.3. An "~ '\
entity tag consists of an opaque quoted string, possibly prefixed by x
a weakness indicator. ( /)

%

),
[ weak ] opaque-tag / \ "/

entity-tag

weak "W ) S
opaque-tag quot ed-string (‘\/ S D
RN \\/

A "strong entity tag" may be shared by two entities of a r\\e>source A
only if they are equivalent by octet equality. \\\\

y ‘be shared) by

qui val entj) and

ni fi cant ptrr\gg;g'e/ in

for weak ¢ rison.

A "weak entity tag," indicated by the "W"
two entities of a resource only if the e
could be substituted for each other wi
semantics. A weak entity tag can only b
"al I versions off’/'af?l—”entiti es
ce. A given entity’tag val ue may
est’s/ on d,i,f?er nt URlI's without
‘of those wentities.

2

An entity tag MJUST be uni que acr
associated with a particular res
be used for entities obtained by r
i mpl yi ng anyt hi ng about the equival

'/

Fi el ding, et. al. _~— Standards Track N i [ Page 29]
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3.12 Range Units_ . ))

/ /

HTTP/ 11 al Ip}é/a client to request that only part (a range of) the
resp e entity be included within the response. HTTP/ 1.1 uses range
uni in the Range (section 14.36) and Content-Range (section 14.17)

header fields. An entity may be broken down into subranges according
to various structural units.

‘~/
range-unit = bytes-unit | other-range-unit
byt es-uni t = "bytes"
ot her-range-unit = token

The only range unit defined by HTTP/1.1 is "bytes". HITP/1.1
i mpl enentations may ignore ranges specified using other units.
HTTP/ 1.1 has been designed to allow i npl enentations of applications
that do not depend on know edge of ranges.

4 HTTP Message

4.1 Message Types
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HTTP nessages consist of requests fromclient to server and responses
fromserver to client

HTTP- nessage = Request | Response ; HTTP/ 1.1 nessages

Request (section 5) and Response (section 6) nessages use the generic
nmessage format of RFC 822 [9] for transferring entities (the payl oad
of the nessage). Both types of nessage consist of a start-line, one
or nore header fields (al so known as "headers"), an enpty line (i.e

a line with nothing preceding the CRLF) indicating the end of the
header fields, and an optional nessage-body.

generi c-nmessage = start-line
*message- header

CRLF
[ nmessage-body ] &
start-1line = Request-Line | Status-Line
I
In the interest of robustness, servers SHOULD i gnore any enpty £> N

the server is reading the protocol stream at the beginning of a
nmessage and receives a CRLF first, it should ignore the CRLF

line(s) received where a Request-Line is expected. In other words, if 9 A\\\\\
N

<N

//%

Fielding, et. al. St andards Track O [Page 3Q

O .

RFC 2068 HTTP/ 1.1 / ry 1991 >
\\,,v

Note: certain buggy HTTP/ 1.0 client inplenmen |ons gen ate an\Qs
extra CRLF's after a POST request. To restate is expllcj(
forbidden by the BNF, an HTTP/1.1 client st n (eface Or. foll ow
a request with an extra CRLF

4.2 Message Headers /,§§>

jeneral - h er ($§QIIOH 4.5),

nse- header (sgction 6.2), and

ol ow t he, sang?generlc format as
Y/ Each\header field consists
6QP9/ ") and thecfileld value. Field nanes
are case-insensitive. The fi val ue may < be\ preceded by any amount
of LWS, though a single SPis eferred.< Fbgder fields can be
extended over nultiplelines by preceding each extra line with at

| east one SP or HIT. App ications SHOULD foll ow "common form' when
generating HTTP COHSR[ ctsy >since there m ght exist some

i mpl enent ati ons Ihat fgtg to accept anything beyond the common forns.

HTTP header fields, which includ
request - header (section 5.3), re
entity-header (section 7.1) fields
that given in Section 3.1
of a nane followed by a ¢

nessage header,t field-nane ":" [ field-value ] CRLF
|eld ' = token
////f|eld‘vaLye = *( field-content | LW5)
fiel ~content = <the OCTETs mmking up the field-value
‘ and consisting of either *TEXT or conbinations
\/ of token, tspecials, and quoted-string>

The order in which header fields with differing field nanes are
received is not significant. However, it is "good practice" to send
general -header fields first, followed by request-header or response-
header fields, and ending with the entity-header fields

Mul ti pl e message- header fields with the same field-nane may be
present in a nmessage if and only if the entire field-value for that
header field is defined as a comma-separated list [i.e., #(values)]

It MJUST be possible to conbine the nultiple header fields into one
"field-nane: field-value" pair, w thout changing the semantics of the
nmessage, by appendi ng each subsequent field-value to the first, each
separated by a conma. The order in which header fields with the sane
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field-name are received is therefore significant to the
interpretation of the conbined field value, and thus a proxy MJST NOT
change the order of these field values when a nmessage is forwarded

Fielding, et. al. St andards Track [ Page 31]
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4.3 Message Body &
The message-body (if any) of an HTTP nmessage is used to carry the N :\\;7
entity-body associated with the request or response. The nmessage- body N
differs fromthe entity-body only when a transfer codi ng has been N \i>

applied, as indicated by the Transfer-Encoding header field (section 9
14. 40) . N

23
(/

message- body = entity-body N
| <entity-body encoded as per Transfer-Encodi ng>"

Transf er - Encodi ng MUST be used to indicate any transfer codings [/ :\§§>
applied by an application to ensure safe and proper transfer of théf/
message. Transfer-Encoding is a property of the nessage, not of the ~
entity, and thus can be added or renoved by any applicaﬁ}oh along t he
request/response chain. . )

/\ 2
The rules for when a nessage-body is allowed in a nessag di r for&§
requests and responses. : e§>

The presence of a nmessage-body in a request is
inclusion of a Content-Length or Transfer-
the request's nessage-headers. A nessage
request only when the request nethod (
entity-body.

|ncluded rn a
.1.1) allom§>an
 ot a\hEs e- body as |nc|uded with

request nethqg aﬁd the response

onses to the\?EAD request met hod
hough .t he presence of entity-
header fields might |ead

é\ég/bel|e e they.do> All 1xx
(informational), 204 (no co nt), and 304.(not nodified) responses
MUST NOT include a nessage-bo Al other\responses do include a
message- body, al though-it may be of zero-length

N

For response nessages, whether o
a nessage is dependent on both t
status code (section 6.1.1). Al r
MUST NOT include a nessage-

4.4 Message Length /it

Wien a nessage- bddy\fs\iﬁcluded with a nmessage, the length of that
body is detern1ned by one of the following (in order of precedence):

(eﬁpﬁ‘as the Ixx, 204, and 304 responses and any response to a HEAD
request) is always terminated by the first enpty line after the
header | fi el ds, regardl ess of the entity-header fields present in the
message

. /;?y*espOp nessage whi ch MUST NOT include a nessage- body
S

e
2. If a Transfer-Encodi ng header field (section 14.40) is present and
i ndi cates that the "chunked" transfer coding has been applied, then

Fielding, et. al. St andards Track [ Page 32]
O
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the length is defined by the chunked encodi ng (section 3.6)

3. If a Content-Length header field (section 14.14) is present, its
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value in bytes represents the length of the nessage-body.

If the message uses the nedia type "multipart/byteranges", which is
self-delimting, then that defines the length. This media type MJST
NOT be used unl ess the sender knows that the recipient can parse it
the presence in a request of a Range header with multiple byte-range
specifiers inplies that the client can parse multipart/byteranges
responses.

By the server closing the connection. (C osing the connection
cannot be used to indicate the end of a request body, since that
woul d | eave no possibility for the server to send back a response.)

For conmpatibility with HTTP/ 1.0 applications, HTTP/ 1.1 requests
contai ning a message-body MJST include a valid Content-Length header
field unless the server is known to be HTTP/1.1 conpliant. If a
request contains a nmessage-body and a Content-Length is not given
the server SHOULD respond with 400 (bad request) if it cannot
determ ne the length of the nessage, or with 411 (length required)
it wishes to insist on receiving a valid Content-Length

if

Al HTTP/ 1.1 applications that receive entities MJST accept the
"chunked" transfer coding (section 3.6), thus allow ng this nechanism
to be used for messages when the nessage | ength cannot be determ ned
i n advance.

V)

<N

N

V%

Messages MUST NOT include both a Content-Length header field and the
"chunked" transfer coding. |If both are received, the Content-Lengt

MUST be i gnored. A\ VY

AN

When a Content-Length is given in a nessage where a messa e- body is
ETs bn
en an

allowed, its field value MIUST exactly match the nunber of
the message-body. HTTP/ 1.1 user agents MUST notify the/user
invalid length is received and detected. o

Fielding, et. al. [ Page 33]
O
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4.5 General Header (Fi el ds

There are aéféW‘ﬁéadéf fields which have general applicability for
(9ﬂé response nessages, but which do not apply to the

both request
en;ggﬁggeingktransferred. These header fields apply only to the
ne ge being transnitted

r )
genéral - header = Cache- Control ; Section 14.9
% | Connection ; Section 14.10
| Date ; Section 14.19
| Pragnma ; Section 14. 32
| Transfer-Encodi ng ; Section 14.40
| Upgrade ; Section 14.41
| Via ; Section 14.44
Gener al - header field nanes can be extended reliably only in
conmbination with a change in the protocol version. However, new or

experinmental header fields may be given the semantics of genera
header fields if all parties in the comunication recognize themto
be general -header fields. Unrecognized header fields are treated as
entity-header fields.
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5 Request

A request nmessage froma client to a server includes, within the
first line of that nessage, the nethod to be applied to the resource
the identifier of the resource, and the protocol version in use

Request = Request - Li ne ; Section 5.1
*( general - header ; Section 4.5
| request-header ; Section 5.3
| entity-header ) ; Section 7.1
CRLF
[ message- body ] ; Section 7.2

5.1 Request-Line

The Request-Line begins with a method token, followed by the
Request - URI and the protocol version, and ending with CRLF. The
el ements are separated by SP characters. No CR or LF are all owed
except in the final CRLF sequence

Request - Li ne = Method SP Request-URI SP HTTP-Version CRLF

Fiel ding, et. al. St andar ds Track ) [Page\34]</
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/‘\ N \ 4
NG N

5.1.1 Method

ZaN\\N A

on the reibgrce
sitive,

Sectlg Q\
; Secti n§9
; Secti

9
; 2§ct|on 9
? ction 9
9
9

The Method token indicates the nethod to be per
identified by the Request-URI. The nethod

Met hod ="

fSectlon

Section

The list of nethods Llo by a resource can be specified in an
Al l ow header field (secti 14.7). The return code of the response
al ways notifies the qlﬁégt whether a method is currently allowed on a
resource, since/the set of allowed nethods can change dynanically
Servers SHOULD return the status code 405 (Method Not Allowed) if the
met hod is known by the server but not allowed for the request ed

//561 (Not Inplenented) if the method is unrecogni zed or

by the server. The list of methods known by a server

resource, and
no;égﬁgfenented// . [
ca e listedin a Public response-header field (section 14.35)

\ /
The net ho GET and HEAD MUST be supported by all general - purpose
servers.|_All other nmethods are optional; however, if the above
met hods are inplenmented, they MUST be inplenented with the sane
semanti cs as those specified in section 9

5. 1.2 Request - UR

The Request-URI is a Uniform Resource ldentifier (section 3.2) and
identifies the resource upon which to apply the request.

Request - URI = "*" | absoluteURl | abs_path
The three options for Request-URI are dependent on the nature of the

request. The asterisk "*" means that the request does not apply to a
particul ar resource, but to the server itself, and is only all owed
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when the nethod used does not necessarily apply to a resource. One
exanpl e woul d be

OPTIONS * HTTP/ 1.1

The absoluteURl formis required when the request is being nade to a
proxy. The proxy is requested to forward the request or service it

Fielding, et. al. St andards Track [ Page 35]
O
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froma valid cache, and return the response. Note that the proxy MAY
forward the request on to another proxy or directly to the server
specified by the absoluteURI. In order to avoid request |oops, a
proxy MUST be able to recognize all of its server nanes, including
any aliases, local variations, and the nuneric | P address. An exanple
Request - Li ne woul d be:

GET http://ww. w3. or g/ pub/ WMV TheProj ect. htm HTTP/ 1.1

To allow for transition to absoluteURIs in all requests in future .
versions of HTTP, all HTTP/ 1.1 servers MJST accept the absoluteURl
formin requests, even though HTTP/1.1 clients will only generate —
themin requests to proxies. ((

A\ \Y

The nost common form of Request-URI is that used to identify a
resource on an origin server or gateway. In this case the absol ute
path of the URI MJUST be transmitted (see section 3.2.1, a path)  as
the Request-URI, and the network |ocation of the URl (net_l| MUST >
be transmitted in a Host header field. For exanple, fa\dient i shi ng\,_‘/
to retrieve the resource above directly fromthe origin s%ver woutk -

o
create a TCP connection to port 80 of the host<{" . W3..0rg ands{a}gﬁ\
\% ) 5\ 7\,/‘

the lines:
/'\\\7

te that t ﬁ\é\%sol ute path
rigi nal(}URl—,” it MJUST be

<&

GET / pub/ WAW TheProj ect. html HTTP
Host: www. W3. org

foll owed by the remainder of the Request.
cannot be enpty; if none is present in the
given as "/" (the server root).

t” wit ho any path imi/he Request- URI and

églcj?'/of supporting.the asterisk form of
nthe request.chain MJST forward the

quest - URI\For exanpl e, the request

If a proxy receives a requ
the method specified is ¢
request, then the last prox
request with "*" as the final

OPTI ONS ht t p: //wwii cs. uci . edu: 8001 HTTP/1. 1
O
woul d be forwarded by t\}be proxy as
NN

OPTI ONS * HTTP/ 1. 1

Host y/.\i ¢s.Uci . edu: 8001
af ty//éonnecf ing to port 8001 of host "www.ics.uci.edu".

The Request | is transmitted in the format specified in section
3.2.1. |The origin server MIST decode the Request-URl in order to
properly interpret the request. Servers SHOULD respond to invalid
Request-URIs with an appropriate status code.

Fi el ding, et. al. St andards Track [ Page 36]
O
RFC 2068 HTTP/ 1.1 January 1997

In requests that they forward, proxies MJUST NOT rewite the
"abs_path" part of a Request-URl in any way except as noted above to
replace a null abs_path with "*", no matter what the proxy does in
its internal inplenentation.
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Note: The "no rewite" rule prevents the proxy from changing the
meani ng of the request when the origin server is inproperly using a
non-reserved URL character for a reserved purpose. |nplenenters
shoul d be aware that sone pre-HTTP/ 1.1 proxies have been known to
rewite the Request-URI.

5.2 The Resource ldentified by a Request

HTTP/ 1.1 origin servers SHOULD be aware that the exact resource
identified by an Internet request is determ ned by exam ning both the
Request - URI and the Host header field.

An origin server that does not allow resources to differ by the
request ed host MAY ignore the Host header field value. (But see
section 19.5.1 for other requirenments on Host support in HTTP/1.1.)

An origin server that does differentiate resources based on the host
requested (sometines referred to as virtual hosts or vanity

host nanes) MJST use the following rules for determning the requested
resource on an HTTP/ 1.1 request:

1. If Request-URlI is an absoluteURl, the host is part of the
Request - URI . Any Host header field value in the request MJST be
i gnor ed. ﬁ;’>

2. If the Request-UR
i ncludes a Host header field,
header field val ue.

is not an absoluteURl, and the request y

the host is determ ned by the W%

3. If the host as determined by rule 1 or 2 is not a val ¥d-host, on

the server, the response MJUST be a 400 (Bad Request) ror .
nessage. \ M >
Reci pients of an HTTP/ 1.0 request that |acks a Host head fiel d
attenpt to use heuristics (e.g., examnation o he URI \pat'h for
somet hi ng unique to a particular host) in order determ ne wha
exact resource i s being requested.
5.3 Request Header Fields \\\
The request -header fields allow the clien 0 pass adéi\i u\\) al
i nformati on about the request, a about \th li ent(’)‘f‘sél f, to the
server. These fields act as requ modi fiers, Wi t\h-semantics
o~ 74
Fielding, et. al. St \d@: Track <o 7 [ Page 37]
O QALY
RFC 2068 /1.1 N January 1997

N

\
equi valent to the para%ers on a progranmm ng | anguage net hod
i nvocati on. [

request| éad,er//z Accept ; Section 14.1
/ ‘ ‘// | Accept - Charset ; Section 14.2
/ N | Accept-Encoding ; Section 14.3

| | — | Accept-Language ; Section 14.4

| " | Authorization ; Section 14.8

‘ | From ; Section 14.22

% | Host ; Section 14.23

| 1f-Modified-Since ; Section 14.24
| 1f-Mtch ; Section 14.25
| 1f-None-Match ; Section 14.26
| 1f-Range ; Section 14.27
| 1f-Unnodified-Since ; Section 14.28
| Max- Forwards ; Section 14.31
| Proxy-Authorization ; Section 14. 34
| Range ; Section 14. 36
| Referer ; Section 14.37
| User-Agent ; Section 14.42

Request - header field names can be extended reliably only in

conmbination with a change in the protocol version. However, new or
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experinmental header fields MAY be given the semantics of request-
header fields if all parties in the conmunication recognize themto
be request-header fields. Unrecognized header fields are treated as
entity-header fields.

6 Response

After receiving and interpreting a request nmessage, a server responds
with an HTTP response nessage.

Response = Status-Line ; Section 6.1
*( general - header ; Section 4.5
| response-header ; Section 6.2
| entity-header ) ; Section 7.1
CRLF
[ message- body ] ; Section 7.2

6.1 Status-Line

The first line of a Response nmessage is the Status-Line, consisting 2 /\X -

of the protocol version followed by a nuneric status code and its

associ ated textual phrase, with each el enent separated by SP e
characters. No CR or LF is allowed except in the final CRLF
sequence. >
0
N\ .
Fiel ding, et. al. St andar ds Track [ Page ’3{]
O AN - -/
RFC 2068 HTTP/ 1.1 < Jdnuary \1997
/\/ ) I ‘ ~
Status-Line = HTTP-Version SP Status-Code SP Reason-Phra CRLF \/

6.1.1 Status Code and Reason Phrase \>\
The Status-Code elenment is a 3-digit inte resk@dde of the )

attenpt to understand and satisfy the re These codes are) fully
defined in section 10. The Reason-Phra ended to,gi\vg; a short
textual description of the Status-Code. t at us- Codei s\vi nt ended
for use by automata and the Reason-Phrase-i

i nt ended ‘/f\fﬁr t he human
user. The client is not required di sm/'ay( the Reason-
Phr ase. ARNSZ

<&

The first digit of the Status-Code 'f’(és th_e"claass of response. The
last two digits do not ha \w'/cat egori zation role. There are 5
values for the first digit: Q -

N

0 1xx: Informational—-"Request recgi"veq, " conti nui ng process

A v .

0 2xx: Success - The action was successfully received, understood,
and accepted
7N\

0 3xx: Redirection - Further action nust be taken in order to

conpl et;efé* reglest
o/l&x: Cl\fentf/,Error - The request contains bad syntax or cannot be
fulfilled—
| | /
o 5xx: Server Error - The server failed to fulfill an apparently
vallid request

The individual values of the nunmeric status codes defined for
HTTP/ 1.1, and an exanple set of correspondi ng Reason-Phrase's, are
presented bel ow. The reason phrases |isted here are only reconmended
-- they may be replaced by |ocal equivalents w thout affecting the

pr ot ocol .
St at us- Code = "100" ; Conti nue
| "101" ; Switching Protocols
| "200" ;o K
| "201" ; Created
| "202" ; Accept ed
| "203" ; Non-Authoritative Infornmation
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| "204" ; No Cont ent
| "205" ; Reset Content
| 206" ; Partial Content
| "300" ; Multiple Choices
| "301" ; Moved Pernmanently
| 302" ; Moved Tenporarily
Fi el ding, et. al. St andards Track [ Page 39]
O
RFC 2068 HTTP/ 1.1 January 1997
| 303" ; See O her
| "304" ; Not Mbdified
| "305" ; Use Proxy
| 400" ; Bad Request
| "401" ; Unaut hori zed
| "402" ; Paynment Required
| 403" ; For bi dden
| "404" ; Not Found < A\\\\\
| "405" ; Method Not All owed
| "406" ; Not Acceptable O
| 407" ; Proxy Authentication Required KOs
| 408" ; Request Ti ne- out N
| "409" ; Conflict x
| "410" ; Gone /7
| "411" ; Length Required A\ VY
| "412" ; Precondition Failed No—
| "413" ; Request Entity Too Large
| "414" ; Request-URI Too Large . .
| 415" ; Unsupported Medi a Type )
| "500" ; Internal Server Error\
| "501" : Not |nplenented O\ \E>
| "502" ; Bad Gat eway
| "503" ; Service Unavar\aQLf
| "504" ; Gat eway Ti me-ou °/ PN
| "505" ; HTTP Version not pported. /)
| ext ensi on- code N
extension-code = 3DIGA T
Reason- Phrase = *<TEXT, luding CR LF>7|"
HTTP status codes are extensible.) %bplications are not required
to understand the neani ng al V' /regi st eredsstatus codes, though such
under st andi ng i s obviously ifabl e. However, applications MJST
understand the class of any s us code;‘as/Vndicated by the first
digit, and treat any unrecogni zed response as being equivalent to the
x00 status code of ghﬁt‘ ss, with thevexception that an
unrecogni zed response be cached. For exanple, if an
unrecogni zed status cod of 431 is received by the client, it can
safely assune that ther e was something wong with its request and
treat the response as if it had received a 400 status code. In such
cases, user/ag; ts 'SHOULD present to the user the entity returned
with t resp since that entity is likely to include human-
re%%gﬁfs |nt tlon which will explain the unusual status
*/
Fi el ding, et. al. St andards Track [ Page 40]
O
RFC 2068 HTTP/ 1.1 January 1997

6.2 Response Header Fi el ds
The response-header fields allow the server to pass additiona

i nformati on about the response which cannot be placed in the Status-
Li ne. These header fields give information about the server and about
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further access to the resource identified by the Request-URI

response- header = Age ; Section 14.6

Section 14. 46

| Location ; Section 14. 30
| Proxy-Authenticate ; Section 14.33
| Public ; Section 14.35
| Retry-After ; Section 14.38
| Server ; Section 14. 39
| Vary ; Section 14.43
| Warning ; Section 14.45
I

WAV Aut hent i cat e ;

Response-header field nanes can be extended reliably only in
conmbination with a change in the protocol version. However, new or
experimental header fields MAY be given the semantics of response-
header fields if all parties in the comunication recognize themto
be response-header fields. Unrecogni zed header fields are treated as
entity-header fields.

7 Entity

Request and Response nessages MAY transfer an entity if not otherw se
restricted by the request nethod or response status code. An entity
consists of entity-header fields and an entity-body, although some
responses will only include the entity-headers.

In this section,
or the server, depending on who sends and who receives the entity.”/

(/
<N\

both sender and recipient refer to either the cI,jf,e,nt;x

A \Y
7.1 Entity Header Fields o < No—
Entity-header fields define optional netainformation abou he- ) .
entity-body or, if no body is present, about the resource i tified. . D
by the request. 0\ NS
Z NN NN

Fi el ding, et. al. [ Page 41]
O \
RFC 2068 \ 7 January 1997

entity- header/<‘~= Al'l ow ; Section 14.7
- Section 14.11

N %nt ent - Base ; .

(¢ N\ nt ent - Encodi ng ; Section 14.12
./ Content-Language ; Section 14.13
/NN | Content-Length ; Section 14. 14
| Content-Location ; Section 14.15
| Content- M5 ; Section 14.16
| Content - Range ; Section 14.17
| Content-Type ; Section 14.18
| ETag ; Section 14.20
| Expires ; Section 14.21
| Last-Mdified ; Section 14.29
| extension-header

ext ensi on- header = nessage- header
The ext ensi on-header nechani sm all ows additional entity-header fields
to be defined without changing the protocol, but these fields cannot
be assunmed to be recogni zabl e by the recipient. Unrecogni zed header
fields SHOULD be ignored by the recipient and forwarded by proxies.
7.2 Entity Body

The entity-body (if any) sent with an HTTP request or response is in
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a format and encodi ng defined by the entity-header fields.
entity-body = *QOCTET

An entity-body is only present in a nessage when a nessage-body is
present, as described in section 4.3. The entity-body is obtained
fromthe nmessage-body by decodi ng any Transfer-Encodi ng that nmay have
been applied to ensure safe and proper transfer of the nessage.

7.2.1 Type
When an entity-body is included with a nessage, the data type of that
body is deternined via the header fields Content-Type and Content-
Encodi ng. These define a two-1layer, ordered encodi ng nodel :

entity-body := Content-Encodi ng( Content-Type( data ) )

Cont ent - Type specifies the nedia type of the underlying data. 7 -
Cont ent - Encodi ng may be used to indicate any additional content
codings applied to the data, usually for the purpose of data 2 /\

conpression, that are a property of the requested resource. There is

no default encoding. 9
N

23
(/

<N

Fiel ding, et. al. St andards Track [ Pag‘e'/(}m N
0 AN,
RFC 2068 HTTP/ 1.1 January 1997

Pe

Any HTTP/ 1.1 nessage containing an entity-body SHOULD yoé%a N >
Cont ent - Type header field defining the nedia type of t\hat body: |If \/
and only if the nedia type is not given by a Co ;enf-Ty~pe\§ eld, t;,kg\@ -
recipient MAY attenpt to guess the nedia type via inspection of jts
content and/or the nane extension(s) of the URL ed to identia‘y&)he
resource. If the nedia type renains unkno t he i pi'ent SHOULD
treat it as type "application/octet-stre

% \\\\

7.2.2 Length

The length of an entity-body is
any transfer codings have been r
I ength of a nessage-body is deter

N\

8 Connecti ons
8.1 Persistent Connections

8.1.1 Purpose A
RN

Prior to persistent kqon\gﬁcti ons, a separate TCP connecti on was
established to fetch ea URL, increasing the |load on HTTP servers
and causing congestion on the Internet. The use of inline imges and
ot her associate ‘data’often requires a client to make nultiple
reques of ;r%e?sarre server in a short amount of time. Anal yses of
th%ﬁirfer\ nce problems are available [30][27]; analysis and
re ts| froma prototype inplenmentation are in [26].

r )
Per si st ent” HTTP connections have a number of advantages:

Vg

0 By opening and closing fewer TCP connections, CPU tinme is saved,
and nenory used for TCP protocol control blocks is al so saved.

0 HITP requests and responses can be pipelined on a connection.
Pipelining allows a client to make nultiple requests without
wai ting for each response, allow ng a single TCP connection to be
used nuch nmore efficiently, with nuch |ower el apsed tine.

0 Network congestion is reduced by reducing the number of packets
caused by TCP opens, and by allowing TCP sufficient tinme to
determ ne the congestion state of the network.

0 HTTP can evolve nore gracefully; since errors can be reported
wi t hout the penalty of closing the TCP connection. dients using
future versions of HTTP might optimstically try a new feature, but
if communicating with an ol der server, retry with old semantics
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after an error is reported.

HTTP i npl ement ati ons SHOULD i npl ement persi stent connections.

Fi el ding, et. al. St andards Track [ Page 43]
O
RFC 2068 HTTP/ 1.1 January 1997

8.1.2 Overall Operation

A significant difference between HTTP/1.1 and earlier versions of

HTTP is that persistent connections are the default behavior of any o ()
HTTP connection. That is, unless otherw se indicated, the client may N
assune that the server will mintain a persistent connection. X

N )
Per si stent connections provide a nechanism by which a client and a 2 N S

pl ace using the Connection header field. Once a close has been
signal ed, the client MJUST not send any nore requests on that
connect i on. RO

8.1.2.1 Negotiation s N

An HTTP/ 1.1 server MAY assune that a HTTP/1.1 client intends to \ ,
mai ntai n a persistent connection unless a Connection header including”
the connection-token "close" was sent in the request. I £t He-server

server can signal the close of a TCP connection. This signaling takes 9 \
N

chooses to close the connection imediately after sendin e .
response, it SHOULD send a Connection header incl udi ng/ghe N >
connecti on-token cl ose. PN O S /k

<
An HTTP/ 1.1 client MAY expect a connection to in open, “but Wo%ﬁ\
decide to keep it open based on whether the reseﬁi\froma sery%x()
contains a Connection header with the connection- en cl ose..\ln/case
the client does not want to maintain a connection f

request, it SHOULD send a Connection h
connection-token cl ose.

nore than that
| udi ng the\\\; -
A
If either the client or the servef sends'th | ose(tpk?eh in the
Connection header, that request ones the Iastcéné;tor t he
connection. — /, . /
/

& <

Clients and servers SHOUL
mai nt ai ned for HTTP version
si gnal ed. See section 19.7.1
conpatibility with HTTP/1.0 cli

ssuma that @ persistent connection is
$s than 1.1 unless it is explicitly
nor e mfor/rrétl on on backwar ds

nts. . Y
In order to remain 6e\r‘ istent, all messages on the connection nust
have a sel f-defined message length (i.e., one not defined by closure
of the connection), ns scribed in section 4.4.

\

8.1.2.2 Pi pellm

N
A cl t that supports persi stent connections MAY "pipeline" its
s (i.e~ "send nmultiple requests without waiting for each
response) _server MUST send its responses to those requests in the
sane order that the requests were received.

Vg
Fielding, et. al. St andards Track [ Page 44]
O
RFC 2068 HTTP/ 1.1 January 1997

Clients which assunme persistent connections and pipeline imediately
after connection establishnent SHOULD be prepared to retry their
connection if the first pipelined attenpt fails. If a client does
such a retry, it MJST NOT pipeline before it knows the connection is
persistent. Clients MJST al so be prepared to resend their requests if
the server closes the connection before sending all of the
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correspondi ng responses.
8.1.3 Proxy Servers

It is especially inportant that proxies correctly inplenent the
properties of the Connection header field as specified in 14.2.1.

The proxy server MJST signal persistent connections separately with
its clients and the origin servers (or other proxy servers) that it
connects to. Each persistent connection applies to only one transport
l'ink.

A proxy server MJST NOT establish a persistent connection with an
HTTP/ 1.0 client.

8.1.4 Practical Considerations

Servers will usually have sone tine-out value beyond which they will
no |l onger maintain an inactive connection. Proxy servers m ght nmake
this a higher value since it is likely that the client will be meking
nore connections through the same server. The use of persistent
connections places no requirenents on the length of this tinme-out for
either the client or the server.

Wien a client or server wishes to time-out it SHOULD issue a graceful (
close on the transport connection. Cients and servers SHOULD both
constantly watch for the other side of the transport close, and — x
respond to it as appropriate. If a client or server does not detec 2
the other side's close pronptly it could cause unnecessary resOurc{
drain on the network. —/

O«
A client, server, or proxy MAY close the transport connec n-atrany ¢
time. For exanple, a client MAY have started to send a-new
the same tinme that the server has decided to close-the tidle
connection. Fromthe server's point of view, th 'cohnetti&& i's bei n%<
closed while it was idle, but fromthe client' oi nt of| vi‘ew, a
request is in progress. \p\ /

/ . ;\

abl e t T ecover

SHOULD reo qn ‘t he

This means that clients, servers,
from asynchronous cl ose events.

transport connection and retransnit the a ed request W thout user
interaction so long as the request method\i |denpotent ( ee section
N N
Q,/:/
Fiel ding, et. al. o [ Page 45]
O v
RFC 2068 v January 1997
9.1.2); other net hod/s'// _ NOT be aut omat i/cally retried, although
user agents MAY offe& n operator the choice of retrying the
request . N %
2N\

However, thi s,,a‘uronat/ib retry SHOULD NOT be repeated if the second

request falts/ —
Ser%/ée/ SHOULD always respond to at |east one request per connection,
if I poss1 bl e. Servers SHOULD NOT close a connection in the

mi ddl e of tpansmitting a response, unless a network or client failure
i s suspected.

V4
Clients that use persistent connections SHOULD linmit the nunber of
si mul t aneous connections that they maintain to a given server. A
singl e-user client SHOULD maintain AT MOST 2 connections with any
server or proxy. A proxy SHOULD use up to 2*N connections to another
server or proxy, where N is the number of sinmultaneously active
users. These guidelines are intended to i nprove HTTP response tines
and avoi d congestion of the Internet or other networks.

8.2 Message Transnmi ssi on Requirenents
General requirenents:

o HITP/ 1.1 servers SHOULD naintain persistent connections and use
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Fie
O

1.

TCP's flow control nechanisnms to resolve tenporary overl oads,
rather than terminating connections with the expectation that
clients will retry. The latter techni que can exacerbate network
congesti on.

An HTTP/ 1.1 (or later) client sending a nmessage-body SHOULD nonitor
the network connection for an error status while it is transnitting
the request. If the client sees an error status, it SHOULD

i medi ately cease transmitting the body. If the body is being sent
using a "chunked" encoding (section 3.6), a zero |length chunk and
enpty footer MAY be used to prematurely mark the end of the
nmessage. |f the body was preceded by a Content-Length header, the
client MJUST cl ose the connection.

An HTTP/ 1.1 (or later) client MJIST be prepared to accept a 100
(Continue) status followed by a regul ar response.

An HTTP/1.1 (or later) server that receives a request froma
HTTP/ 1.0 (or earlier) client MUST NOT transmt the 100 (continue)
response; it SHOULD either wait for the request to be conpleted
normal Iy (thus avoiding an interrupted request) or close the

connection prematurely. 9
N

>
I ding, et. al. St andar ds Track [ Page 46] N

RFC 2068 HTTP/ 1.1 January 19{7

O« i
Upon receiving a nethod subject to these requirements fro n ) S
HTTP/ 1.1 (or later) client, an HTTP/1.1 (or later) seryver T either, >
respond with 100 (Conti nue) status and continue to Feao\fi\}} e \‘k/

input stream or respond with an error status. Lf- it responds with- Qy
error status, it MAY close the transport (TCP) rit

nnection
continue to read and discard the rest of the rec\ge\s<s )t/ MUST NQT\>

performthe requested nethod if it returns~an err fa’tus

Clients SHOULD renenber the version nu at | east th rmst
recently used server; if an HITP/ 1.1 cl as seen an b/ 1.1 or
later response fromthe server, and it sees.the connecn cl ose
before receiving any status fro 1 i nt “SHOULD retry
the request w thout user interac | n so Iong as }ﬁe ‘equest nethod is
i dempot ent (see section 9.1.2); nmet hods MUST be
automatically retried, alt ugh\‘user ents MAY of a human
operator the choice of retvryi questsuIF the client does
retry the request, the clie < v

0 MJIST first send the request” header fLei ds, and then

0 MIST wait for the server to respond with either a 100 (Continue)
response, in Whi\c%ase the client should continue, or with an
error status.

the server| (it shoul d assume that the server inplements HTTP/1.0 or

ol %d wi |1 not use the 100 (Continue) response. If in this case
th lilent sees the connection close before receiving any status from
the server, the client SHOULD retry the request. |If the client does
retry the fequest to this HITP/1.0 server, it should use the

foll owi ng " binary exponential backoff" algorithmto be assured of
obtaining a reliable response:

If an I—l‘I'TP/f:L.l/‘dl\i‘ent/fhas not seen an HTTP/1.1 or |later response from

Initiate a new connection to the server
Transmt the request-headers

Initialize a variable Rto the estimated round-trip tine to the
server (e.g., based on the tine it took to establish the
connection), or to a constant value of 5 seconds if the round-trip
time is not avail able.

Conpute T = R* (2**N), where N is the nunber of previous retries
of this request.

http://www.w3.0rg/Protocol §/rfc2068/rfc2068

Page 35 of 121

7/22/02



Page 36 of 121

5. Wiait either for an error response fromthe server, or for T seconds
(whi chever comes first)

Fielding, et. al. St andards Track [ Page 47]
O
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6. If no error response is received, after T seconds transmt the body
of the request.

7. If client sees that the connection is closed prematurely, repeat
fromstep 1 until the request is accepted, an error response is
recei ved, or the user becones inpatient and termi nates the retry
process.

No matter what the server version, if an error status is received
the client

o MJST NOT continue and

0 MJST close the connection if it has not conpleted sending the
nmessage. =

An HTTP/ 1.1 (or later) client that sees the connection close after{;/
receiving a 100 (Continue) but before receiving any other status
SHOULD retry the request, and need not wait for 100 (Coﬁ}inUe)
response (but MAY do so if this sinplifies the inplenenta n)-

9 Method Definitions \ \\
elom1 ;E%hou

&
The set of common nethods for HTTP/ 1.1 is defi b Q;\
this set can be expanded, additional methods ca ~be jassuned’ gbv

share the same senmantics for separately extended nrs and servers

The Host request-header field (section

4, 23y MUST acconp@qx\al
HTTP/ 1. 1 requests. N

AN

9.1 Safe and | denpotent Methods

9.1.1 Safe Methods

I~

é\;gat t he "sof t ware Pepresents the user in
gk:net and¢< shourd be careful to allow

| mpl enenters should be a
their interactions over the
the user to be aware of any actions theylnay ‘take which may have an
unexpected significance to thensel ves or-others

HEAD met hods shoul"d “nev have the significance of taking an action
other than retriéval. \Theése methods shoul d be considered "safe." This
al | ows user agents tol represent other nethods, such as POST, PUT and
DELETE, in a sp ci-al may, so that the user is made aware of the fact
thii/g/possip unsafe action is being requested.

hbtu(/fly, itis not possi ble to ensure that the server does not

generate| side-effects as a result of performng a GET request; in

In particular, the 6§p¥§£t' n has been established that the GET and

(Ve

Fielding, et. al. St andards Track [ Page 48]
O
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fact, sone dynam c resources consider that a feature. The inportant
distinction here is that the user did not request the side-effects
so therefore cannot be hel d accountable for them

9.1.2 | denpot ent Met hods

Met hods may al so have the property of "idenpotence" in that (aside
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fromerror or expiration issues) the side-effects of N > 0 identical
requests is the sane as for a single request. The nmethods GET, HEAD,
PUT and DELETE share this property.

9.2 OPTIONS

The OPTIONS net hod represents a request for information about the
comuni cation options available on the request/response chain
identified by the Request-URI. This nethod allows the client to
determ ne the options and/or requirements associated with a resource,
or the capabilities of a server, without inplying a resource action
or initiating a resource retrieval.

Unl ess the server's response is an error, the response MJUST NOT
include entity information other than what can be considered as
comuni cation options (e.g., Allow is appropriate, but Content-Type

is not). Responses to this nethod are not cachabl e. &

If the Request-URlI is an asterisk ("*"), the OPTIONS request is
intended to apply to the server as a whole. A 200 response SHOULD N

i nclude any header fields which indicate optional features N S

i mpl enented by the server (e.g., Public), including any extensions 9
not defined by this specification, in addition to any applicable
general or response-header fields. As described in section 5.1.2, an >
N

"OPTIONS *" request can be applied through a proxy by specifying the (/
destination server in the Request-URl without any path information. “

If the Request-URl is not an asterisk, the OPTIONS request appligs N
only to the options that are avail abl e when conmuni cating wth"that~
resource. A 200 response SHOULD include any header fields which -

i ndi cate optional features inplenented by the server ané>ap/pl i.cabl e

to that resource (e.g., Allow), including any extensions. defi ned
by this specification, in addition to any applicable gener or >
response-header fields. If the OPTIONS request passes \throug \/

proxy, the proxy MJUST edit the response to exclude those options

},f S
whi ch apply to a proxy's capabilities and whic re known to be,»\{*\\k
unavai |l abl e through that proxy. \ 7 \>

Fielding, et. al. [ Page 49]
D ;/‘
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9.3 GET

entity) is identjified by the Request-URI. If the Request-URl refers
to a data-producing process, it is the produced data which shall be
returned as the'entity in the response and not the source text of the
process, unt;js/;‘t\hat text happens to be the output of the process.

The GET net hod neans\r@e what ever information (in the formof an

The int i Q/~ of/ the GET nethod change to a "conditional GET" if the
re st!| Imessage i ncl udes an |f-Mdified-Since, |f-Unnodified-Since,
If-Match, |f-None-Match, or If-Range header field. A conditional GET
nmet hod requests that the entity be transferred only under the
circunstlanices described by the conditional header field(s). The
conditional GET nmethod is intended to reduce unnecessary network
usage by allowi ng cached entities to be refreshed wi thout requiring
mul tiple requests or transferring data already held by the client.

The semantics of the CGET nethod change to a "partial GET" if the
request message includes a Range header field. A partial GET requests
that only part of the entity be transferred, as described in section
14.36. The partial GET nethod is intended to reduce unnecessary
network usage by allowing partially-retrieved entities to be
conpleted without transferring data already held by the client.

The response to a GET request is cachable if and only if it meets the
requirements for HTTP caching described in section 13.
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9.4 HEAD

The HEAD nethod is identical to GET except that the server MJUST NOT
return a nessage-body in the response. The netai nformation contai ned
in the HTTP headers in response to a HEAD request SHOULD be identi cal
to the information sent in response to a GET request. This nethod can
be used for obtaining netainformati on about the entity inplied by the
request without transferring the entity-body itself. This nmethod is
often used for testing hypertext links for validity, accessibility,
and recent nodification.

The response to a HEAD request nmay be cachable in the sense that the
information contained in the response may be used to update a
previously cached entity fromthat resource. If the new field val ues
indicate that the cached entity differs fromthe current entity (as
woul d be indicated by a change in Content-Length, Content-M)5, ETag
or Last-Mddified), then the cache MJUST treat the cache entry as

stal e.

N
Fi el ding, et. al. St andards Track [ Page SOI&'
O
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9.5 POST O

Pe

The POST nethod is used to request that the destinati on\/s\% accept >
t

the entity enclosed in the request as a new subordi nat\é\ \/
resource identified by the Request-URl in the Request-Line. POST i:/st -

designed to allow a uniformnethod to cover th «ww' ng funct |<r;§

7\
S/ \
/ y N\

o\

0 Annotation of existing resources;

0 Posting a nmessage to a bulletin b

group, mail |\ng list,
or simlar group of articles; \

o Providing a block of data, sul t (cﬂ‘fst]bn”i tting a

<&

0 Extending a database t

The actual function perfor y/ the POST<pethod is deternined by the
server and is usually depende on the Request-URI. The posted entity
is subordinate to that URl in the saneway that a file is subordinate
to a directory contaﬂ\r‘rin it, a news article is subordinate to a
newsgroup to which it \is ted, or a record is subordinate to a

dat abase. N x

 \
N

The action perforned by the POST method might not result in a
resource that can-be-identified by a URI. In this case, either 200
(OK) or 204! }k?Content) is the appropriate response status,
deggf;@ag on whether or not the response includes an entity that
de i bes theresult.

r /
If a resoufce has been created on the origin server, the response
SHOULD be 201 (Created) and contain an entity which describes the
status of the request and refers to the new resource, and a Location
header (see section 14.30).

Responses to this nethod are not cachable, unless the response

i ncl udes appropriate Cache-Control or Expires header fields. However,
the 303 (See Other) response can be used to direct the user agent to
retrieve a cachabl e resource.

POST requests nust obey the nmessage transm ssion requirenments set out
in section 8.2.
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9.6 PUT

The PUT net hod requests that the enclosed entity be stored under the
supplied Request-URI. If the Request-URl refers to an already
existing resource, the enclosed entity SHOULD be considered as a

nodi fied version of the one residing on the origin server. |If the o () N
Request - URI does not point to an existing resource, and that URl is N
capabl e of being defined as a new resource by the requesting user > >/
agent, the origin server can create the resource with that URI. If a N

new resource is created, the origin server MUST informthe user agent N \?>

ei ther the 200 (OK) or 204 (No Content) response codes SHOULD be sent

to indicate successful conpletion of the request. If the resource

could not be created or nodified with the Request-URI, an approprlate
error response SHOULD be given that reflects the nature of the .
problem The recipient of the entity MJUST NOT ignore any Content-*— §\§§>

via the 201 (Created) response. |If an existing resource is nodified, 9 A\\\\\
N

(e.g. Content-Range) headers that it does not understand or |nple
and MUST return a 501 (Not | nplenented) response in such cases!

If the request passes through a cache and the Request- URP |dent|f|es
one or nore currently cached entities, those entries should be
treated as stale. Responses to this method are not cachapl e: of >
0N o
The fundanental difference between the POST and PUT requé§E§ is \\<
reflected in the different nmeaning of the Requ -URl. \The "URl an%
POST request identifies the resource that wll S{hggf the encloiég
entity. That resource nay be a data-accepting pr ss, a gateway to
sonme other protocol, or a separate entit S annotatji ons.
In contrast, the URI in a PUT request es the entat enclosed
with the request -- the user agent kno URI is in od and the
server MJST NOT attenpt to apply the reqy st to sone oth resource.
If the server desires that the r lest he applied tg/a different UR
it MUST send a 301 (Moved Pernman ly) response; the/user agent MAY
then make its own decision regardl mhgther or no&?to redirect the
request. @

Pe

A single resource MAY be id f|ed by nany different URl's. For
exanple, an article may have Rl for identifying "the current
version" which is separate from+the URNtidentifying each particul ar
version. In this cagg{ a request on-a general URI may result in
several other URI's be}qg> ined by the origin server

n

HTTP/ 1.1 does not def
origin server. \

/ N\ /

PUT re estsﬂgnét dbey the message transm ssion requirenents set out
in i/pron 8.2. /,

how a PUT nethod affects the state of an

v
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9.7 DELETE

The DELETE net hod requests that the origin server delete the resource
identified by the Request-URI. This method MAY be overridden by human
intervention (or other neans) on the origin server. The client cannot
be guaranteed that the operation has been carried out, even if the
status code returned fromthe origin server indicates that the action
has been conpl eted successfully. However, the server SHOULD not
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i ndi cate success unless, at the tine the response is given, it
intends to delete the resource or nove it to an inaccessible
| ocati on.

A successful response SHOULD be 200 (OK) if the response includes an
entity describing the status, 202 (Accepted) if the action has not
yet been enacted, or 204 (No Content) if the response is OK but does
not include an entity.

If the request passes through a cache and the Request-URlI identifies
one or nore currently cached entities, those entries should be
treated as stale. Responses to this nmethod are not cachable

9.8 TRACE

10

The TRACE nethod is used to invoke a renpte, application-layer |oop-
back of the request nmessage. The final recipient of the request
SHOULD refl ect the nessage received back to the client as the
entity-body of a 200 (OK) response. The final recipient is either the
origin server or the first proxy or gateway to receive a Max- Forwards
val ue of zero (0) in the request (see section 14.31). A TRACE request
MUST NOT include an entity

TRACE allows the client to see what is being received at the other

end of the request chain and use that data for testing or diagnostic [
information. The value of the Via header field (section 14.44) is of "\

particular interest, since it acts as a trace of the request chain._

Use of the Max-Forwards header field allows the client to limt 12?//>
<

| ength of the request chain, which is useful for testing a chain
proxi es forwardi ng nessages in an infinite | oop

AN

O <
I f successful, the response SHOULD contain the entire re t ‘message
in the entity-body, with a Content-Type of "nessage/http. ponses. .
to this method MUST NOT be cached. — kf\‘\i>
' O\ N O
St at us Code Definitions @”Q§§

ri’ption of which
ited inlthe

Each Status-Code is described below, inc
nmet hod(s) it can follow and any netainfo
response.

Fielding, et. al. [ Page 53]
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10.1 Informational 1xx \
This cl ass of statugméo indicates a prn&isional response
consisting only of the Status-Line and optional headers, and is
ternminated by an enpty B’ne. Since HTTP/ 1.0 did not define any 1xx
status codes, servers: T NOT send a 1xx response to an HTTP/ 1.0
client except under experiantal condi tions.

10. 1.y@mntw{a€ ,
Th /é(;eht nﬁny6ntinue with its request. This interimresponse is
used to|informthe client that the initial part of the request has
been received and has not yet been rejected by the server. The client
SHOULD cortinue by sending the remainder of the request or, if the
request has already been conpl eted, ignore this response. The server
MUST send a final response after the request has been conpl eted

10.1.2 101 Switching Protocols

The server understands and is willing to conmply with the client's
request, via the Upgrade nessage header field (section 14.41), for a
change in the application protocol being used on this connection. The
server will switch protocols to those defined by the response's
Upgrade header field imediately after the enpty |ine which

term nates the 101 response

The protocol should only be switched when it is advantageous to do
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10.

10.

so. For exanple, switching to a newer version of HTTP is

advant ageous over ol der versions, and switching to a real -tine
synchronous protocol nmmy be advantageous when delivering resources
that use such features

2 Successful 2xx

This class of status code indicates that the client's request was
successfully received, understood, and accepted

2.1 200 &

The request has succeeded. The information returned with the response
i s dependent on the nmethod used in the request, for exanple

GET an entity corresponding to the requested resource is sent in the
response

HEAD the entity-header fields corresponding to the requested resource
are sent in the response w thout any nmessage- body;

Fi el ding, et. al. St andards Track [ Page 54] (
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%
POST an entity describing or containing the result of the action; ~
TRACE an entity containing the request message as receive y the) end
server. A( B >
— 2\ NS
10.2.2 201 Created TN\ \i> ~ /$§”

10.

10.

10.

A
The request has been fulfilled and resulted in \hggéresource béﬁgﬁ
created. The newly created resource can b efere ‘by the-URI(s)
returned in the entity of the response, wth the np speci fi ¢) URL
for the resource given by a Location header el d. The Q{Lgkn”server
MJST create the resource before returni 201 status.code. |f the
action cannot be carried out imediately, the server Shbu d respond
with 202 (Accepted) response instead. o=

2.3 202 Accepted

)y’ processi ng; \but the processing has
not been conpl eted. The req MAY or MAY..NOT eventually be acted
upon, as it MAY be disall owed en processiing actual ly takes place
There is no facility fer.re-sending a status code from an

asynchr onous operattgh 5 as this. D

The request has been acce

The 202 response is ih??gtionally non-comm ttal. Its purpose is to
allow a server to accept-a request for sone other process (perhaps a
batch-oriented process that is only run once per day) without
requiring that)tﬁe,usér agent's connection to the server persist
un;;;/fhe E&ﬁ?éés is conpleted. The entity returned with this
res?épée SHOULD i/ncl ude an indication of the request's current status
an ither a pointer to a status nonitor or sone estimte of when the
user can| expect the request to be fulfilled.

2.4 203 Non-Aut horitative Information

The returned nmetainformation in the entity-header is not the
definitive set as available fromthe origin server, but is gathered
froma local or a third-party copy. The set presented MAY be a subset
or superset of the original version. For exanple, including |oca
annotation informati on about the resource MAY result in a superset of
the metainfornati on known by the origin server. Use of this response
code is not required and is only appropriate when the response woul d
ot herwi se be 200 (OK).

2.5 204 No Content

The server has fulfilled the request but there is no new i nformation
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to send back. If the client is a user agent, it SHOULD NOT change its
docunent view fromthat which caused the request to be sent. This

Fi el ding, et. al. St andards Track [ Page 55]
O
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response is primarily intended to allow input for actions to take
pl ace wi thout causing a change to the user agent's active docunent
view. The response MAY include new netainformation in the form of
entity-headers, which SHOULD apply to the docunent currently in the
user agent's active view

The 204 response MJST NOT include a nessage-body, and thus is always
termnated by the first enpty line after the header fields.

10. 2.6 205 Reset Content

The server has fulfilled the request and the user agent SHOULD reset e
t he docunent view which caused the request to be sent. This response \

is primarily intended to allow input for actions to take place via

user input, followed by a clearing of the formin which the input is ﬁ\f>
given so that the user can easily initiate another input action. The" '\
response MJUST NOT include an entity. N

10.2.7 206 Partial Content ¢ // ,

The server has fulfilled the partial CET request for the’r esour ce.

The request nust have included a Range header field (sect 14.°36) .
i ndicating the desired range. The response MJST includeleit a D
Cont ent - Range header field (section 14.17) indicating \t\h ra /k/

“anges Content - Type. .~
mul ti part /byt erange

r esponse M;@{t%
nessage-body.

included with this response, or a nultipart/byt
i ncl udi ng Content-Range fields for each part.
is not used, the Content-Length header field in
mat ch the actual nunber of OCTETs transmitted in

A cache that does not support the Range <and

MUST NOT cache 206 (Partial) responses.

ntent - Rangg\{éad/er s

N

10. 3 Redirection 3xx

This class of status code indicates that ,,furtheréa ion needs to be
taken by the user agent in order to fill the request. The action
requi red MAY be carried o y the user agent wi't hout interaction
with the user if and only i e method used\in the second request is
GET or HEAD. A user agent S NOT autionat ically redirect a request
more than 5 tines, sinee such redirectilons usually indicate an
infinite |oop. O

A

N\

‘ /
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10.3.1 300 Multiple Choices

The requested resource corresponds to any one of a set of
representations, each with its own specific |ocation, and agent-
driven negotiation information (section 12) is being provided so that
the user (or user agent) can select a preferred representation and
redirect its request to that |ocation.

Unless it was a HEAD request, the response SHOULD include an entity
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10.

10.

containing a list of resource characteristics and |ocation(s) from
whi ch the user or user agent can choose the one npbst appropriate. The
entity format is specified by the media type given in the Content-
Type header field. Depending upon the format and the capabilities of
the user agent, selection of the nost appropriate choice may be
performed automatically. However, this specification does not define
any standard for such automatic sel ection.

If the server has a preferred choice of representation, it SHOULD
include the specific URL for that representation in the Location
field; user agents MAY use the Location field value for autonatic
redirection. This response is cachable unless indicated otherw se.

3.2 301 Moved Pernmanently

The requested resource has been assigned a new pernanent URI and any
future references to this resource SHOULD be done using one of the
returned URIs. Cients with link editing capabilities SHOULD
automatically re-link references to the Request-URl to one or nore of
the new references returned by the server, where possible. This
response i s cachabl e unl ess indicated otherw se.

If the new URI is a location, its URL SHOULD be given by the Location
field in the response. Unless the request nmethod was HEAD, the entity
of the response SHOULD contain a short hypertext note with a KOs
hyperlink to the new URI(s). A\

If the 301 status code is received in response to a request ot her}'"i N
than GET or HEAD, the user agent MJUST NOT automatically redirect\t

request unless it can be confirnmed by the user, since this m ght N
change the conditions under which the request was issue
Not e: When automatically redirecting a POST request ,att\er cei ving, \ >
a 301 status code, sone existing HITP/ 1.0 user agentS\ I \/
erroneously change it into a GET request. % O v& }efxé -

[ Page 57]
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3.3 302 Moved Tenporarily

The requested resource resides tenporarihy under a different URI.
Since the redirecti cm\'(mi e altered onvoccasion, the client SHOULD
continue to use the Request-URl for future requests. This response is
only cachabl e |f/| ndu ca d by a Cache-Control or Expires header
field. [ \

| f the new URI s alocation, its URL SHOULD be given by the Location
f| eI d the response. Unless the request nethod was HEAD, the entity
respQ se /SHOULD contain a short hypertext note with a
|nk to the new URI (s).

If the 30 st atus code is received in response to a request other
than GET or HEAD, the user agent MJUST NOT autonmtically redirect the
request unless it can be confirnmed by the user, since this mght
change the conditions under which the request was issued.

Note: When automatically redirecting a POST request after receiving
a 302 status code, sone existing HTTP/ 1.0 user agents wll
erroneously change it into a GET request.

3.4 303 See O her

The response to the request can be found under a different URl and
SHOULD be retrieved using a GET method on that resource. This nethod
exists primarily to allow the output of a POST-activated script to
redirect the user agent to a selected resource. The new URl is not a
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The response MJST include the follow ng header fields: A\ VY
AN //"
o Date & i
o ETag and/or Content-Location, if the header woul d hayefiggbifeht in N
a 200 response to the sanme request o kf\‘ xssg/
o Expires, Cache-Control, and/or Vary, if the fi%eld- vaer\;%ght Q§§
differ fromthat sent in any previous respons or the same yvariant
’/ A\,
If the conditional GET used a strong cac val i dat or (see sectmon
13.3.3), the response SHOULD NOT inclu entity- hea rs
G herwise (i.e., the conditional CET us ak validat
response MUST NOT include other entity-he rs; this pre nts
i nconsi stenci es between cached e "ty-bodie nd upgated headers.
If a 304 response indicates an enti npt currently?cached then the

10.

10.

substitute reference for the originally requested resource. The 303
response i s not cachable, but the response to the second (redirected)
request MAY be cachabl e

If the new URI is a location, its URL SHOULD be given by the Location
field in the response. Unless the request nmethod was HEAD, the entity
of the response SHOULD contain a short hypertext note with a
hyperlink to the new URI(s)

3.5 304 Not Modified

If the client has perforned a conditional GET request and access is
al | owed, but the docunent has not been nodified, the server SHOULD
respond with this status code. The response MJUST NOT contain a
nmessage- body.

cache MJST disregard the r
condi ti onal

ebeat/the(tequest wi t hout the

Vi

If a cache uses a received 30 esponse totybdate a cache entry, the
cache MUST update the entry to reflect \any new field values given in
the response. / ( N

The 304 response/NUSI include a nmessage-body, and thus is always
term nated by the fIYSt mpty line after the header fields

NN

3.6 305 Use’ fy —/
Thzéiéaheste‘tresource MUST be accessed through the proxy given by
c

th oclation field. The Location field gives the URL of the proxy.
The recipient’is expected to repeat the request via the proxy.

4 Clientl Error 4xx

The 4xx class of status code is intended for cases in which the
client seens to have erred. Except when responding to a HEAD request,
the server SHOULD include an entity containing an explanation of the
error situation, and whether it is a tenporary or permanent
condition. These status codes are applicable to any request nethod
User agents SHOULD display any included entity to the user.

Note: If the client is sending data, a server inplenentation using
TCP shoul d be careful to ensure that the client acknow edges
recei pt of the packet(s) containing the response, before the server
closes the input connection. If the client continues sending data
to the server after the close, the server's TCP stack will send a
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reset packet to the client, which may erase the client's
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10

10.

10.

10.

10.

unacknow edged i nput buffers before they can be read and
interpreted by the HTTP application.

.4.1 400 Bad Request

The request could not be understood by the server due to nalforned
syntax. The client SHOULD NOT repeat the request w thout
nodi fi cations.

4.2 401 Unaut hori zed
The request requires user authentication. The response MJST include a

applicable to the requested resource. The client MAY repeat the

request with a suitable Authorization header field (section 14.8). |If

the request already included Authorization credentials, then the 401
response indicates that authorization has been refused for those S\
credentials. If the 401 response contains the sane challenge as the x
prior response, and the user agent has already attenpted (1

aut hentication at |east once, then the user SHOULD be presented th{
entity that was given in the response, since that entity MAY include ~

rel evant diagnostic information. HTTP access authenti cation is

expl ained in section 11.

WAV Aut henti cate header field (section 14.46) containing a chall enge 9 \
N

4.3 402 Paynment Required o i\ x’\/ )
This code is reserved for future use. g N\ S \\§<
4.4 403 Forbi dden \ % : \

The server understood the request, but ing to fulf

Aut horization will not help and the reque HOULD NOT peat ed

I'f the request method was not HEAD -and the 'server wi she 0 neke
public why the request has not been fulfill it SIquLD describe the
reason for the refusal in the entity. This stat ugfcdde is commonly
used when the server does not ws reveal exactly why the request
has been refused, or when “other r dnse is aprp i cabl e.

4.5 404 Not Found \/ A
N

The server has not found anyt hi ng mat ching ‘f he Request-URI. No

indication is given pf her the condittion is tenporary or
per manent . O

| | /
Fi el di ng, etA. St andards Track [ Page 60]
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10.

If the server does not wish to make this information available to the
client, the status code 403 (Forbi dden) can be used instead. The 410
(CGone) status code SHOULD be used if the server knows, through sone
internally configurable nechanism that an old resource is
permanent|ly unavail abl e and has no forwardi ng address.

4.6 405 Met hod Not All owed

The met hod specified in the Request-Line is not allowed for the
resource identified by the Request-URI. The response MJST include an
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Al'l ow header containing a list of valid nmethods for the requested
resource.

4.7 406 Not Acceptable

The resource identified by the request is only capable of generating
response entities which have content characteristics not acceptable
according to the accept headers sent in the request

Unless it was a HEAD request, the response SHOULD include an entity
containing a list of available entity characteristics and | ocation(s)
fromwhich the user or user agent can choose the one npst
appropriate. The entity format is specified by the nedia type given
in the Content-Type header field. Depending upon the format and the
capabilities of the user agent, selection of the npst appropriate
choice may be performed autonmatically. However, this specification

does not define any standard for such automatic sel ection. &
Note: HTTP/ 1.1 servers are allowed to return responses which are N :\\;7
not acceptable according to the accept headers sent in the request. N
In some cases, this may even be preferable to sending a 406 N \i>

incom ng response to determine if it is acceptable. If the response

coul d be unacceptable, a user agent SHOULD tenporarily stop receipt

of nore data and query the user for a decision on further actions. [,
<N\

4.8 407 Proxy Authentication Required P ;\§§>

This code is sinmlar to 401 (Unauthorized), but indicates that/thk < ),
client MUST first authenticate itself with the proxy. The proxy \MJST -
return a Proxy-Authenticate header field (section 14.33{>cohtaining a

response. User agents are encouraged to inspect the headers of an 9 A\\\\\
N

chal l enge applicable to the proxy for the requested resou . “The) .
client MAY repeat the request with a suitable Proxy-Authori ion . >
header field (section 14.34). HTTP access authentication\is Iainedsxg/
in section 11. RN i?> ;:\\<\”

/ \\
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4.9 408 Request Ti meout

The client did not produce a quest wﬁthin/fhe time that the server
was prepared to wait. The client” MAY repeat the request without
nmodi fications at anxﬁkat tine. D

N
4.10 409 Conflict x
ZBN

The request could not) be conpleted due to a conflict with the current
state of there ource. This code is only allowed in situations where
itis pect<9/?hat the user mght be able to resolve the conflict
an%é?égﬁbnitkthe/request. The response body SHOULD i ncl ude enough

i nformatii on for the user to recognize the source of the conflict.
Ideally, | the response entity would include enough information for the
user or \user agent to fix the problen however, that nmay not be
possi bl e and is not required

Conflicts are nost likely to occur in response to a PUT request. If
versioning is being used and the entity being PUT includes changes to
a resource which conflict with those nmade by an earlier (third-party)
request, the server MAY use the 409 response to indicate that it
can't conplete the request. In this case, the response entity SHOULD
contain a list of the differences between the two versions in a
format defined by the response Content-Type

4.11 410 Cone

The requested resource is no | onger available at the server and no
forwardi ng address is known. This condition SHOULD be consi dered
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permanent. Clients with link editing capabilities SHOULD del ete
references to the Request-URI after user approval. |If the server does
not know, or has no facility to determ ne, whether or not the
condition is pernmanent, the status code 404 (Not Found) SHOULD be
used instead. This response is cachable unless indicated otherw se.

The 410 response is primarily intended to assist the task of web

mai nt enance by notifying the recipient that the resource is
intentionally unavail able and that the server owners desire that
remote links to that resource be renpved. Such an event is common for
limted-time, pronotional services and for resources belonging to

i ndi viduals no | onger working at the server's site. It is not
necessary to mark all permanently unavail abl e resources as "gone" or
to keep the mark for any length of tine -- that is left to the

di scretion of the server owner
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4.12 411 Length Required N
g q N

The server refuses to accept the request w thout a defined Cont.ent- —
Length. The client MAY repeat the request if it adds a val i‘d

Content - Length header field containing the |ength of the sage*body ¢
in the request nessage. ~( N
NS~

41i§§0

The precondition given in one or nore of the re t - header fpefﬁé>
evaluated to false when it was tested on the server. This response

curr ent resour ce

<\
4.13 412 Precondition Failed TN\ \i>

N
W\

4.14 413 Request Entity Too Larg

The server is refusing to process eqyest becauss?the request
entity is larger than the rver i s ling or\able to process. The
server nmay close the conn ion/to prevent the client from continuing
t he request. < v

0

If the condition is tenporary, the server, SHCULD include a Retry-
After header field gp indircate that it s tenporary and after what

time the client nay LJ¥;> bn.

4.15 414 Request URP\T Long

The server fu5|ng to service the request because the Request-UR

lo r tha the server is willing to interpret. This rare
cogggg?sn |s only likely to occur when a client has inproperly
rted a POST request to a GET request with | ong query

information, when the client has descended into a URL "black hole" of
redirecti (e.g., aredirected URL prefix that points to a suffix of
itself), or when the server is under attack by a client attenpting to

exploit security holes present in some servers using fixed-Iength
buffers for reading or mani pul ating the Request-URI.

4.16 415 Unsupported Medi a Type
The server is refusing to service the request because the entity of

the request is in a format not supported by the requested resource
for the requested nethod
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10.5 Server Error 5xx

Response status codes beginning with the digit "5" indicate cases in
which the server is aware that it has erred or is incapable of
perform ng the request. Except when responding to a HEAD request, the
server SHOULD include an entity containing an explanation of the
error situation, and whether it is a tenmporary or pernanent

condition. User agents SHOULD display any included entity to the
user. These response codes are applicable to any request nethod

10.5.1 500 Internal Server Error

The server encountered an unexpected condition which prevented it
fromfulfilling the request

10.5.2 501 Not | npl enented
request. This is the appropriate response when the server does not

recogni ze the request nmethod and is not capabl e of supporting |t f
any resource.

The server does not support the functionality required to fulfill théi{§§>

10.5. 3 502 Bad Gat eway &
The server, while acting as a gateway or proxy, receiVﬁq/iﬁkigyafid N
response fromthe upstream server it accessed in attenp{i gt
fulfill the request. TN\ {E> ;;:§s<
Q)

\

10. 5.4 503 Service Unavail abl e \\\\V , y -
’/ p

The server is currently unable to handle e request.due tol a )
tenporary overl oadi ng or nmintenance o ver The i Jcatlon
is that this is a tenporary condition be all ted after
sonme delay. |If known, the |length of the. nay be ln§¥%ated in a
Retry-After header. |If no Retry-After N8 given, th//cllent SHOULD
handl e the response as it would a 500 responsé

/

503 ‘st /bode/does>not imply that a
éggp{ng overl oaded. Some servers may w sh
on Q -

10.5.5 504 Gateway Tineout - P

Not e: The existence of t
server nust use it when
to sinmply refuse the conn

. ol - . .
The server, while acting as a gateway or proxy, did not receive a
tinely response fromthe upstreamserver it accessed in attenpting to
conpl ete the request.
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10.5.6 505 HTTP Version Not Supported

The server does not support, or refuses to support, the HTTP protoco
version that was used in the request nessage. The server is
indicating that it is unable or unwilling to conplete the request
using the sane major version as the client, as described in section
3.1, other than with this error nessage. The response SHOULD contain
an entity describing why that version is not supported and what ot her
protocols are supported by that server

11 Access Aut hentication
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HTTP provides a sinple challenge-response authenticati on mechani sm
whi ch MAY be used by a server to challenge a client request and by a
client to provide authentication information. It uses an extensible,
case-insensitive token to identify the authentication schene,

foll owed by a comma-separated |ist of attribute-value pairs which
carry the paraneters necessary for achieving authentication via that
schene.

aut h- schene = token

aut h- param = token "=" quoted-string

The 401 (Unaut horized) response nessage is used by an origin server
to chal l enge the authorization of a user agent. This response MJST
include a WAV Aut henticate header field containing at |east one
chal | enge applicable to the requested resource.

chal | enge = aut h-schene 1*SP real m *( aut h- param)

"real nf real mval ue
quot ed-string

real m
real mval ue

The realmattribute (case-insensitive) is required for all

aut henti cati on schemes which issue a challenge. The real mval ue
(case-sensitive), in conbination with the canonical root URL (see
section 5.1.2) of the server being accessed, defines the protection x
space. These realns allow the protected resources on a server to b/
partitioned into a set of protection spaces, each with its own~

aut henti cati on schene and/ or authorization database. The realm vaFueﬁ

is a string, generally assigned by the origin server, whi ch may \have
additional semantics specific to the authentication sche Y

AN M >
A user agent that w shes to authenticate itself with-a's ~
usual Iy, but not necessarily, after receiving a 401 or 4%esponse§<
-MAY do so by including an Authorization heade ield wilth“the ,»
request. The Authorization field value consists qWﬁedentl al's

Fielding, et. al. St andards Trac \\\ [ Page 65]
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containing the authenticati i Efn of the wser agent for the

0

| —aut h- schene #auths par am

user agent is determin by the protection space. |If a prior request

has been authori'zed,  the’same credentials MAY be reused for all other
requests wthin \that pfotectlon space for a period of time deterni ned
by the aut heyatlon scheme, paraneters, and/or user preference.

Unl ess ot herwi se-defined by the authentication scheme, a single
prot/v(i‘on space /cannot extend outside the scope of its server.

The domai n over whi c/k(% tials can be automatically applied by a
e

If the server does not wish to accept the credentials sent with a
request | SHOULD return a 401 (Unauthorized) response. The response
MUST include a WWVM Aut henticate header field containing the (possibly
new) chall enge applicable to the requested resource and an entity
expl ai ning the refusal.

The HTTP protocol does not restrict applications to this sinple

chal | enge-response nmechani sm for access authentication. Additional
mechani sms MAY be used, such as encryption at the transport |evel or
via message encapsul ation, and with additional header fields

speci fying authentication information. However, these additional
mechani sns are not defined by this specification.

Proxi es MUST be conpletely transparent regardi ng user agent

aut hentication. That is, they MIST forward the WWV Aut henticate and
Aut hori zati on headers untouched, and follow the rules found in
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xﬁ\‘- .
Upon recei pt of an unauthorized request for a URl within the x
protection space, the server MAY respond with a challenge Iike the/

11.

12

section 14.8.

HTTP/ 1.1 allows a client to pass authentication information to and
froma proxy via the Proxy-Authenticate and Proxy-Authorization
headers.

1 Basic Authentication Schene

The "basic" authentication schene is based on the nodel that the user
agent nust authenticate itself with a user-1D and a password for each
realm The real mval ue shoul d be considered an opaque string which
can only be conpared for equality with other realns on that server.
The server will service the request only if it can validate the
user-1D and password for the protection space of the Request-URl.
There are no optional authentication paraneters.

fol | ow ng:
\ ,/'

WA Aut hent i cate: Basic real m="Wal | yWorl d" &

where "Wl lyWrld" is the string assigned by the serveg:t\%ti/fy RN

D
e

erid and passwori o
'Uw base64 E(mg ed

\?7\\\\ )
of user-;ﬁ\é\é\%
76 cmy‘f“l—i”ne>

\

O\

the protection space of the Request-URl. o\

To receive authorization, the client sends the >
separated by a single colon (":") character,
string in the credentials.

basi c-credentials = "Basic" SP

basi c- cooki e = <base64 [7] e’ncq i

user - pass = userid "

userid = *<TE exc '/uﬁi ng ": A ) 4 ;

passwor d = *TEXT \ ‘ VY
Userids m ght be cas»e'/"sre‘ itive. N :

N
If t he user agent Wi ah%to send the userid "Al addi n" and password
"open sesane" |t woul\d ‘use the follow ng header field:

Aut hor1 ; tl on:” Basi ¢ QM%hZGRpbj pveGVul HNI c2Ft ZQ==

%| on. for security considerations associated with Basic
authentj'cati om

2 Digest | thent| cation Schene

V
A digest authentication for HITP is specified in RFC 2069 [32].
Content Negoti ation

Most HTTP responses include an entity which contains information for
interpretation by a human user. Naturally, it is desirable to supply
the user with the "best available" entity corresponding to the
request. Unfortunately for servers and caches, not all users have
the sane preferences for what is "best,"” and not all user agents are
equal |y capabl e of rendering all entity types. For that reason, HTTP
has provisions for several nmechanisns for "content negotiation" --
the process of selecting the best representation for a given response
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when there are nultiple representations avail able

Note: This is not called "format negotiation" because the alternate
representations may be of the same nedia type, but use different
capabilities of that type, be in different |anguages, etc

Any response containing an entity-body MAY be subject to negotiation
i ncludi ng error responses

There are two kinds of content negotiation which are possible in
HTTP: server-driven and agent-driven negotiation. These two kinds of
negotiati on are orthogonal and thus nay be used separately or in
conbi nati on. One method of conbination, referred to as transparent
negoti ation, occurs when a cache uses the agent-driven negotiation

i nformation provided by the origin server in order to provide
server-driven negotiation for subsequent requests

12.1 Server-driven Negotiation

A

If the selection of the best representation for a response is made by\\§§>
an algorithmlocated at the server, it is called server-driven [(
negotiation. Selection is based on the avail able representations tﬁ/

the response (the dimensions over which it can vary; e.g. |anguage,
content-coding, etc.) and the contents of particular header_fields in

the request nmessage or on other information pertaining to.the request

(such as the network address of the client). A( N >

U\ ’\/
Server-driven negotiation is advantageous when e algorithm for /,\\@'
sel ecting fromanong the avail able representations is di\ffficult tag\
describe to the user agent, or when the server 0Q§kgfs to send fb@

"best guess" to the client along with the first r onse (hoplng to

avoid the round-trip delay of a subseque request the "best
guess" is good enough for the user). | o] |nprove th g\server S
guess, the user agent MAY include request der fields" \Enept
Accept - Language, Accept-Encoding, etc.) which describe\Tt

preferences for such a response. ! NN o=

ver /to ac urately detern1ne what m ght be
"best" for any given user, si ‘that woul d require conplete

know edge of both the capabili s of theluser agent and the intended
use for the response (e-g., does-the user-want to view it on screen

or print it on paper’)” ‘ O

1. It is inmpossible for the

2. Having the user agent aéicribe its capabilities in every request can
be both very i neffi cient given that only a small percentage of
responses have”nulthLe representations) and a potential violation of

( g ; .
/ | y
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Vg
the user's privacy.

3. It conplicates the inplenentation of an origin server and the
al gorithms for generating responses to a request.

4. It may limt a public cache's ability to use the same response for
mul tiple user's requests.

HTTP/ 1.1 includes the foll ow ng request-header fields for enabling
server-driven negotiation through description of user agent
capabilities and user preferences: Accept (section 14.1), Accept-
Charset (section 14.2), Accept-Encoding (section 14.3), Accept-
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Language (section 14.4), and User-Agent (section 14.42). However, an
origin server is not limted to these dinensions and MAY vary the
response based on any aspect of the request, including information
out side the request-header fields or within extension header fields
not defined by this specification

HTTP/ 1.1 origin servers MIST include an appropriate Vary header field
(section 14.43) in any cachabl e response based on server-driven
negoti ation. The Vary header field describes the dinensions over

whi ch the response might vary (i.e. the dinensions over which the
origin server picks its "best guess" response frommultiple
representations).

HTTP/ 1.1 public caches MJST recogni ze the Vary header field when it
is included in a response and obey the requirenments described in
section 13.6 that describes the interactions between caching and

content negotiation. O ‘f , N
12.2 Agent-driven Negotiation igiiiig\y
N i
Wth agent-driven negotiation, selection of the best representation £?> \k\?>

for a response is performed by the user agent after receiving an 9 A\\\\\
initial response fromthe origin server. Selection is based on a list
of the available representations of the response included within the >
header fields (this specification reserves the field-name Alternates, (

as described in appendix 19.6.2.1) or entity-body of the initial A\

response, with each representation identified by its own URI. P ~§\§§>

Sel ection fromanong the representations may be performed ‘({//)
automatically (if the user agent is capable of doing so) or manualiy

by the user selecting froma generated (possibly hypertg;t) nenu, v/

Agent -driven negotiation is advantageous when the respons uld vary

over commonly-used di nensions (such as type, |anguage, _Of ding), .. >
when the origin server is unable to deternine a user-agent's '&QjV
capabilities fromexani ning the request, and generally whe puinQf§s<\”

caches are used to distribute server |oad and eqSiivnetmo usagffs

( \
/ / )
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ARG

t he disadVén ge of needing a
‘best) a nate representation. This

i ’/when caching.\is used. In addition
i'ne any mechanism for supporting

| so doesinot prevent any such

s an extension and used within

Agent -driven negotiation suffers.
second request to obtain t
second request is only eff
this specification does not
automatic sel ection, though

mechani sm from bei ng devel oped

HTTP/ 1. 1. A >

O
HTTP/ 1. 1 defines the 300 (Miltiple Choices) and 406 (Not Acceptable)
status codes for enabhi agent-driven negotiation when the server is
unwi | 'ing or unable pq‘provide a varying response using server-driven

negotiation{//;y) )

12.3 ngﬁg;arenf~hbgotiation
Transpar ent negotiation is a combination of both server-driven and
agent - driyven negotiation. When a cache is supplied with a formof the
l'ist of lavail able representations of the response (as in agent-driven
negoti ation) and the di mensions of variance are conpletely understood
by the cache, then the cache becones capabl e of perform ng server-
driven negotiation on behalf of the origin server for subsequent
requests on that resource

Transparent negotiation has the advantage of distributing the
negotiation work that woul d otherwi se be required of the origin
server and al so renoving the second request delay of agent-driven
negoti ati on when the cache is able to correctly guess the right
response.

This specification does not define any nmechani sm for transparent
negoti ation, though it also does not prevent any such nechani sm from
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bei ng devel oped as an extension and used within HTTP/1.1. An HTTP/1.1
cache perform ng transparent negotiation MJST include a Vary header
field in the response (defining the dinensions of its variance) if it
is cachable to ensure correct interoperation with all HTTP/1.1
clients. The agent-driven negotiation information supplied by the
origin server SHOULD be included with the transparently negoti ated
response.

Caching in HTTP

HTTP is typically used for distributed infornmation systenms, where
performance can be inproved by the use of response caches. The

HTTP/ 1.1 protocol includes a nunber of elenents intended to nmeke
caching work as well as possible. Because these elenents are

i nextricable fromother aspects of the protocol, and because they
interact with each other, it is useful to describe the basic caching
design of HTTP separately fromthe detailed descriptions of nethods

Fi el ding, et. al. St andards Track [ Page 70]
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<N\

headers, response codes, etc

performance. The goal of caching in HTTP/1.1 is to elimnate the

to send requests in many cases, and to elininate the need to send"
full responses in nmany other cases. The forner reduces the <nunber, of
network round-trips required for many operations; we use. \
"expiration" mechanismfor this purpose (see section 13(2). e o N
latter reduces network bandwi dth requirements; we use a "vali tion"*Qyj/
nmechani sm for this purpose (see section 13.3). RN \§> ;?\\«'

Caching would be useless if it did not significantly inprove 'O;/;\§§>
need

QG

2

/ NN

7

Requi rements for performance, availability, and \T§§Snnected ~\
operation require us to be able to relax the goal semantic\. )
transparency. The HTTP/ 1.1 protocol allo origin servers, caches
and clients to explicitly reduce trans en neces&@ggr/
However, because non-transparent operatio y confuse nhon-expert
users, and may be inconpatible wth certain server appJYc tions (such

ol regufyés t hat

ARNS”

as those for ordering nmerchandise), the pro
transparency be rel axed

<&

ol -lhevel aﬁest/mhenofilaxed by client

2

only by an explicit prot
or origin server

I~ ~
only with an explicit warni <\{0 the,ehd‘yéer when rel axed by cache
or client A~ N
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1.

13.

4. 1t is an appropriate 304 (

Therefore, the HTTP/ 1.1 protocol provides these inportant el enents

Protocol features that provide full semantic transparency when this
is required by all parties

Protocol features that allow an origin server or user agent to
explicitly request and control non-transparent operation

Protocol features that allow a cache to attach warnings to
responses that do not preserve the requested approxi mation of
senantic transparency.

A basic principle is that it nmust be possible for the clients to
detect any potential relaxation of semantic transparency.

design decisions not explicitly discussed in this specification. If
a decision may affect semantic transparency, the inplenmenter ought
to err on the side of maintaining transparency unless a careful and]>

Note: The server, cache, or client inplenenter may be faced with 9 A\\\\\
N

conpl ete anal ysis shows significant benefits in breaking AN
transparency. s
};//)
1.1 Cache Correctness ANV
\ 7

A correct cache MJST respond to a request with the nnst<hp‘to-date

response held by the cache that is appropriate to the re t (see S

sections 13.2.5, 13.2.6, and 13.12) which neets one of -the | owi ng. >

condi ti ons: — kf\‘ S\
\ S x

It has been checked for equival ence with wha he orlgln server Qs
woul d have returned by revalidating the respo<{%\\wth t he orJgFQ
server (section 13.3); / A\

t he defaul1 c§se this
ess require ﬁﬁ of the
29); if the or gin server
nt of Ehe origin server

It is "fresh enough" (see section 13
nmeans it neets the least restrictive
client, server, and cache (see section
so specifies, it is the freshness
al one

<&

he fres s demand offfhe client or the
*(iee,sectlon 135115 and 14. 45)

It includes a warning if
origin server is violat

t Mbdi fied), 305 (Proxy Redirect), or

error (4xx or 5xx) response ssage.

>
N

If the cache can not\p i)cate with the origin server, then a
correct cache SHOULD respond as above if the response can be
correctly served frdn1 cache; if not it MJUST return an error or
F|e|d|n e QT St andards Track [ Page 72]
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\V

warni ng indicating that there was a comruni cation failure

If a cache receives a response (either an entire response, or a 304
(Not Modified) response) that it would normally forward to the
requesting client, and the received response is no |longer fresh, the
cache SHOULD forward it to the requesting client w thout adding a new
Warni ng (but without renoving any existing Warning headers). A cache
SHOULD NOT attenpt to revalidate a response sinply because that
response becane stale in transit; this mght lead to an infinite

| oop. An user agent that receives a stale response w thout a Warning
MAY display a warning indication to the user

13. 1.2 Warni ngs

http://www.w3.0rg/Protocol §/rfc2068/rfc2068

Page 54 of 121

7/22/02



Page 55 of 121

Whenever a cache returns a response that is neither first-hand nor
"fresh enough" (in the sense of condition 2 in section 13.1.1), it
must attach a warning to that effect, using a Warning response-
header. This warning allows clients to take appropriate action

Warni ngs may be used for other purposes, both cache-rel ated and
ot herwi se. The use of a warning, rather than an error status code
di stinguish these responses fromtrue failures

War ni ngs are al ways cachabl e, because they never weaken the
transparency of a response. This neans that warnings can be passed to
HTTP/ 1.0 caches wi t hout danger; such caches will sinply pass the
war ni ng along as an entity-header in the response

War ni ngs are assigned nunbers between O and 99. This specification
defines the code nunbers and neani ngs of each currently assigned
war ni ngs, allowing a client or cache to take automated action in sone
(but not all) cases

Warnings also carry a warning text. The text may be in any

appropriate natural |anguage (perhaps based on the client's Accept 9 A\\\\\
is

N

headers), and include an optional indication of what character set
used.

Miul ti pl e warni ngs may be attached to a response (either by the origin.
server or by a cache), including nultiple warnings with the sanE,dee$\§§>
nunber. For exanple, a server may provide the same warning with texts

in both English and Basque. A\ VY

. /)
When mul tiple warnings are attached to a response, it né% not-_be

practical or reasonable to display all of themto the use This* ) S
version of HITP does not specify strict priority rules for iding . >
whi ch warnings to display and in what order, but does\Su est ._sone *§>;/
heuri sti cs. RN ggi>

O O\ ©
O
)/ \\
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in section 14. 45.
13. 1. 3 Cache-control Mechan

The basic cache nmechani sms in TP/ 1.1 (Seryér-specified expiration
times and validators) are inplicit directives to caches. In some
cases, a server or glyen y need to provide explicit directives to
the HTTP caches. Vé\usg;; Cache-Control header for this purpose

e

The Cache-Contr¢l head allows a client or server to transnmt a

variety of d|rectkves in either requests or responses. These

dlrectlves typl ally “override the default caching algorithns. As a
ener rule,if-there is any apparent conflict between header

val the nmost/ restrictive interpretation should be applied (that
e one that is nost likely to preserve semantic transparency).
Fbmever‘ n sone cases, Cache-Control directives are explicitly

specified as weakening the approximati on of semantic transparency
(for exanple, "max-stale" or "public").

The Cache-Control directives are described in detail in section 14.9
13.1.4 Explicit User Agent Warnings

Many user agents make it possible for users to override the basic
cachi ng mechani sns. For exanple, the user agent may allow the user to
specify that cached entities (even explicitly stale ones) are never
validated. Or the user agent m ght habitually add "Cache-Control

max- st al e=3600" to every request. The user should have to explicitly
request either non-transparent behavior, or behavior that results in
abnormal Iy ineffective caching
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13.1.5 Exceptions to the Rules and Warnings >

13.

13.

13.

If the user has overridden the basic caching nmechani sns, the user
agent should explicitly indicate to the user whenever this results in
the display of information that m ght not neet the server's
transparency requirenents (in particular, if the displayed entity is
known to be stale). Since the protocol normally allows the user agent
to deternmine if responses are stale or not, this indication need only
be di splayed when this actually happens. The indication need not be a
dialog box; it could be an icon (for exanple, a picture of a rotting
fish) or some other visual indicator

If the user has overridden the caching nmechanisns in a way that would
abnormal |y reduce the effectiveness of caches, the user agent shoul d
continually display an indication (for exanple, a picture of currency
in flames) so that the user does not inadvertently consune excess
resources or suffer from excessive |atency.

<N\
In sone cases, the operator of a cache may choose to configure itﬂto~$\§§>
return stale responses even when not requested by clients. This /[

deci sion should not be nade lightly, but may be necessary for Ieaség;

of availability or performance, especially when the cache is poorly
connected to the origin server. Wenever a cache returns’a‘stal e
response, it MJST mark it as such (using a Warning header This®)

Pe

allows the client software to alert the user that therﬁ ma a N >
potential problem o\ &Q

g N\ <
It also allows the user agent to take steps todcbtain a f?;%t hands:\

fresh response. For this reason, a cache SHOULD
response if the client explicitly requests
unless it is inpossible to conply for technical or

return a sta
nd or fresh)one,
[icy reasons

1.6 dient-controlled Behavior

‘esser_\extent, in@efhédiate caches

Wiile the origin server (and to :
a response) 9fe“the primary

by their contribution to the age
source of expiration informtion, some/ cases the’client may need
to control a cache's decisi ﬁ'about ther to\return a cached
response w t hout validati ‘Cients do thIS/u5|ng severa
directives of the Cache-Con ‘header. ¢

A client's request may specify the naxinun1ége it iswlling to
accept of an unva||QQ§e sponse; specifying a value of zero forces
the cache(s) to revali Il responses. A client nay al so specify

t he n1n|nun1t|ne/rena|n| g before a response expires. Both of these
options increase(constraints on the behavior of caches, and so cannot
further relax the cach 's approximation of semantic transparency.
Aclie nay(gk/o speC|fy that it will accept stale responses, up to
sone maxi mum<@nount of stal eness. This |oosens the constraints on the
ca s,| land somay violate the origin server's specified constraints
on semantic transparency, but may be necessary to support

di sconnected operation, or high availability in the face of poor
connectilvity.

2 Expiration Mde
2.1 Server-Specified Expiration

HTTP cachi ng works best when caches can entirely avoid naking
requests to the origin server. The prinmary mechani smfor avoidi ng
requests is for an origin server to provide an explicit expiration
time in the future, indicating that a response nay be used to satisfy
subsequent requests. In other words, a cache can return a fresh
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13.

13.

response without first contacting the server

Qur expectation is that servers will assign future explicit
expiration tinmes to responses in the belief that the entity is not
likely to change, in a semantically significant way, before the
expiration time is reached. This nornally preserves semantic
transparency, as long as the server's expiration tines are carefully
chosen.

The expiration nmechani smapplies only to responses taken froma cache
and not to first-hand responses forwarded i nmediately to the
requesting client.

If an origin server wishes to force a semantically transparent cache
to validate every request, it may assign an explicit expiration tinme
in the past. This neans that the response is always stale, and so the
cache SHOULD validate it before using it for subsequent requests. See
section 14.9.4 for a nore restrictive way to force revalidation

If an origin server wishes to force any HTTP/ 1.1 cache, no matter how(

it is configured, to validate every request, it should use the \
"must -reval i date" Cache-Control directive (see section 14.9). s ;\<§>

Servers specify explicit expiration tines using either the Expfrés/ ),
header, or the nax-age directive of the Cache-Control header. N /

An expiration tinme cannot be used to force a user agent t efresh .
its display or reload a resource; its semantics apply only

nmechani sms, and such nechani snms need only check a rESQUKC
expiration status when a new request for that r 'ou?ce\i§§§y|t|ated<s<
See section 13.13 for explanation of the diffe ce betwe cache

and hi story nechani sns. eq\\\

/ / (

2.2 Heuristic Expiration

Since origin servers do not always prov
HTTP caches typically assign heuristic expiration t|nes nmpl oyi ng
al gorithms that use other header 1 as the Last-Nbdified
time) to estinate a plausi bl e expiration|tine. Tpé TP/ 1.1

speci fication does not provi de specific algorithnsy7but does inmpose
wor st - case constraints on their res i Si nce \heuristic expiration
times may conpronm se senal ﬁgbﬁjanspa ency,<they shoul d be used
cautiously, and we encourag igin servers to provi de explicit
ible.

plicit exp r at on tines,

V4
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2.3 Agexggfz;lations

In order to know if a cached entry is fresh, a cache needs to know if
its age exceeds its freshness lifetime. W discuss how to cal cul ate
the latter in section 13.2.4; this section describes how to cal cul ate
the age of a response or cache entry.

In this discussion, we use the term"now' to nmean "the current val ue
of the clock at the host performing the calculation." Hosts that use
HTTP, but especially hosts running origin servers and caches, should
use NTP [28] or sone simlar protocol to synchronize their clocks to
a globally accurate tine standard

Al'so note that HTTP/ 1.1 requires origin servers to send a Date header
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with every response, giving the time at which the response was
generated. W& use the term "date_value" to denote the value of the
Date header, in a formappropriate for arithmetic operations

HTTP/ 1.1 uses the Age response-header to hel p convey age information
bet ween caches. The Age header value is the sender's estimte of the
amount of time since the response was generated at the origin server
In the case of a cached response that has been revalidated with the
origin server, the Age value is based on the time of revalidation
not of the original response

In essence, the Age value is the sumof the time that the response
has been resident in each of the caches along the path fromthe
origin server, plus the anount of tinme it has been in transit al ong
net wor k pat hs.

We use the term "age_val ue" to denote the value of the Age header, in
a formappropriate for arithnetic operations

A response's age can be calculated in two entirely independent ways:
1. now minus date_value, if the local clock is reasonably well
synchronized to the origin server's clock. If the result is

negative, the result is replaced by zero

2. age_value, if all of the caches along the response path
i mpl ement HTTP/ 1. 1. s

G ven that we have two i ndependent ways to conpute the age of a k{f/
response when it is received, we can conbine these as

corrected_received_age = max(now - date_val ue, ageﬁ?ﬁiéf)«/
/\ I\
and as long as we have either nearly synchroni zed clocks or - &§

, - N
/ NN

Ny

\ \}\\\
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e'ééb

HTTP/ 1.1 paths, one gets a relia e (coﬁéer tlve) gesult

Note that this correction is appli each FWT%V}?l cache al ong the
path, so that if there is athe in\the path, the correct
received age i s conputed /as the receiving cache's clock is
nearly in sync. We don't ne nd-t o- end chack” synchroni zati on
(although it is good to have) nd there IS/ﬁO explicit clock
synchroni zation step. . \

fromthe time that a server generates a response and the time it is
received at the/next outbound cache or client. If uncorrected, this
del ay could resultklnxinproperly | ow ages

VNN /

Becaus the‘égﬁﬁest that resulted in the returned Age val ue nmust have
beéggfﬁ?tiatkd prior to that Age value's generation, we can correct
for_del ays inposed by the network by recording the tine at which the
request | was initiated. Then, when an Age value is received, it MJIST
be interpreted relative to the time the request was initiated, not
the time that the response was received. This algorithmresults in
conservative behavior no matter how much delay is experienced. So, we
conput e

ol N .
Because of network- rnpqi;g§§elays sone significant interval may pass

corrected_initial _age = corrected_recei ved_age
+ (now - request_tine)

where "request _time" is the time (according to the local clock) when
the request that elicited this response was sent.

Summary of age cal cul ation al gorithm when a cache receives a
response:

/*

http://www.w3.0rg/Protocol §/rfc2068/rfc2068

<&

Page 58 of 121

7/22/02



Page 59 of 121

age_val ue
is the value of Age: header received by the cache with
this response
dat e_val ue
is the value of the origin server's Date: header
request _tinme
is the (local) time when the cache nmade the request
that resulted in this cached response
response_tinme
is the (local) tinme when the cache received the
response
now
is the current (local) tinme

EE N N I S T R I I

/
apparent _age = nax(0, response_tine - date_val ue);

YN
Fielding, et. al. St andards Track [ Page 78] Cgiiiig\i/
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D

corrected_recei ved_age = max(apparent _age, age_val ue)
response_del ay = response_tinme - request_tine;
corrected_initial _age = corrected_recei ved_age + response_del ay;
resident_tine = now - response_tine; P
current_age = corrected_initial_age + resident_tine; ‘(///
¢ ¢

\.

<

\\ N4 2
\ O
QN

Wien a cache sends a response, it nust add to the
corrected_initial_age the ampunt of time that the respoﬁ%e was
resi dent IocaIIy I't nust then transmit this total age, u g the Age
header, to the next recipient cache. ~( T e

. . 2\ o
Note that a client cannot reliably tell that /resthsé\t§ first= \L©
hand, but the presence of an Age header i ndi es that| a responsg:\
is definitely not first-hand. Also, if the Da?{\{{La response\kQ
earlier than the client's local request tinme, t response—is_
probably not first-hand (in the absence of serious. tclock leyﬁ

13.2.4 Expiration Cal cul ations

In order to decide whether a res
conpare its freshness lifetime t

ise is fr or s@afé{ we need to
its age., The age is’cal cul ated as
described in section 13.2.3; this tion/ describes”how to cal cul ate
the freshness lifetime, andto deter e if a.response has expired.
In the discussion below t values can be represented in any form
appropriate for arithnetic rations. <

N

W use the term "expires. value" to dendtevtﬁe val ue of the Expires
header. W use the gﬁrn1 X_age_val ue"to denote an appropriate
val ue of the nunber Qj seconds carried by the max-age directive of
the Cache- Cbntrol headgt>|n a response (see section 14.10

The max-age d|rect|ve takes priority over Expires, so if max-age is
present in ae;5§ponse the calculation is sinply:
Ss

////:eshn

Clherwnse if  Expires is present in the response, the calculation is

Iifetime = max_age_val ue

fngshness_lifetin& = expires_value - date_val ue

Note that neither of these calculations is vulnerable to clock skew,
since all of the information comes fromthe origin server

I f neither Expires nor Cache-Control: max-age appears in the
response, and the response does not include other restrictions on
caching, the cache MAY conpute a freshness lifetinme using a
heuristic. If the value is greater than 24 hours, the cache nust
attach Warning 13 to any response whose age is nore than 24 hours if

Fi el ding, et. al. St andards Track [ Page 79]
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such warni ng has not already been added.

Al'so, if the response does have a Last-Mdified time, the heuristic
expiration value SHOULD be no nore than sone fraction of the interval
since that time. A typical setting of this fraction m ght be 10%

The calculation to determine if a response has expired is quite
sinpl e:

response_is_fresh = (freshness_lifetinme > current_age)
13. 2.5 Di sanbi guating Expiration Val ues

Because expiration values are assigned optimstically, it is possible
for two caches to contain fresh values for the same resource that are
different.

If aclient performing a retrieval receives a non-first-hand response
for a request that was already fresh in its own cache, and the Date
header in its existing cache entry is newer than the Date on the new
response, then the client MAY ignore the response. If so, it MAY
retry the request with a "Cache-Control: nmax-age=0" directive (see
section 14.9), to force a check with the origin server.

If a cache has two fresh responses for the sane representation/V\/it’(y/
different validators, it MJUST use the one with the nore recent \Date —~
header. This situation may arise because the cache is pé})l i'ng
responses from other caches, or because a client has aske or-a)
reload or a revalidation of an apparently fresh cache entry: S

tiple pat hs\\s\g\\

G

2

>

13. 2.6 Di sanbiguating Miltiple Responses

Because a client may be receiving responses via
that sone responses flow through one set of cache d ot her -\ )
responses flow through a different set of caches, aclient may)
receive responses in an order differen ro hat in which t\h’é origin
server sent them We would like the cli use the npst recently
generated response, even if older responses . are still f\abp rently
fresh. ! NN oo

tion/ val ue can’i nmpose an

i'ble that @ | ater response
intentionally carries an i\QEPr/, expi rationstiime. However, the
HTTP/ 1. 1 specification requi the transmission of Date headers on
every response, and the Date i1\ues are"ordg(ed to a granularity of

one second. o P \
A x
N

NN
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| | /
When a cyyéﬁi tries to revalidate a cache entry, and the response it
recei ves_contains a Date header that appears to be ol der than the one
for the existing entry, then the client SHOULD repeat the request
uncondi tional ly, and include

Neither the entity tag nor the expi
ordering on responses, since it \i's

Cache- Control : max-age=0

to force any intermedi ate caches to validate their copies directly
with the origin server, or

Cache- Control: no-cache

to force any intermediate caches to obtain a new copy fromthe origin
server.
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If the Date values are equal, then the client may use either response
(or may, if it is being extrenely prudent, request a new response)
Servers MJST NOT depend on clients being able to choose

determ nistically between responses generated during the sane second
if their expiration times overlap

3 Validation Mde

When a cache has a stale entry that it would like to use as a
response to a client's request, it first has to check with the origin
server (or possibly an internediate cache with a fresh response) to
see if its cached entry is still usable. We call this "validating"
the cache entry. Since we do not want to have to pay the overhead of
retransmitting the full response if the cached entry is good, and we
do not want to pay the overhead of an extra round trip if the cached
entry is invalid, the HTTP/ 1.1 protocol supports the use of
condi ti onal rmnethods

The key protocol features for supporting conditional methods are
those concerned with "cache validators." Wen an origin server
generates a full response, it attaches sone sort of validator to it,
which is kept with the cache entry. Wen a client (user agent or
proxy cache) makes a conditional request for a resource for which it
has a cache entry, it includes the associated validator in the
request.

A

The server then checks that validator against the current validator ~§\§§>
for the entity, and, if they match, it responds with a special status
code (usually, 304 (Not Modified)) and no entity-body. O herw se, ‘it

returns a full response (including entity-body). Thus, we avoid\ ~
transmtting the full response if the validator mat ches{” and-we \avoi d
an extra round trip if it does not natch. . \ .
/\ I\ -
— O\ NS
g N \?> AN

Jahuary 1997

7 \\ <&

ecide if vaﬁj\g?ors mat ch

Note: the conparison functions used to

are defined in section 13.3. 3. N\ (
Al \(,//
In HTTP/ 1.1, a conditional request ok§,exactlyct9ﬁ sane as a normal
request for the same resource, exce hat it.carries a specia

header (which includes th VQLLQator) that dnplicitly turns the
nmet hod (usual ly, GET) into ngitional./ \

The protocol includes both positive and negétive senses of cache-
val i dati ng conditiogg( T is, it is possible to request either that
a nethod be performed \if a only if a validator matches or if and
only if no vaIidatbrs\h?gch

7NN

Note: a response that |acks a validator may still be cached, and

served fr0n19‘éhe until it expires, unless this is explicitly

pr ohi itedﬁpyéa Cache-Control directive. However, a cache cannot do

aD{QﬁditiQ‘al/petrieval if it does not have a validator for the
ity, which nmeans it will not be refreshable after it expires

| /
3.1 Last-nodified Dates

*/
The Last-Mdified entity-header field value is often used as a cache
validator. In sinple ternms, a cache entry is considered to be valid
if the entity has not been nodified since the Last-Mdified val ue

3.2 Entity Tag Cache Validators

The ETag entity-header field value, an entity tag, provides for an
"opaque" cache validator. This may allow nore reliable validation in
situations where it is inconvenient to store nodification dates
where the one-second resolution of HTITP date val ues is not
sufficient, or where the origin server wishes to avoid certain
paradoxes that may arise fromthe use of nodification dates
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Entity Tags are described in section 3.11. The headers used with
entity tags are described in sections 14.20, 14.25, 14.26 and 14.43

13.3.3 Wak and Strong Validators

Since both origin servers and caches will conpare two validators to
decide if they represent the same or different entities, one nornally
woul d expect that if the entity (the entity-body or any entity-
headers) changes in any way, then the associated validator would
change as well. If this is true, then we call this validator a
"strong validator."

However, there nay be cases when a server prefers to change the
validator only on semantically significant changes, and not when

Fi el ding, et. al. St andards Track [ Page 82] < ”:" ~
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insignificant aspects of the entity change. A validator that does not A\\\\\
al ways change when the resource changes is a "weak validator." >

Entity tags are normally "strong validators," but the pr ot ocol A\
provides a mechanismto tag an entity tag as "weak." One can think of\\§§>
a strong validator as one that changes whenever the bits of an enti

changes, while a weak val ue changes whenever the neaning of an“entity
changes. Alternatively, one can think of a strong validator as \part

of an identifier for a specific entity, while a weak valirdator is
part of an identifier for a set of semantically equrvalen ntities.

Pe

/\ QS 4
Not e: One exanple of a strong validator is an integer\t at '&§ >
incremented in stable storage every tinme an entity is changed. §§<

An entity's nodification tinme, if represented
resol ution, could be a weak validator, ce it
the resource may be nodified tw ce dur' g a sing

wever, ka |dators
allow for nmore efficient caching of equival ent ObjeCtS for

exanple, a hit counter on a si s prOba | good/enough if it is
updat ed every few days or week
is likely "good enough" to,be~e

h one- second\\;\
i s_possi bl e\that
secondk\r

A "use" of a validator
and includes the validato
server conpares two validat

*thher when a chient generates a request
'Qse valrdatrng header field, or when a

V4

Strong validators are/ usé@t; in any context. Wak validators are only
usabl e in contexts th@ ot depend on exact equality of an entity.
For exanple, either kl§§§|5 usable for a conditional GET of a ful
entity. However | only astrong validator is usable for a sub-range
retrieval, since otherwise the client may end up with an internally

i nconsi st ententity.

func{(:n that the HTTP/ 1.1 protocol defines on validators is
co rrson There are two val i dat or conpari son functions, depending
on mhethe;/pﬁe conpari son context allows the use of weak validators
or not: |

v
0 The strong conparison function: in order to be considered equal
both validators nmust be identical in every way, and neither nmay be
weak.
o The weak conparison function: in order to be considered equal, both
val idators nust be identical in every way, but either or both of
them may be tagged as "weak" without affecting the result

The weak conparison function MAY be used for sinple (non-subrange)

Fi el ding, et. al. St andards Track [ Page 83]
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CGET requests. The strong conparison function MJST be used in all
ot her cases.

An entity tag is strong unless it is explicitly tagged as weak.
Section 3.11 gives the syntax for entity tags.

A Last-Mdified tinme, when used as a validator in a request, is
implicitly weak unless it is possible to deduce that it is strong,
using the follow ng rul es:

o The validator is being conpared by an origin server to the actual
current validator for the entity and,
o That origin server reliably knows that the associated entity did
not change tw ce during the second covered by the presented &

val i dat or. 20
/ -

o The validator is about to be used by a client in an |f-Mdified-
Since or |If-Unnodified-Since header, because the client has a cache 9 \
entry for the associated entity, and

o That cache entry includes a Date val ue, which gives the time when >
the origin server sent the original response, and />

o The presented Last-Mdified time is at | east 60 seconds before the"

Dat e val ue. s N
or /

%

< / /

o The validator is being conpared by an internediate cache to the .
validator stored in its cache entry for the entity, a .

o That cache entry includes a Date val ue, which gives the%vm/en R

the origin server sent the original response, and (|

I\ 4
0 The presented Last-Mdified time is at |east 60 seconds before the\ ~
Date val ue. TN x o
\\
This method relies on the fact that if two diff responses; \Qk()e

sent by the origin server during the sane t-both had the

sane Last-Mdified tine, then at least o esponses woul d
have a Date value equal to its Last-Mdifi i me. The arb rary 60-
second |limt guards agai nst the possibihi hat the Da nd Last -
Modi fied values are generated fromdifferent clocks, or jat somewhat

i i i ‘ion of\ t requr}se “An

er than 60 segﬁndS/{ ifitis

i mpl enentation may use a val ue |
beli eved that 60 seconds is too ~s

/ / @
/ <

Q >

If aclient wishes to perf
which it has only a Last- Mdi
may do this only if the Last-
descri bed here.

nge retrieval on a value for
ed time and no opaque validator, it
\*fled tidme |§ strong in the sense

N
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A cache|or origin server receiving a cache-conditional request, other
than a full<body GET request, MJST use the strong conparison function
to eval uate the condition.

These rules allow HTTP/ 1.1 caches and clients to safely perform sub-
range retrievals on values that have been obtained fromHTTP/ 1.0
servers.

13.3.4 Rules for Wien to Use Entity Tags and Last-nodified Dates
We adopt a set of rules and recomrendations for origin servers,
clients, and caches regardi ng when various validator types should be
used, and for what purposes.

HTTP/ 1.1 origin servers:
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0 SHOULD send an entity tag validator unless it is not feasible to
generate one.

o MAY send a weak entity tag instead of a strong entity tag, if
performance consi derations support the use of weak entity tags, or
if it is unfeasible to send a strong entity tag.

0 SHOULD send a Last-Mdified value if it is feasible to send one,
unl ess the risk of a breakdown in semantic transparency that could
result fromusing this date in an |f-Mdified-Since header woul d
|l ead to serious problens.

In other words, the preferred behavior for an HTTP/1.1 origin server
is to send both a strong entity tag and a Last-Mdified val ue.

In order to be legal, a strong entity tag MIST change whenever the
associ ated entity value changes in any way. A weak entity tag SHOULD
change whenever the associated entity changes in a senmantically

significant way. &
Note: in order to provide semantically transparent caching, an
origin server nust avoid reusing a specific strong entity tag val ue N
for two different entities, or reusing a specific weak entity tag N S
value for two semantically different entities. Cache entries may 9 \
persist for arbitrarily long periods, regardl ess of expiration
times, so it nay be inappropriate to expect that a cache will never >
again attenpt to validate an entry using a validator that it KOs
obt ai ned at sone point in the past. O\

HTTP/ 1.1 clients: /N

¢ 1%

o |If an entity tag has been provided by the origin server, MUST
use that entity tag in any cache-conditional reque§} (usi.ng

| f-Match or |f-None-Match). .
/‘\ N \ /
Fielding, et. al. St andards Track \ [Pa&}ﬁ%}
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M)
N

o If only a Last-Mdified value has rovi ded by h or|g| n
server, SHOULD use that val ue in non-s brange caché ondi ti onal
requests (using |If-Mdified-Si )

o If only a Last-Mdified val
origin server, MAY use t,hat\

e in subrange ache conditi onal
i e/) The user agent shoul d
f\edt/hls in casecof difficulty.

a Last - Modicfied” val ue have been
provided by the origin s er, SHOUWLD yée both validators in
cache-condi ti onal +equests.” Thi s _altows both HTTP/1.0 and
HTTP/ 1.1 caches/\\i;“o ) pond appropriately.

provide a way to dis
o If both an entity tag

An HTTP/ 1.1 cache,— u;}omecei ving a request, MJST use the nost
restrictive val i dator n deci ding whether the client's cache entry
mat ches t he cache S 0Wn cache entry. This is only an issue when the
request conta;hg “both” an entity tag and a |ast-nodified-date

vayks (Lf di fied-Since or |f-Unnodified-Since).
/46‘ on rational e: The general principle behind these rules is

that HTTP/1.1 servers and clients should transmt as much non-
redunda information as is available in their responses and
requests. HITP/ 1.1 systems receiving this information will make the
nost conservative assunptions about the validators they receive.

HTTP/ 1.0 clients and caches will ignore entity tags. Generally,

| ast-nodi fied val ues received or used by these systens will support
transparent and efficient caching, and so HTTP/1.1 origin servers
shoul d provide Last-Mdified values. In those rare cases where the
use of a Last-Mddified value as a validator by an HTTP/ 1.0 system
could result in a serious problem then HTTP/1.1 origin servers
shoul d not provide one.

13.3.5 Non-validating Conditionals

The principle behind entity tags is that only the service author
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knows the semantics of a resource well enough to select an
appropriate cache validation nechanism and the specification of any
val i dat or comnparison function nore conplex than byte-equality woul d
open up a can of worms. Thus, conparisons of any other headers
(except Last-Mdified, for conpatibility with HTTP/1.0) are never
used for purposes of validating a cache entry.

13. 4 Response Cachability

Unl ess specifically constrained by a Cache-Control (section 14.9)
directive, a caching systemnay al ways store a successful response
(see section 13.8) as a cache entry, may return it without validation
if it is fresh, and may return it after successful validation. If

Fi el ding, et. al. St andards Track [ Page 86]
O
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there is neither a cache validator nor an explicit expiration tinme
associated with a response, we do not expect it to be cached, but
certain caches nay violate this expectation (for exanple, when little

or no network connectivity is available). A client can usually detecL]>
that such a response was taken froma cache by conparing the Date \\§§>
///)

header to the current tine. P

Note that sonme HTTP/ 1.0 caches are known to violate this A\ VY
expectation w thout providing any Wrning

<&

However, in sone cases it may be inappropriate for a cach oretain
an entity, or to return it in response to a subsequent/[eq . This .
ec

ry by-. -

may be because absol ute semantic transparency |s deened.
the service author, or because of security or privacy. <\.o:1]\t>derat|om&<

Certain Cache-Control directives are therefore{provided so that tm%
server can indicate that certain resource entiti or portlons\v

thereof, may not be cached regardl ess of other co évatlons \7y

Note that section 14.8 nornally preven
and returning a response to a previous

i ncluded an Authorization header.

ed cache fro saV|ng

if that,h§§ﬁes

ode of 200, 203 <106 300, 301 or
inreply, to 37subsequent
ahlsnp unless a Cache-Contro
a cache\that does not support

ﬁ\ggMever
ggfrs NUST N cache 206 (Partia

V4

A response received with a stat
410 may be stored by a cache and.
request, subject to the expiration
directive prohibits cachi
the Range and Content - Range
Content) responses.

A response recenved/mnthﬁégé ot her status code MJST NOT be returned
inareply to a subseg equest unless there are Cache-Control
directives or another l{Iﬁﬁder(s) that explicitly allowit. For

exanpl e, these |nc|ude the foll owi ng: an Expires header (section

14. 21) a "max- age "must -reval i date", "proxy-revalidate", "public"
or "private” Ca he- Cbntrol directive (section 14.9)

13.5 S?eé?:ucti Responses From Caches

The purpose of an HTTP cache is to store information received in
response|torequests, for use in responding to future requests. In
many cases, a cache sinply returns the appropriate parts of a
response to the requester. However, if the cache holds a cache entry
based on a previous response, it may have to conbine parts of a new
response with what is held in the cache entry.

Fielding, et. al. St andards Track [ Page 87]
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5.1 End-to-end and Hop-by-hop Headers

For the purpose of defining the behavior of caches and non-caching
proxi es, we divide HTTP headers into two categories:

End-t o- end headers, which nust be transmitted to the
ultimate recipient of a request or response. End-to-end
headers in responses nust be stored as part of a cache entry
and transmitted in any response formed froma cache entry.
Hop- by- hop headers, which are neaningful only for a single
transport-Ilevel connection, and are not stored by caches or
forwarded by proxies.

The following HTTP/ 1.1 headers are hop-by-hop headers:

Connecti on
Keep-Alive

Public

Pr oxy- Aut henti cate
Tr ansf er - Encodi ng
Upgr ade

Oo0Oo0oo0oo0oo

Al'l other headers defined by HITP/ 1.1 are end-to-end headers.

listed in a Connection header, as described in section 14.10. ((
%
I

\ S/

Hop- by-hop headers introduced in future versions of HTTP MJUST be — N

5.2 Non-nodi fi abl e Headers o

Some features of the HTTP/ 1.1 protocol, such as Digest ) S
Aut henti cation, depend on the value of certain end-to-end h ers. A -\
cache or non-caching proxy SHOULD NOT nodi fy an eynd-to}enth er ’\/
unl ess the definition of that header requires or specifically allows .~

t hat . \\\

y any he' fol | ewi ng
add anyof these fields

A cache or non-caching proxy MJST NOT nodi
fields in a request or response, nor may
if not already present:

O

o Content-Location

o ETag

o Expires

0 Last-Mdified

/\1{/' x 4
- \‘x

Fielding, et. al. | g \\ St andards Track [ Page 88]
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/

A G%or non-cachi ng proxy MJST NOT nodify or add any of the

following fields in a response that contains the no-transform Cache-
Control |directive, or in any request:
\
Cont ent - Encodi ng
Cont ent - Lengt h
Cont ent - Range
Cont ent - Type

O o0oo0o

A cache or non-caching proxy MAY nodify or add these fields in a
response that does not include no-transform but if it does so, it
MUST add a Warning 14 (Transformation applied) if one does not

al ready appear in the response.

War ni ng: unnecessary nodification of end-to-end headers may cause
aut hentication failures if stronger authentication nmechanisns are
introduced in later versions of HTTP. Such authentication
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mechani sns may rely on the values of header fields not |isted here

. 5.3 Conbi ni ng Headers

When a cache nakes a validating request to a server, and the server
provides a 304 (Not Modified) response, the cache nmust construct a
response to send to the requesting client. The cache uses the
entity-body stored in the cache entry as the entity-body of this

out goi ng response. The end-to-end headers stored in the cache entry
are used for the constructed response, except that any end-to-end
headers provided in the 304 response MJST repl ace the corresponding
headers fromthe cache entry. Unless the cache decides to renove the
cache entry, it MJST al so replace the end-to-end headers stored with
the cache entry with correspondi ng headers received in the incom ng
response.

In other words, the set of end-to-end headers received in the

i ncom ng response overrides all corresponding end-to-end headers
stored with the cache entry. The cache may add Warni ng headers (see
section 14.45) to this set

header in the cache entry, all such old headers are repl aced

If a header field-name in the inconing response matches nore than one 9 A\\\\\
N

Note: this rule allows an origin server to use a 304 (Not Mbdified) (»
response to update any header associated with a previous response “.

for the same entity, although it mght not always be meaningful or \\§§>
correct to do so. This rule does not allow an origin server to/us

a 304 (not Mdified) response to entirely delete a header that \it,

had provided with a previous response. o N /

RFC 2068 HTTP/ 1.1 \ Januar ;N}sa?
/)

13.

5.4 Conbi ni ng Byte Ranges

he bytes of \an entity-

or nore Range

tion was brokgﬁ prematurely. After
avg/received éﬁveral ranges of

Q >

A response may transfer only a subrange 0
body, either because the request 1
speci fications, or because a con
several such transfers, a cache ma
the same entity-body. TN

If a cache has a stored non- t& set of subranges for an entity, and
an incomng response transfer not her subrange, the cache MAY
conbi ne the new subrange with the eX|5t|ng set if both the follow ng
conditions are net: [ N
o Both the |ncon1ng esponse and the cache entry nust have a cache
validator. ((
o The two cache validators must match using the strong conparison

function(see section 13. 3. 3).
Ifcng%;r reqﬁf?gnent i's not neant, the cache nust use only the nost

re partial—response (based on the Date values transnmitted with
every response, and using the incomng response if these values are
equal or ssing), and nust discard the other partial information

v
6 Caching Negoti ated Responses

Use of server-driven content negotiation (section 12), as indicated
by the presence of a Vary header field in a response, alters the
conditions and procedure by which a cache can use the response for
subsequent requests

A server MJST use the Vary header field (section 14.43) to informa
cache of what header field dinmensions are used to sel ect anobng

mul tiple representati ons of a cachable response. A cache may use the
sel ected representation (the entity included with that particul ar
response) for replying to subsequent requests on that resource only
when the subsequent requests have the same or equival ent val ues for

http://www.w3.0rg/Protocol §/rfc2068/rfc2068
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all header fields specified in the Vary response-header. Requests
with a different value for one or nore of those header fields would
be forwarded toward the origin server.

If an entity tag was assigned to the representation, the forwarded
request SHOULD be conditional and include the entity tags in an If-
None- Mat ch header field fromall its cache entries for the Request-
URI. This conveys to the server the set of entities currently held by
the cache, so that if any one of these entities matches the requested
entity, the server can use the ETag header in its 304 (Not Mdified)
response to tell the cache which entry is appropriate. If the
entity-tag of the new response matches that of an existing entry, the

Fielding, et. al. St andards Track [ Page 90]
O
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new response SHOULD be used to update the header fields of the
existing entry, and the result MJST be returned to the client.

The Vary header field may al so informthe cache that the
representation was selected using criteria not limted to the

request - headers; in this case, a cache MJST NOT use the response in é\\§§>

reply to a subsequent request unless the cache relays the new request
to the origin server in a conditional request and the server responds
with 304 (Not Modified), including an entity tag or Content-Locat

that indicates which entity should be used. ) N /

<&

If any of the existing cache entries contains only partia ontent
for the associated entity, its entity-tag SHOULD NOT be|inc edin
t

would§s
\<
tent-Locatlod\;\

the 1f-None-Mtch header unless the request is for-a Lén e
be fully satisfied by that entry. RN g§>

. <\

If a cache receives a successful response whose
field matches that of an existing cache e y for ‘same Request -
URlI, whose entity-tag differs fromthat the existing entry,j and
whose Date is nore recent than that of /the existing entry thé
existing entry SHOULD NOT be returned i onse to fu i%request&
and shoul d be deleted fromthe cache._

N \\~

13. 7 Shared and Non- Shared Caches

<&

privacy, it is necessﬁ(i to nmake a
K\igq/"non-shared" caches. A non-shared
cache is one that is accessi only to acsiingl e user. Accessibility
in this case SHOULD be enforc by appropriate security mechani sms.
Al'l other caches are considered to be "shared." Qher sections of
this specification gLace rtain constraints on the operation of
shared caches in order to event |oss of privacy or failure of

access controls. — \E>
N\

13.8 Errors or Inconplete‘Response Cache Behavi or

/ /

A cac thata/é/elves an inconplete response (for exanmple, with fewer
bytf(/éf dat han specified in a Content-Length header) may store

For reasons of security an
di stinction between "shar

th sponse. +bmever, the cache MUST treat this as a partia
response. artial responses may be conbined as described in section
13.5.4; \the‘result might be a full response or might still be

partial .. _A cache MJUST NOT return a partial response to a client
wi t hout explicitly marking it as such, using the 206 (Partial
Content) status code. A cache MUST NOT return a partial response
using a status code of 200 (OK).

If a cache receives a 5xx response while attenpting to revalidate an
entry, it may either forward this response to the requesting client,

Fielding, et. al. St andards Track [ Page 91]
O
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or act as if the server failed to respond. In the latter case, it MAY
return a previously received response unless the cached entry

i ncludes the "nust-revalidate" Cache-Control directive (see section
14.9).

9 Side Effects of GET and HEAD

Unless the origin server explicitly prohibits the caching of their
responses, the application of CGET and HEAD net hods to any resources
SHOULD NOT have side effects that would | ead to erroneous behavior if
these responses are taken froma cache. They may still have side
effects, but a cache is not required to consider such side effects in
its caching decisions. Caches are always expected to observe an
origin server's explicit restrictions on caching

We note one exception to this rule: since sone applications have
traditionally used GETs and HEADs with query URLs (those containing a
"?" in the rel _path part) to performoperations with significant side
ef fects, caches MJUST NOT treat responses to such URLs as fresh unl ess
the server provides an explicit expiration time. This specifically
means that responses fromHTTP/ 1.0 servers for such URIs should not
be taken froma cache. See section 9.1.1 for related infornation

10 Invalidation After Updates or Del etions

The effect of certain nethods at the origin server may cause one or
more existing cache entries to become non-transparently invalid./Th
is, although they may continue to be "fresh," they do not accurately
reflect what the origin server would return for a new request.

There is no way for the HTTP protocol to guarantee that a such«/
cache entries are marked invalid. For exanple, the request t
caused the change at the origin server may not have-gonethr h the&§
proxy where a cache entry is stored. However, ver al ruI{§>heIp o
reduce the likelihood of erroneous behavior. \gjg\
In this section, the phrase "invalidate a ntit?\\h@dns t hat,\t he
cache should either renpve all instances ity frOﬂ]ItS
storage, or should mark these as "invali in need o{\émnandatory

reval i dati on before they can be returne esponse t0\§§ bsequent
request. -

O
Fielding, et. al. — \E>Standards Track [ Page 92]
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%

/é;ﬁ%}P nevﬁ//s may invalidate an entity. This is either the entity
referred

to by the Request-URI, or by the Location or Content-
Locati on| ;sgﬁonse headers (if present). These met hods are

o PUT ~
o DELETE
o POST

In order to prevent denial of service attacks, an invalidation based
on the URI in a Location or Content-Location header MJST only be
perfornmed if the host part is the sane as in the Request-URI

11 Wite-Through Mandatory

Al'l methods that may be expected to cause nodifications to the origin
server's resources MJUST be witten through to the origin server. This
currently includes all nethods except for GET and HEAD. A cache MJST
NOT reply to such a request froma client before having transmtted
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the request to the inbound server, and having received a
correspondi ng response fromthe inbound server. This does not prevent
a cache from sending a 100 (Continue) response before the inbound
server has replied

The alternative (known as "wite-back" or "copy-back" caching) is not
allowed in HTTP/ 1.1, due to the difficulty of providing consistent
updates and the problens arising fromserver, cache, or network
failure prior to wite-back.

12 Cache Repl acenent

If a new cachabl e (see sections 14.9.2, 13.2.5, 13.2.6 and 13.8)
response is received froma resource while any existing responses for
the same resource are cached, the cache SHOULD use the new response
to reply to the current request. It may insert it into cache storage
and may, if it nmeets all other requirenents, use it to respond to any
future requests that would previously have caused the old response to
be returned. If it inserts the new response into cache storage it
should follow the rules in section 13.5.3.

Note: a new response that has an ol der Date header val ue than
exi sting cached responses is not cachable

13 History Lists

User agents often have history nmechani snms, such as "Back" buttonsﬁand$\§§>

history lists, which can be used to redisplay an entity retrieved‘///)

earlier in a session. A\ VY
\—/

<&

/‘\‘/ Y » Q M
Fielding, et. al. St andards Track — ‘f\‘<§§E§age 93]~

y NN }nuar y\"/r g\b\\7<
\ /, \]\

icular history
Iy transpargg;éView of
story nechani i's neant
when the resource was

/ ‘>\ - 7/

Hi story mechani snms and caches are differ
nmechani sms SHOULD NOT try to show a se
the current state of a resource. Rather,
to show exactly what the user saw at the
retrieved. ! N\

By default, an expiration time doe ot /apply toQ kﬁiory mechani sns.
If the entity is still in or age, i’'story .nmechani sm shoul d di spl ay
it even if the entity has ired, unless the\user has specifically

configured the agent to ref expired hitstory docunents

This should not be construed to prohibft Lhé hi story nechani sm from
telling the user that//a view may be stale.

Note: if history"li%?égechanisns unnecessarily prevent users from
viewi ng stale/resources, this will tend to force service authors to
avoi d using HTTP expiration controls and cache controls when they
woul d otherm@‘é*Liké to. Service authors nmy consider it inportant
t hat sersapo? be presented with error nmessages or warni ng nessages
%gfﬁjyhey\kse/navigation controls (such as BACK) to view previously
féet ched resources. Even though sometines such resources ought not
to cached,” or ought to expire quickly, user interface

consi deratiions may force service authors to resort to other means
of preventing caching (e.g. "once-only" URLS) in order not to
suffer the effects of inproperly functioning history mechani sms.

Header Field Definitions

This section defines the syntax and semantics of all standard

HTTP/ 1.1 header fields. For entity-header fields, both sender and
recipient refer to either the client or the server, depending on who
sends and who receives the entity.
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14.1 Accept

The Accept request-header field can be used to specify certain nedia
types which are acceptable for the response. Accept headers can be
used to indicate that the request is specifically limted to a small
set of desired types, as in the case of a request for an in-1ine

i mage. &
Accept = "Accept" ":" ‘/ N
#( nedia-range [ accept-parans ] ) ANV J
nedi a- range = YR O ¢ -

2

accept-extension = ";" token [ "="

p ‘\‘\‘ o
accept-parans = ";" "q" "=" qvalue *( éﬁbqexte?on )\\\x

uot ed strkng ) ]

The asterisk "*" character is used to
with "*/*" indicating all nedia types al
subtypes of that type. The nedi a-range I\/A
paraneters that are applicable t !

dia types 4 g ranges
pe/*" indi g all
i.ncl ude anl a ype

d. ne or nore a&é - par ans,

begi nning with the "q" par ter for crcat|nga(relat|ve quality

factor. The first "q" par i ) separates the nedia-range

paraneter(s) fromthe accept-params. Qual ity factors allow the user
or user agent to indicate the lative degreé of preference for that
medi a-range, using the gval ue scal e fJomQ to 1 (section 3.9). The

default value is g= 1 ) D

Note: Use of the q rameter name to separate nedia type
paraneters from Accept-‘ext ensi on parameters is due to historical
practice. Although this prevents any nedia type paraneter naned
"q" frombei ‘used’'with a nedia range such an event is believed
ob unlik/l/9 given the lack of any "q" paraneters in the | ANA
n}dftype regi/stry and the rare usage of any nedia type paraneters
i Accept. Future nedia types shoul d be discouraged from

regi stering any paraneter named "q"

The exar’qj/le
Accept: audio/*; g=0.2, audio/basic

SHOULD be interpreted as "I prefer audio/basic, but send ne any audio
type if it is the best available after an 80% mark-down in quality."

Fi el ding, et. al. St andards Track [ Page 95]
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If no Accept header field is present, then it is assunmed that the
client accepts all nedia types. If an Accept header field is present,
and if the server cannot send a response which is acceptable
according to the conbined Accept field value, then the server SHOULD
send a 406 (not acceptable) response.

A nore el aborate exanple is

Accept: text/plain; g=0.5, text/htm,
text/x-dvi; g=0.8, text/x-c

Verbally, this would be interpreted as "text/htm and text/x-c are
the preferred nedia types, but if they do not exist, then send the
text/x-dvi entity, and if that does not exist, send the text/plain
entity."

Medi a ranges can be overridden by nore specific nedia ranges or
specific nmedia types. |f nore than one nedia range applies to a given
type, the nost specific reference has precedence. For exanple,

Accept: text/*, text/htm, text/htm ;level=1, */*
have the follow ng precedence:

1) text/htm ;| evel = N
2) text/htnl N
3) text/*

4) */* ‘ )
) ) /
The media type quality factor associated with a given type is ’

determ ned by finding the media range with the highest @ecedence
whi ch matches that type. For exanpl e,

A
Accept: text/*;q=0.3, text/htm ;qg=0.7, texyt/htrﬂxleve
text/htm ;level =2;g=0.4, */*;q=0.5" .\ B

woul d cause the follow ng values to be associ at \ )
//"
1

text/htm ;| evel =
text/htm
text/plain

i mage/ j peg
text/htm ;| evel =2
text/htm ;| evel =

1
0.
0.
0.
0.
0.

NEN FREN|

Note: A user agent may b ﬁ'ro‘\\/i}de fﬁ a d_efaut/set of quality

val ues for certain nedi i\g{};ﬂ/s. However,cunl'ess the user agent is
a closed system whi ch can Q\teract witt-h\ ot her rendering agents,
~

e

Fielding, et. al. \/\\”; %ndar ds Track [ Page 96]
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— N y
NN /

;hi/def aul%et shoul d be confi gurabl e by the user.
14. 2 Qgp:t? Charset

| /
The Accept-Charset request-header field can be used to indicate what
character sets are acceptable for the response. This field allows
clients capabl e of understandi ng nore conprehensive or special -
purpose character sets to signal that capability to a server which is
capabl e of representing docunents in those character sets. The | SO
8859-1 character set can be assuned to be acceptable to all user
agents.

Accept - Charset = "Accept - Charset"
1#( charset [ ";" "qg" "=" qvalue ] )

Character set values are described in section 3.4. Each charset may

be given an associated quality value which represents the user's
preference for that charset. The default value is g=1. An exanple is

http://www.w3.0rg/Protocol §/rfc2068/rfc2068 7/22/02



14.

Fielding, et. al. St andards Track /‘:‘ %age 971 >
0 —_\ ‘

Accept - Charset: is0-8859-5, unicode-1-1;9=0.8

If no Accept-Charset header is present, the default is that any
character set is acceptable. If an Accept-Charset header is present,
and if the server cannot send a response which is acceptable
according to the Accept-Charset header, then the server SHOULD send
an error response with the 406 (not acceptable) status code, though
the sending of an unacceptabl e response is also allowed.

3 Accept - Encodi ng
The Accept-Encodi ng request-header field is simlar to Accept, but
restricts the content-coding values (section 14.12) which are

acceptable in the response.

Accept - Encodi ng = "Accept - Encodi ng"
#( content-coding )

An exanple of its use is

Accept - Encodi ng: conpress, gzip

<
If no Accept-Encoding header is present in a request, the server MAY \

assune that the client will accept any content coding. |If an Accept-
Encodi ng header is present, and if the server cannot send a response [,
which is acceptable according to the Accept-Encoding header, then thée '\
server SHOULD send an error response with the 406 (Not Acceptabl e) x
status code.

(|
A\ \Y

AN

<&

RFC 2068 HTTP/ 1.1 RN \$nuary 195\{7<
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\\\

An enpty Accept-Encodi ng val ue indi cates

e are\sgép't abl e\ (

\?7\\\\7
s simlar té\ﬂc ept, but
e pre;f)e‘r\“réd as a

4 Accept - Language

The Accept - Language request-header field
restricts the set of natural 1 )
response to the request.

Accept - Language .
SPtotgt =" gqvalue ] )

| anguage-range = ‘v‘/‘k/1*8ALPHA) ) |

Each | anguage- rangeMY gi ven an assoai/at ed quality val ue which
represents an estinate of e user's preference for the | anguages

speci fied by that rang%The qual ity value defaults to "q=1". For

exanpl e, N

Acceptykﬁg‘uagjé: da, en-gb;g=0.8, en;q=0.7
pr

wow,//frean: ref er Dani sh, but will accept British English and
ot types of- Engl ish." A language-range matches a | anguage-tag if
it exactly equals the tag, or if it exactly equals a prefix of the
tag such at the first tag character following the prefix is "-"
The special range "*", if present in the Accept-Language field,

mat ches every tag not matched by any other range present in the
Accept - Language fi el d.

Note: This use of a prefix matching rule does not inply that

| anguage tags are assigned to | anguages in such a way that it is
always true that if a user understands a | anguage with a certain
tag, then this user will also understand all |anguages with tags
for which this tag is a prefix. The prefix rule sinply allows the
use of prefix tags if this is the case.

The | anguage quality factor assigned to a | anguage-tag by the
Accept - Language field is the quality value of the |ongest |anguage-
range in the field that matches the | anguage-tag. |If no | anguage-
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range in the field matches the tag, the |Ianguage quality factor
assigned is 0. If no Accept-Language header is present in the
request, the server SHOULD assune that all |anguages are equally
acceptable. |If an Accept-Language header is present, then all

| anguages which are assigned a quality factor greater than 0 are
accept abl e.

It may be contrary to the privacy expectations of the user to send an
Accept - Language header with the conplete |inguistic preferences of
the user in every request. For a discussion of this issue, see

Fi el ding, et. al. St andards Track [ Page 98]
O
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section 15.7.

Note: As intelligibility is highly dependent on the individual
user, it is recommended that client applications make the choice of
linguistic preference available to the user. If the choice is not
made avail abl e, then the Accept-Language header field nmust not be
given in the request.

14.5 Accept - Ranges /

The Accept-Ranges response-header field allows the server to mdﬂ CJ ),

its acceptance of range requests for a resource:

<&

Accept - Ranges = "Accept - Ranges

- = " ":" acceptabl e-ranges. S
¢ Ny
acceptabl e-ranges = 1#range-unit | "none" _— N \/

~\ B

Origin servers that accept byte-range requests Mx‘%end

Accept - Ranges: bytes /

but are not required to do s0. C|ients

i nvol ved. g

: ‘ /
Servers that do not accept any k of range requés{( for a resource
MAY send - / .

Accept - Ranges:

to advise the client not to a

/

14.6 Age Na

The Age response- heaQeigi el d conveys the sender's estimate of the
anount of tinme since the response (or its reval i dation) was generated
at the origin server.) A cached response is "fresh" if its age does
not exceed ft/e/reshness lifetime. Age values are cal cul ated as

spec/i/edlh tion 13.2. 3.
/ Age = "Age ":" age-val ue

a e<val ue = delta-seconds

V
Age val ues are non-negative decimal integers, representing time in

seconds.
Fi el ding, et. al. St andards Track [ Page 99]
O
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If a cache receives a value larger than the | argest positive integer
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it can represent, or if any of its age calculations overflows, it
MUST transmit an Age header with a val ue of 2147483648 (2"31).
HTTP/ 1.1 caches MJST send an Age header in every response. Caches
SHOULD use an arithnmetic type of at least 31 bits of range.

14.7 Al ow

The Allow entity-header field lists the set of nethods supported by
the resource identified by the Request-URI. The purpose of this field
is strictly to informthe recipient of valid nethods associated with
the resource. An Allow header field MJUST be present in a 405 (Method
Not Al |l owed) response.

Al 'l ow = "Allow ":" 1#method
Exanpl e of use:
Al l ow. GET, HEAD, PUT
This field cannot prevent a client fromtrying other nethods.
However, the indications given by the Al ow header field value SHOULD

be foll owed. The actual set of allowed nethods is defined by the 9
origin server at the tine of each request.

The All ow header field MAY be provided with a PUT request to ﬁ\/>
recommend the nmethods to be supported by the new or nodified AN
resource. The server is not required to support these methods and — x
SHOULD include an All ow header in the response giving the actual {/)
supported nethods. A\ VY
AN //

A proxy MUST NOT nodify the All ow header field even if i't does nat
understand all the methods specified, since the user agen Y-have
ot her means of communicating with the origin server. A( N >

— 2\ NS
The Allow header field does not indicate what hods- ar e i.npl enented., ~

(section 14.35) to describe what nethods are i nted on thew

at the server level. Servers MAY use the Publi esponse- header fls\
server as a whol e. \K&Q

14.8 Aut hori zation

A user agent that w shes to authenticate 't elf with éi server- -
usual Iy, but not necessarily, af a 401 esponse--MAY do
so by including an Authorization quest + header fre{/d with the
request. The Authorization field e consists of ¢redential s
containing the authentication infor ion of t he wser agent for the
real mof the resource bei \\eﬂu/est ed. ,

Fi el ding, et. al. \ andards Track i [ Page 100]
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credential s

Aut ho?tt on = "Authori zation
I-FI'TaP(Zécess uthentication is described in section 11. |If a request
is henticated and a real m specified, the sane credentials SHOULD
be valid for all other requests within this realm

When a shared cache (see section 13.7) receives a request containing
an Aut horization field, it MJUST NOT return the correspondi ng response
as a reply to any other request, unless one of the follow ng specific
exceptions hol ds:

1. If the response includes the "proxy-revalidate" Cache-Control
directive, the cache MAY use that response in replying to a
subsequent request, but a proxy cache MUST first revalidate it with
the origin server, using the request-headers fromthe new request
to allow the origin server to authenticate the new request.

2. If the response includes the "nust-revalidate" Cache-Control
directive, the cache MAY use that response in replying to a
subsequent request, but all caches MJUST first revalidate it with
the origin server, using the request-headers fromthe new request
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to allow the origin server to authenticate the new request.
3. If the response includes the "public" Cache-Control directive, it
may be returned in reply to any subsequent request.

14.9 Cache-Contro

The Cache- Control general -header field is used to specify directives
that MJST be obeyed by all caching nechanisns al ong the
request/response chain. The directives specify behavior intended to
prevent caches from adversely interfering with the request or
response. These directives typically override the default caching

al gorithms. Cache directives are unidirectional in that the presence
of a directive in a request does not inply that the sane directive
shoul d be given in the response

Note that HTTP/ 1.0 caches may not inplenment Cache-Control and may
only inplenment Pragma: no-cache (see section 14.32)

Cache directives nmust be passed through by a proxy or gateway
application, regardless of their significance to that application
since the directives may be applicable to all recipients along the
request/response chain. It is not possible to specify a cache-
directive for a specific cache

Cache- Contr ol = "Cache-Control" ":" 1#cache-directive
cache-directive = cache-request-directive oy
cache-response-directive ) ‘ﬁ{;/
O < o
Fielding, et. al. St andards Track ~ Page: 101]
REC 2068 HTTP/ 1. 1 AN Xy 1997 /

ZNNN Ao

dON
cache-request-directive = &\\\kg 7 \\:\
"no-cache" [ "=" <'"> 1#fi “name <*>.])

| "no-store"

| "max-age" "=

| "max-stale" [

I "mn-fresh* "=
I

=" <V>k1#field-nane <> ]
[ "=t<U> 1#field-name <"> ]

N
) o-transforn>

I
I
A
|
I

<<~ "“nust - reval i dat e”
N "proxy-reval i date"
(( N\ "max-age" "=" delta-seconds
. )/ | cache-extension

VNN /

S :
e////eacheagx{en5|on = token [ "=" ( token | quoted-string ) ]

VWh p/g/directive/appears wi t hout any 1#fiel d-nane paraneter, the

directive applies to the entire request or response. \Wen such a

directive appears with a 1#field-nane paraneter, it applies only to

the namedfield or fields, and not to the rest of the request or

response. This mechani sm supports extensibility; inplenentations of

future versions of the HTTP protocol may apply these directives to
header fields not defined in HTTP/1.1.

The cache-control directives can be broken down into these genera
cat egori es:

0 Restrictions on what is cachable; these may only be inposed by the
origin server

0 Restrictions on what nay be stored by a cache; these nay be inposed
by either the origin server or the user agent.

o Modifications of the basic expiration nechanism these may be
i nposed by either the origin server or the user agent.
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o Controls over cache revalidation and rel oad; these may only be
i nposed by a user agent.

o Control over transformation of entities.

0 Extensions to the caching system

Fi el ding, et. al. St andards Track [ Page 102]
O
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14.9.1 What is Cachabl e

By default, a response is cachable if the requirenents of the request

met hod, request header fields, and the response status indicate that

it is cachable. Section 13.4 summarizes these defaults for

cachability. The followi ng Cache-Control response directives allow an

origin server to override the default cachability of a response: .
public O\

Indicates that the response is cachable by any cache, even if it — ~$\§§>
woul d normal |y be non-cachabl e or cachable only within a non-shared///)
cache. (See also Authorization, section 14.8, for additional A\ VY
details.) No—

<&

private . ) .
Indicates that all or part of the response nessage is inten for a . >
single user and MJST NOT be cached by a shared cache.-This all an ”ij/
origin server to state that the specified parts ;fthe\regﬁgyse aer\\@'
intended for only one user and are not a valid ponse \flor ‘request

egéggf the response.
/ AN\,

by other users. A private (non-shared) cache may

Not e: This usage of the word private only- controls re the!\gﬁ
response may be cached, and cannot ensu rivacy of,r\es'
message content. N

N\ ~\
sponse nessaggfwﬁé‘ NOT be cached
t o prevent qgﬁhing even by
rn stale responses to client

2

no- cache
Indicates that all or part of the
anywhere. This allows an origin ser
caches that have been conf
requests

Note: Mpst HTTP/ 1.0 caches wil &ngt recoghizg’or obey this
directive. -

14.9.2 What May be Stofgq\giiéaches

The purpose of the no>stdre directive is to prevent the inadvertent
rel ease or retention of sensitive information (for exanple, on backup
t apes). Thedno;‘forefdirective applies to the entire nmessage, and nmay
be se eitgé%/?n a response or in a request. If sent in a request, a
caigﬁgngT IOT st/ore any part of either this request or any response
todt. If sent—in a response, a cache MUST NOT store any part of
either this response or the request that elicited it. This directive
applies | to both non-shared and shared caches. "MJST NOT store" in
this context means that the cache MJUST NOT intentionally store the
information in non-volatile storage, and MJUST nake a best-effort
attenpt to renove the information fromvolatile storage as pronptly
as possible after forwarding it

Fielding, et. al. St andards Track [ Page 103]
O
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Even when this directive is associated with a response, users nmay
explicitly store such a response outside of the caching system (e.qg.
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with a "Save As" dialog). History buffers may store such responses as
part of their normal operation

The purpose of this directive is to neet the stated requirements of
certain users and service authors who are concerned about accidenta
rel eases of information via unanticipated accesses to cache data
structures. While the use of this directive may inprove privacy in
some cases, we caution that it is NOT in any way a reliable or
sufficient nechanismfor ensuring privacy. In particular, malicious
or conprom sed caches may not recognize or obey this directive; and
communi cati ons networks may be vul nerabl e to eavesdroppi ng

14.9.3 Modifications of the Basic Expiration Mechani sm
The expiration time of an entity may be specified by the origin
server using the Expires header (see section 14.21). Alternatively,

it may be specified using the nax-age directive in a response

If a response includes both an Expires header and a nax-age

directive, the max-age directive overrides the Expires header, even £?> (<‘<iiii>

if the Expires header is nore restrictive. This rule allows an origin

server to provide, for a given response, a longer expiration tine to 9 A\\\\\

an HTTP/1.1 (or later) cache than to an HTTP/ 1.0 cache. This may be

useful if certain HTTP/ 1.0 caches inproperly cal cul ate ages or >

expiration times, perhaps due to desynchroni zed cl ocks. N
Not e: npst ol der caches, not conpliant with this specification,ﬁd0~$\§§>
not inplenment any Cache-Control directives. An origin server [/
wi shing to use a Cache-Control directive that restricts, but/doeéf/
not prevent, caching by an HTTP/1.1-conpliant cache may expl oi\t ‘the
requi renent that the max-age directive overrides the Ekpires
header, and the fact that non-HTTP/ 1. 1-conpliant caches not™ )
observe the max-age directive. A )

e
I\ 4

)

S\ O\
O her directives allow an user agent to nodify e basic éépiratiqnss@'
mechani sm These directives may be specified o %kijfuest: ,Q;js

nex- age / P\
Indicates that the client is willing to accept a sponselwhose age
is no greater than the specified ti i Unl ess Q@Xlstale
directive is also included, the clien ot mjlling§§§ ccept a
stal e response. P )

=}
o
]

)
min-fresh ‘ A ‘i@
Indicates that the client is wl g to/ accept fﬁesponse whose
freshness lifetime is no Vess \than its current age plus the
Fi el ding, et. al. _— Standards Track ,‘/ [ Page 104]
O A D
RFC 2068 /g~ HTTP/ 1.1 January 1997

/' \
, \

specified time in seconds. That is, the client wants a response
t hat w’lréiigpr‘beffresh for at least the specified nunber of

seconds. |
vd
max-st al e -

I ndi cat es at the client is willing to accept a response that has
exceeded i'ts expiration time. |If max-stale is assigned a val ue
then the client is willing to accept a response that has exceeded

its expiration time by no nore than the specified nunber of
seconds. If no value is assigned to max-stale, then the client is
willing to accept a stale response of any age

If a cache returns a stale response, either because of a nax-stale
directive on a request, or because the cache is configured to
override the expiration time of a response, the cache MJST attach a
War ni ng header to the stale response, using Warning 10 (Response is
stale).

14.9.4 Cache Revalidation and Rel oad Controls

Sometimes an user agent may want or need to insist that a cache
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revalidate its cache entry with the origin server (and not just with
the next cache along the path to the origin server), or to reload its
cache entry fromthe origin server. End-to-end revalidation may be
necessary if either the cache or the origin server has overesti mated
the expiration tinme of the cached response. End-to-end rel oad may be
necessary if the cache entry has becone corrupted for some reason

End-to-end revalidation nay be requested either when the client does

not have its own local cached copy, in which case we call it
"unspecified end-to-end revalidation", or when the client does have a
| ocal cached copy, in which case we call it "specific end-to-end

reval i dation

The client can specify these three kinds of action using Cache-
Control request directives

End-to-end rel oad o () N
The request includes a "no-cache" Cache-Control directive or, for N
conmpatibility with HTTP/1.0 clients, "Pragma: no-cache". No field > >/
names may be included with the no-cache directive in a request. The N
server MJUST NOT use a cached copy when responding to such a N \i>

request. < A\\\\\
Specific end-to-end revalidation >

The request includes a "max-age=0" Cache-Control directive, which ﬁj>
forces each cache along the path to the origin server to revalidate.
its own entry, if any, with the next cache or server. The initial \\§§>

<,
Fielding, et. al. St andards Track O <[ Page 105]
O
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PN ‘
) . \\

request includes a cache-validating conditio
current validator

Unspeci fied end-to-end revalidation
The request includes "nax-age=0" Cac
forces each cache along the path to t
its own entry, if any, with the next cache or server<\ einitial
request does not include a cache<validati condi@}dnal; the first
cache along the path (if any) t holds a cacbé entry for this
resource includes a cache-validating conditionaL/W'th its current
val i dator. 2 4 o\ <

ol directiyve, MHich
igin server’ o'revalidate

When an internedi ate cache i\\fc?ced, by means of a nmax-age=0
directive, to revalidate its cache entry, and the client has
supplied its own validator in the request, the supplied validator nay
differ fromthe valhqato urrently stored with the cache entry. In
this case, the cache may either validator in making its own
request w thout affec???g semanti c transparency.

However, the chonce of) validator may affect performance. The best
approach is for the intermediate cache to use its own validator when
ki n tsir hgu/ If the server replies with 304 (Not Mbdified),

then e cac hould return its now validated copy to the client

a 200 (C¥3 response. If the server replies with a new entity and
cache vaI tor, however, the internedi ate cache should conpare the
returned alidator with the one provided in the client's request,
using the strong conparison function. If the client's validator is
equal to the origin server's, then the internmedi ate cache sinply
returns 304 (Not Mddified). Otherwise, it returns the new entity with
a 200 (OK) response.

If a request includes the no-cache directive, it should not include
m n-fresh, nax-stale, or max-age

In sone cases, such as tinmes of extrenmely poor network connectivity,
a client may want a cache to return only those responses that it
currently has stored, and not to reload or revalidate with the origin
server. To do this, the client may include the only-if-cached
directive in a request. If it receives this directive, a cache SHOULD
either respond using a cached entry that is consistent with the other
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constraints of the request, or respond with a 504 (Gateway Ti nmeout)
status. However, if a group of caches is being operated as a unified
systemw th good internal connectivity, such a request MAY be
forwarded within that group of caches.

Because a cache may be configured to ignore a server's specified
expiration time, and because a client request may include a max-stale
directive (which has a simlar effect), the protocol also includes a

Fielding, et. al. St andards Track [ Page 106]
O
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mechani smfor the origin server to require revalidation of a cache
entry on any subsequent use. Wen the nust-revalidate directive is
present in a response received by a cache, that cache MJUST NOT use
the entry after it becones stale to respond to a subsequent request

wi thout first revalidating it with the origin server. (l.e., the
cache nust do an end-to-end revalidation every tine, if, based solely
on the origin server's Expires or max-age value, the cached response
is stale.)

operation for certain protocol features. In all circunstances an —
HTTP/ 1.1 cache MJST obey the nust-revalidate directive; in ((

particular, if the cache cannot reach the origin server for any \
reason, it MJUST generate a 504 (Gateway Ti neout) responzg

The must-revalidate directive is necessary to support reliable 1&§§>
///)

Servers should send the nust-revalidate directive if and only if>) .
failure to revalidate a request on the entity could result N >
al \

transaction. Recipients MUST NOT take any automated action that ;f\\@

violates this directive, and MIUST NOT aut onmati ly provid OO
S. % \>
/ e\

unval i dated copy of the entity if revalidation
i'ng under jsevere

ctive but, ~if so MUST
response he
ach unvalldé d access,

incorrect operation, such as a silently unexecuted Financ{§>

Al'though this is not recommended, user
connectivity constraints may violate t
explicitly warn the user that an unval
provided. The warning MJST be provided. o
and SHOULD require explicit user nfirmati

The proxy-revalidate directive has e same nean?n as the nust-
reval idate directive, exce /thaL it es not.apply to non-shared
user agent caches. It can respense-to an authenticated
request to permt the user che to store and later return the
response w thout needing to r lidate i (;lnce it has already been
authenticated once by that user); whilesstill requiring proxies that
service many users ngTe idate each titme (in order to make sure
that each user has be@qﬁg enticated). Note that such authenticated
e

responses al so need th ublic cache control directive in order to
allow themto be/( cadhed t oall

14.9.5 No- Transi/gglu Tective
1 mpl nters i/nternedi ate caches (proxies) have found it useful to
co \'the nedia type of certain entity bodies. A proxy mght, for
exanple,:co rt between inage formats in order to save cache space
or to reduce the ambunt of traffic on a slow link. HTTP has to date
been sillent on these transformations

Fielding, et. al. St andards Track [ Page 107]
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Serious operational problens have already occurred, however, when
these transformati ons have been applied to entity bodies intended for
certain kinds of applications. For exanple, applications for nedica
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i magi ng, scientific data analysis and those using end-to-end
aut hentication, all depend on receiving an entity body that is bit
for bit identical to the original entity-body.

Therefore, if a response includes the no-transformdirective, an

i nternedi ate cache or proxy MJST NOT change those headers that are
listed in section 13.5.2 as being subject to the no-transform
directive. This inplies that the cache or proxy nust not change any
aspect of the entity-body that is specified by these headers

9.6 Cache Control Extensions

The Cache-Control header field can be extended through the use of one
or nore cache-extension tokens, each with an optional assigned val ue
I nformati onal extensions (those which do not require a change in
cache behavior) may be added wi thout changing the semantics of other
directives. Behavioral extensions are designed to work by acting as
nmodi fiers to the existing base of cache directives. Both the new
directive and the standard directive are supplied, such that
applications which do not understand the new directive will default
to the behavior specified by the standard directive, and those that
understand the new directive will recognize it as nodifying the
requirements associated with the standard directive. In this way,
extensions to the Cache-Control directives can be nmade without
requiring changes to the base protocol

Thi s extension nechani sm depends on a HTTP cache obeying all of the >\§§>
cache-control directives defined for its native HITP-version, obey/pg
certain extensions, and ignoring all directives that it does not
under st and.

&

For exanpl e, consider a hypothetical new response directi called /'
"comuni ty" which acts as a nodifier to the "private" ﬂLrec e. W

shared§s
cof the comunity, §§<

origin server [
Aqhggy se prlvaté\;\
i di'ng 5\

cache, any cache which is shared only by menber
named within its value may cache the response
wi shing to allow the "UCI" conmunity to use an
response in their shared cache(s) may do

define this new directive to nean that, in addition- to\anygyu

Cache-Control: private, communi

does not understand the ' connun
al so see and understand the "pri
t he safe behavi or. o

Fielding, et. al. St an &Rgs Track ‘/’ [ Page 108]
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Unr ecogni zed cache- dir;;?ives MUST be ignored; it is assuned that any
cache-directive ILker to be unrecogni zed by an HTTP/ 1.1 cache wi |l
be combi ned wit| “standard directives (or the response's default
cai229k1ity)/s ch that the cache behavior will renmain mninally
cori/pf‘evenklf/;he cache does not understand the extension(s)

10 Connécti n

The Connection general -header field allows the sender to specify
options that are desired for that particular connection and MJUST NOT
be comuni cated by proxies over further connections

The Connection header has the follow ng granmar

"Connection"
t oken

Connecti on- header
connecti on-token

1#(connecti on-t oken)

HTTP/ 1.1 proxi es MJST parse the Connection header field before a
nmessage is forwarded and, for each connection-token in this field,
remove any header field(s) fromthe nessage with the sane nane as the
connection-token. Connection options are signaled by the presence of
a connection-token in the Connection header field, not by any
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correspondi ng additional header field(s), since the additional header
field may not be sent if there are no paraneters associated w th that
connection option. HITP/1.1 defines the "cl ose" connection option
for the sender to signal that the connection will be closed after
conmpl etion of the response. For exanple,

Connection: close

in either the request or the response header fields indicates that
the connection should not be considered "persistent’ (section 8.1)
after the current request/response is conplete.

HTTP/ 1.1 applications that do not support persistent connections MJST
include the "close" connection option in every nessage.

14. 11 Content - Base

The Content-Base entity-header field may be used to specify the base
URI for resolving relative URLs within the entity. This header field
is described as Base in RFC 1808, which is expected to be revised.

Cont ent - Base = "Content-Base" ":" absol uteURl

If no Content-Base field is present, the base URI of an entity is
defined either by its Content-Location (if that Content-Location UR [
is an absolute URI) or the URI used to initiate the request, in that*x

%

<,
Fi el ding, et. al. St andards Track o [ Page 1091
0 |

RFC 2068 HTTP/ 1.1 uary: 1997 '
/\ /\\ 4
—

order of precedence. Note, however, that the base URM of t\ge conter&s<
within the entity-body may be redefined wthin t<\ent|ty body ‘

/ /
/

14. 12 Cont ent - Encodi ng

ed as a nodif |‘er'/t0 t he

The Content-Encodi ng entity-header fie
i what addi l\% cont ent

nedi a-type. \Wen present,

codi ngs have been applied to the enti ty b and thus what decodi ng
mechani sns MJUST be applied in or ! bt ailn t he rrE/dx a—type
referenced by the Content-Type h er field. Content-Encoding is
primarily used to allow a docunent be’, corrpresse wi t hout | osing

the identity of its underl

Content - Encodi ng = tent - i f' ":" 1#content - codi ng

ection 3.~5./An exanmple of its use is

N

Content codings are defined in

Cont ent Encod\nx p
The Cont ent - Encodi ng \i‘ s characteristic of the entity identified by
the Request-URI .\ Typically, the entity-body is stored with this
encodi ng and?onl vy “decoded before renderi ng or anal ogous usage.

Ifdz]f/(mple ncodi ngs have been applied to an entity, the content
codings MUST be Tisted in the order in which they were applied.
/

Addi tional” i'nformation about the encoding paraneters MAY be provided
by ot herl_entity-header fields not defined by this specification.

14. 13 Cont ent - Language
The Content - Language entity-header field describes the natural
| anguage(s) of the intended audi ence for the enclosed entity. Note
that this may not be equivalent to all the |anguages used within the
entity-body.
Cont ent - Language = "Content - Language" ":" 1#l anguage-tag
Language tags are defined in section 3.10. The primary purpose of

Cont ent - Language is to allow a user to identify and differentiate
entities according to the user's own preferred | anguage. Thus, if the
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body content is intended only for a Danish-literate audi ence, the
appropriate field is

Cont ent - Language: da

If no Content-Language is specified, the default is that the content
is intended for all |anguage audi ences. This may nean that the sender

Fielding, et. al. St andards Track [ Page 110]
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does not consider it to be specific to any natural |anguage, or that
the sender does not know for which | anguage it is intended.

Mul tipl e | anguages MAY be listed for content that is intended for

mul ti pl e audi ences. For exanple, a rendition of the "Treaty of

Wai tangi," presented simnultaneously in the original Muori and English
versions, would call for e

Cont ent - Language: m, en

does not nean that it is intended for multiple Iinguistic audl ences. .
An exanpl e woul d be a begi nner's | anguage priner, such as "A Fi rst/
Lesson in Latin," which is clearly intended to be used by an
English-literate audience. In this case, the Content-Language shoul dﬁ
only include "en". O L

However, just because nultiple |anguages are present within an entityﬁx

Cont ent - Language may be applied to any nedia type -- ip\/i\% S < N

limted to textual docunents. P \B

/ NN

§<

14 Content-Length \)\\
The Content-Length entity-header field indircat es\&s‘P'Ze of/,,,t;he/‘

nmessage- body, in deci mal nunber of octet sent to e recipient or,
in the case of the HEAD nethod, the si i t

Cont ent - Lengt h

An exanple is

Applications SHOULD use this %el\d to |nd|ca(e the size of the
nmessage- body to be transferred, regarﬂless of the nedia type of the
entity. It nust be [pé;/'si‘ for the recitpient to reliably determ ne
the end of HITP/ 1. 1\Ke ues containing an entity-body, e.g., because
the request has a valid-Content-Length field, uses Transfer-Encoding:
chunked or a rmltl paYt dy.

Any Oontent/ € th greater than or equal to zero is a valid val ue.
Secyw r| bes how to determine the I ength of a nessage-body
ntenL

engt h is not given.

(Ve
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Not e: The neaning of this field is significantly different fromthe
corresponding definition in MME, where it is an optional field
used within the "nessage/ external -body" content-type. In HITP, it
SHOULD be sent whenever the nessage's |length can be deterni ned
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prior to being transferred.
14. 15 Content-Location

The Content-Location entity-header field nay be used to supply the
resource location for the entity enclosed in the nessage. In the case
where a resource has nultiple entities associated with it, and those
entities actually have separate |ocations by which they m ght be
i ndividually accessed, the server should provide a Content-Location
for the particular variant which is returned. In addition, a server
SHOULD provide a Content-Location for the resource corresponding to
the response entity.

Content - Locati on = "Content-Location" ":"
( absoluteURl | relativeURl )

If no Content-Base header field is present, the value of Content-
Location al so defines the base URL for the entity (see section
14.11).

The Content-Location value is not a replacenent for the origina

corresponding to this particular entity at the tine of the request.
Future requests MAY use the Content-Location URI if the desire is to

requested URI; it is only a statenent of the |location of the resource 9 A\\\\\
N

identify the source of that particular entity. ﬁj>

A cache cannot assune that an entity with a Content-Location y §\§§>
different fromthe URl used to retrieve it can be used to respond ﬁ;r)

| ater requests on that Content-Location URI. However, the Content--~

Location can be used to differentiate between nultiple entities \ —/
retrieved froma single requested resource, as descri bed’i n_secti\on
13. 6.

A~ > p

relative to any Content-Base URI provided in the response f no

If the Content-Location is a relative URI, the URL is |nt§3;g ,V
Content -Base is provided, the relative URl is 'n{Sifieted elatlv&§

t he Request - URI

) _,;\ ,‘

@
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The Chntent-NDB ent|ty header field, as defined in RFC 1864 [23], is
an MD5 dlgesi/gp the entity-body for the purpose of providing an
r

14.16 Content-MD5

end to nd| age integrity check (MC) of the entity-body. (Note: a
good fo detectlng accidental nodification of the entity-body
ansi t, but is not proof against malicious attacks.)

tent-NDS = "Content-MD5" ":" nd5-digest
v
nmd5- di gest = <base64 of 128 bit MD5 digest as per RFC 1864>

The Content-MD5 header field may be generated by an origin server to
function as an integrity check of the entity-body. Only origin
servers may generate the Content-MD5 header field; proxies and

gat eways MJUST NOT generate it, as this would defeat its value as an
end-to-end integrity check. Any recipient of the entity-body,

i ncl udi ng gateways and proxies, MAY check that the digest value in
this header field matches that of the entity-body as received

The MD5 digest is conputed based on the content of the entity-body,

i ncl udi ng any Content-Encodi ng that has been applied, but not
i ncl udi ng any Transfer-Encoding that may have been applied to the
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nmessage- body. |f the nessage is received with a Transfer-Encodi ng,
that encodi ng nust be renoved prior to checking the Content-M)5 val ue

agai nst the received entity.

This has the result that the digest is conmputed on the octets
entity-body exactly as, and in the order that, they would be s
no Transfer-Encodi ng were being appli ed.

HTTP extends RFC 1864 to permt the digest to be conputed for
conposite nedia-types (e.g., nultipart/* and nessage/rfc822),

of the
ent if

M ME
but

this does not change how the digest is conputed as defined in the

precedi ng par agr aph.

Note: There are several consequences of this. The entity-body for

conposite types may contain nany body-parts, each with its own MM
and HTTP headers (i ncluding Content-NMD5, Content-Transfer-Encoding,

and Content-Encodi ng headers). |f a body-part has a Content-

Transf er-Encodi ng or Content-Encodi ng header, it is assunmed that
the content of the body-part has had the encoding applied, and the

body-part is included in the Content-MD5 digest as is -- i.e.

after the application. The Transfer-Encodi ng header field is
all owed wi thin body-parts.

not

Note: while the definition of Content-MD5 is exactly the same for

HTTP as in RFC 1864 for MME entity-bodies, there are several ways [
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in which the application of Content-MD5 to HTTP eﬂti\tya{;di \/
differs fromits application to MME entity-bodies.  One is that ~~ .~
HTTP, unlike M ME, does not use Content-Transféer-Encodin and( dg
use Transfer-Encodi ng and Content-Encodi ng. Al er i/s that HI
more frequently uses binary content typ tha:ﬁ\q?\@ "/s0 it-is wmorth
noting that, in such cases, the byte o used to. conpute the
digest is the transm ssion byte orde i ned for the; e ‘Lastly,
HTTP al l ows transm ssion of text type any of sev& l'ine
break conventions and not just the canoni form using” CRLF.
Conversion of all |ine breaks ‘CRLF shoul'd not ‘ge> ‘done before
conputing or checking the digest: the line bregk convention used in
the text actually transmtted S d be left unal%?ered when
conputing the digest. 4 “ S

14.17 Cont ent - Range \// < v

The Cont ent - Range enti ty-header

specify where in the ful ntity-body the partial body should be
inserted. It also |nq the total size of the full entity-body.
Wen a server returns a artial response to a client, it nust
descri be both the extent-of the range covered by the response, and
the length Qf the entwe entity-body.
/Conten Range = "Content-Range" ":" content-range-spec
/content-range spec = byt e-content-range-spec
| /
by e<content -range-spec = bytes-unit SP first-byte-pos "-
% | ast-byte-pos "/" entity-length

entity-length 1*DIA T

Unli ke byte-ranges-specifier values, a byte-content-range-spec may
only specify one range, and nmust contain absolute byte positions for

both the first and | ast byte of the range.

is sent \M'/ti’l a partial entity-body to

A byt e-content-range-spec whose | ast-byte-pos value is less than its
first-byte-pos value, or whose entity-length value is | ess than or

equal to its last-byte-pos value, is invalid. The recipient of
invalid byte-content-range-spec MJST ignore it and any content
transferred along with it.
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Exanpl es of byte-content-range-spec val ues, assuming that the entity
contains a total of 1234 bytes:

o The first 500 bytes:
byt es 0-499/ 1234

0 The second 500 bytes:
byt es 500-999/ 1234

0o Al except for the first 500 bytes:
byt es 500- 1233/ 1234 . N/

o The last 500 bytes: ) N

byt es 734-1233/ 1234 X
VWhen an HTTP nessage includes the content of a single. ra

exanpl e, a response to a request for a single range, or n?)>a reque <
for a set of ranges that overlap w thout any holes), thi\s content \s
transnmitted with a Content-Range header, and a ent -/Lengt h heé@
showi ng the nunber of bytes actually transferred. exarrple

HTTP/ 1.1 206 Partial content
Dat e: Wed 15 Nov 1995 06: 25: 24

Cont ent - Range byt es 21010-470211.470
Content - Lengt h: 26012
Cont ent - Type: image/ gi. f ™~

éﬁé}he content of mJM| pl e ranges (for
t for nul ticple non-overl appi ng

ranges), these are transmitte s a mul tG par( M ME nessage. The

mul tipart M ME content - type used ' for this\ purpose is defined in this
specification to be ! rTuI art/byteranges". See appendix 19.2 for its
definition. \

When an HTTP nessage i ncl
exanple, a response to are

A client that car’fnoﬁid&de a M ME nultipart/byteranges nessage
shoul d not ask for multiple byte-ranges in a single request.

VNN /

When Iieh%/?/equésts mul tipl e byte-ranges in one request, the
serl/v/‘S‘HQJLk return themin the order that they appeared in the
request| ) !

| /
If the server ignores a byte-range-spec because it is invalid, the
server should treat the request as if the invalid Range header field

Fi el ding, et. al. St andards Track [ Page 115]
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did not exist. (Normally, this means return a 200 response contai ni ng
the full entity). The reason is that the only time a client will nake
such an invalid request is when the entity is smaller than the entity
retrieved by a prior request.
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18 Content-Type

The Content-Type entity-header field indicates the nedia type of the
entity-body sent to the recipient or, in the case of the HEAD net hod
the media type that woul d have been sent had the request been a CET

Cont ent - Type = "Content-Type" ":" media-type
Medi a types are defined in section 3.7. An exanple of the field is

Content - Type: text/htm ; charset=l SO 8859-4

Furt her discussion of methods for identifying the nmedia type of an
entity is provided in section 7.2.1

19 Date

The Date general -header field represents the date and tinme at which
the message was origi nated, having the sane semantics as orig-date in
RFC 822. The field value is an HITP-date, as described in section
3.3.1.

Date = "Date" ":" HITP-date

An exanple is

Date: Tue, 15 Nov 1994 08:12:31 GMI \
If a message is received via direct connection with the user agehfﬁ ;\§§>

(in the case of requests) or the origin server (in the case of "\ \ v/
responses), then the date can be assuned to be the current date‘at "
the receiving end. However, since the date--as it is bel’i eved by \t he
origin--is inmportant for evaluating cached responses, ori servers
MUST include a Date header field in all responses. Ciefts LD Y
only send a Date header field in nmessages that includefan\ggt y- x§y /

body, as in the case of the PUT and POST requests; and even then it. .~
is optional. A received nessage whi ch does not ve a Date eadehig\
field SHOULD be assigned one by the recipient e nmessage W'Hvae
cached by that recipient or gatewayed via proto whi ch requires a
Dat e. I\

Fi el ding, et. al. S [ Page 116]
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In theory, the date/s‘ Iiiiepresent the nmonent just before the
entity is generated..I'n-practice, the date can be generated at any
time during the/nessage origination without affecting its semantic
val ue. IR )
The forn t‘OR/?ﬁe Date is an absolute date and tinme as defined by
HTTT/QéLe in<section 3.3; it MJUST be sent in RFCL1123 [8]-date format

14.20 ETag =~

The ETag entity-header field defines the entity tag for the
associated entity. The headers used with entity tags are described in
sections 14.20, 14.25, 14.26 and 14.43. The entity tag may be used
for comparison with other entities fromthe same resource (see
section 13.3.2).

ETag = "ETag" ":" entity-tag
Exanpl es:

ETag: "xyzzy"

ETag: W"xyzzy"

ETag: ""
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.21 Expires

The Expires entity-header field gives the date/tinme after which the
response shoul d be considered stale. A stale cache entry may not
normal |y be returned by a cache (either a proxy cache or an user
agent cache) unless it is first validated with the origin server (or
with an internedi ate cache that has a fresh copy of the entity). See
section 13.2 for further discussion of the expiration nodel.

The presence of an Expires field does not inply that the original
resource will change or cease to exist at, before, or after that
time.

The format is an absolute date and tine as defined by HITP-date in
section 3.3; it MJIST be in RFCl123-date fornat:

Expires = "Expires" ":" HITP-date

A
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An exanple of its use is /x RN
PN D\

Expires: Thu, 01 Dec 1994 16:00: 00 GMI

\\ S —§< =

Note: if a response includes a Cache-Control wi/t/h t he mg\age

directive, that directive overrides the I'd.
HTTP/ 1.1 clients and caches MJST treat
especially including the value "0", as i
expired").

nval id date mat s,
past (| \5al ready

To mark a response as "already e
an Expires date that is equal
rul es for expiration cal culations i

ired," an ori gj ﬁ“é/efver shoul d use
Dat’e’ header value. (See the
ction 13.2.4.)

To mark a response as “neve\e/p/i res," ancorigin server should use an
Expi res date approximately on ear fromthe time the response is
sent. HITP/1.1 servers should not send Expires dates nore than one
year in the future. A N

The presence of an Exph’;%s header field with a date value of some
time in the future on\a response that otherwi se would by default be
non- cacheabl e |nchates that the response is cachable, unless

i ndi cat ed ot her 'se by a Cache-Control header field (section 14.9).

wo

The From re uest header field, if given, SHOULD contain an Internet
e-mai | address for the human user who controls the requesting user
agent. |THe address SHOULD be machi ne-usabl e, as defined by mail box
in RFC 822 (as updated by RFC 1123 ):

From = "Fronmi ":" mail box
An exanple is:

From webmaster @3. org
This header field MAY be used for |ogging purposes and as a neans for
identifying the source of invalid or unwanted requests. It SHOULD NOT
be used as an insecure formof access protection. The interpretation

of this field is that the request is being performed on behalf of the
person given, who accepts responsibility for the nethod performed. In
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particul ar, robot agents SHOULD include this header so that the
person responsi ble for running the robot can be contacted if problens
occur on the receiving end.
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The Internet e-mail address in this field MAY be separate fromthe
I nternet host which issued the request. For exanple, when a request
is passed through a proxy the original issuer's address SHOULD be

used. S ’ :
Not e: The client SHOULD not send the From header field w thout the 7/
user's approval, as it may conflict with the user's privacy N
interests or their site's security policy. It is strongly N B

the value of this field at any tinme prior to a request.

reconmended that the user be able to disable, enable, and nodify e \
>

14. 23 Host O

The Host request-header field specifies the Internet host and port— x
nunber of the resource being requested, as obtained fromthe ori gi"}a{[

URL given by the user or referring resource (generally an HTTRP URL;~

as described in section 3.2.2). The Host field value MJUST represent
the network |l ocation of the origin server or gateway gi @n/by t he

original URL. This allows the origin server or gateway to \

G

differentiate between internally-anbi guous URLs, such as(t oot "/ N\
URL of a server for nultiple host names on a single | P\addée > N
/ O\ AL
Host = "Host" ":" host [ ":" port ] § ict\ieon 3.2.2 \\\x
A "host" without any trailing port infor ion i ies the defaul t

port for the service requested (e.g., "80"

an P URL) .. For
exanpl e, a request on the origin serve -

CET / pub/ WWV HTTP/ 1.1 / :
Host: ww. w3. org VAR

“header 1d in all /H’éP/ 1.1 request
message corresponding to a

A client MJST include a Ho
messages on the Internet (4
request for a URL which inc s an I nternet\ host address for the
servi ce being requested). If Host fiehd, i's not already present,
an HTTP/ 1.1 proxy MJST-add a Host field to the request nessage prior
to forwarding it on);‘h'e‘ ernet. Al Tnternet-based HTTP/1.1 servers
MUST respond with a\{oqit us code to any HTTP/ 1.1 request message
whi ch | acks a Host header field.

NN

See sections 5.2 and /1,9. 5.1 for other requirements relating to Host.

/ \ /

14 24eL£}Nbdifi9 “Since
Th /I4al\)bdif‘i ed-'éi nce request-header field is used with the CGET

met hod toﬁ?’&e it conditional: if the requested variant has not been

nodi fied|since the time specified in this field, an entity will not
V
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be returned fromthe server; instead, a 304 (not nodified) response
will be returned without any nessage-body.

I f-Mdified-Since = "If-Mdified-Since" ":" HITP-date

An exanple of the field is:
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| f-Mdified-Since: Sat, 29 Cct 1994 19:43:31 GMI

A GET method with an |f-Mdified-Since header and no Range header
requests that the identified entity be transferred only if it has
been nodified since the date given by the If-Mdified-Since header.
The al gorithm for determning this includes the follow ng cases:

a)lf the request would normally result in anything other than a 200
(OK) status, or if the passed If-Mdified-Since date is invalid, the
response is exactly the sane as for a normal GET. A date which is
later than the server's current time is invalid.

b)If the variant has been nodified since the |If-Mdified-Since date,
the response is exactly the same as for a normal GET.

c)If the variant has not been nodified since a valid If-Mdified-Since
date, the server MUST return a 304 (Not Modified) response.

The purpose of this feature is to allow efficient updates of cached
information with a mni num amount of transacti on overhead.

Not e that the Range request-header field nodifies the meaning of

| f-Mdified-Since; see section 14.36 for full details.

Note that If-Modified-Since tinmes are interpreted by the server, Q
whose clock may not be synchronized with the client. N

Note that if a client uses an arbitrary date in the If-Nbdified-‘Si{e/,
header instead of a date taken fromthe Last-Mdified header for the
same request, the client should be aware of the fact that this date

is interpreted in the server's understanding of tine. The ient) .
shoul d consi der unsynchroni zed cl ocks and roundi ng proble eto . >
the different encodings of tine between the client -and server. This ’\/
includes the possibility of race conditions if the docunent has - N -
changed between the tine it was first requeste ed-"

egL

nd the \lf-"Modi fi

Si nce date of a subsequent request, and the pos Nty of cl ock\>
skew-rel ated problens if the If-Mdified-Since dateis derived from
the client's clock without correction to‘the server clockil j)
Corrections for different tine bases bet lient and,\{sgrx\(;e'r/ are at

NN
)
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14.25 1f-Match N \

N

The | f-Match requ/eét—?he\;ger field is used with a method to make it
conditional. A client \that has one or nobre entities previously
obtained fromthe resource can verify that one of those entities is
current by jincl ding-a list of their associated entity tags in the
If-aih;t/zh hea/g;r}field. The purpose of this feature is to allow
effiD!ént updates’ of cached information with a mninum anount of

tr actlion overhead. It is also used, on updating requests, to
prevent | i na rtent nodification of the wong version of a resource.
As a special case, the value "*" matches any current entity of the
resource,

If-Match = "If-Match” ":" ( "*" | 1#entity-tag )

If any of the entity tags match the entity tag of the entity that
woul d have been returned in the response to a simlar GET request
(without the If-Match header) on that resource, or if "*" is given
and any current entity exists for that resource, then the server MAY
performthe requested nmethod as if the If-Match header field did not
exi st.

A server MUJST use the strong conparison function (see section 3.11)
to conpare the entity tags in If-Match.
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If none of the entity tags match, or if "*" is given and no current
entity exists, the server MJUST NOT performthe requested nethod, and
MUST return a 412 (Precondition Failed) response. This behavior is
nost useful when the client wants to prevent an updating nmethod, such
as PUT, fromnodifying a resource that has changed since the client
last retrieved it.

If the request would, without the If-Mitch header field, result in
anyt hing other than a 2xx status, then the |f-Match header MJST be
i gnor ed.

The nmeaning of "If-Match: *" is that the method SHOULD be perforned
if the representation selected by the origin server (or by a cache,
possi bly using the Vary nechani sm see section 14.43) exists, and
MUST NOT be perforned if the representati on does not exist.

0
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A request intended to update a resource (e.g., a PUT) MAY cltude)an ¢
| f-Match header field to signal that the request nethod| ‘be >

entity tag) is no longer a representation of th _Tesour ce Thi s

allows the user to indicate that they do not the nequest to( b@
thei/r know-edge.
/ \\

applied if the entity corresponding to the If-Match- va[ueé ngl e /k

successful if the resource has been changed wit
Exanpl es:

I f-Match: "xyzzy"
If-Match: "xyzzy", "r2d2xxxx",
I f-Match: * N

26 | f-None- Mat ch

The |f-None-Mtch request -
it conditional. Aclient t

h s one or nore ermtles previously
obtai ned fromthe resource verlfy t hat:.none of those entities is
current by including a list o hei r assocng(ed entity tags in the

I f-None-Mat ch header field. The -purpose of this feature is to allow

efficient updates of, c;ac informati onowi th a mni num amount of
transaction over head\ al so used, on updating requests, to
prevent inadvertent r(o icati on of a resource which was not known to
exi st. \

As a speciat;?é[ the value "*" matches any current entity of the
vd

resyz&. [\
/:I“f-l\lo‘nef-l\'/iatch = "If-None-Match" ":" ( "*" | 1l#entity-tag )

r /
If any of the entity tags match the entity tag of the entity that
woul d have been returned in the response to a simlar GET request
(wi thout the If-None-Match header) on that resource, or if "*" is
given and any current entity exists for that resource, then the
server MJST NOT performthe requested nmethod. Instead, if the request
met hod was CGET or HEAD, the server SHOULD respond with a 304 (Not
Modi fied) response, including the cache-related entity-header fields
(particularly ETag) of one of the entities that matched. For all
ot her request methods, the server MJUST respond with a status of 412
(Precondition Failed).

See section 13.3.3 for rules on howto deternmine if two entity tags
mat ch. The weak conparison function can only be used with GET or HEAD
requests.
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If none of the entity tags match, or if "*" is given and no current
entity exists, then the server MAY performthe requested nethod as if
the |f-None-Mtch header field did not exist.
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If the request would, w thout the If-None-Mtch header field, result
in anything other than a 2xx status, then the |f-None-Match header
MUST be i gnored.

The meaning of "If-None-Match: *" is that the method MJUST NOT be
performed if the representation selected by the origin server (or by
a cache, possibly using the Vary nechani sm see section 14.43)
exists, and SHOULD be perforned if the representati on does not exist.
This feature nmay be useful in preventing races between PUT
operations.

Exanpl es:
>
| f- None- Mat ch: "xyzzy" AN
| f-None-Match: W"xyzzy" s x
| f-None-Match: "xyzzy", "r2d2xxxx", "c3piozzzz" ‘ / 2
I f-None-Match: W"xyzzy", W"r2d2xxxx", W"c3piozzzz" %

| f - None- Mat ch:
&

27 1f-Range D S
o >
If aclient has a partial copy of an entity in its-cache, shesx

to have an up-to-date copy of the entire entity
coul d use the Range request-header with a conditi
ei ther or both of |f-Unnodified-Since and If- Mat
condition fails because the entity has be
woul d then have to nake a second request
entity-body.

) However
‘the client)
0 obtain the entifre jcurrent

in |ts cac e, it
onal usm&(}

The If-Range header allows a client"to
request. Informally, its neaning is “if \the.entity, |/s> unchanged send
me the part(s) that | am m ssing; otherw se, send ne_the entire new

entity.' § /y K /
If-Range = "If-Ra é\// (

<
ity-tag | HTTP-date )
If the client has no entity t Xor an e‘ntie;‘y/, but does have a Last-
Modi fied date, it may use that date inva:lf-Range header. (The server
can di stingui sh bet vyeen alid HTTP-date and any formof entity-tag
by exami ning no rmre\tg;‘; characters.) The |f-Range header should

only be used together h a Range header, and nust be ignored if the
request does not (i nclude“a Range header, or if the server does not
support the ’s,ub‘ r ange/operati on.

V
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If the entity tag given in the |If-Range header matches the current
entity tag for the entity, then the server should provide the
speci fied sub-range of the entity using a 206 (Partial content)
response. If the entity tag does not match, then the server should
return the entire entity using a 200 (OK) response.

14.28 |f-Unnodified-Since
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The | f-Unnodi fied-Since request-header field is used with a nethod to
make it conditional. If the requested resource has not been nodified
since the time specified in this field, the server should performthe
requested operation as if the |f-Unnodified-Since header were not
present.

If the requested variant has been nodified since the specified tineg,
the server MJUST NOT performthe requested operation, and MJST return
a 412 (Precondition Failed).

| f-Unnodified-Since = "If-Unnodified-Since" ":" HITP-date
An exanple of the field is:

I f-Unnodi fied-Since: Sat, 29 Oct 1994 19:43:31 GMI
If the request normally (i.e., without the |f-Unnodified-Since

header) would result in anything other than a 2xx status, the If-
Unnodi fi ed- Si nce header shoul d be ignored.

If the specified date is invalid, the header is ignored. 9

29 Last - Modi fi ed N \\

The Last-Mdified entity-header field indicates the date and tinme at “AJ‘/;

whi ch the origin server believes the variant was |ast nodified. N
Last-Mdified = "Last-Mdified" ":" HITP-date A \// ),

An exanple of its use is & o

Last-Mdified: Tue, 15 Nov 1994 12:45:26 GMT /x / & N

The exact neaning of this header field depends
of the origin server and the nature of the ori
files, it may be just the file systemlast-rmd|
entities with dynam cally included parts, he' most —recent

of the set of last-nmodify times for its onent parts. For database
gateways, it may be the last-update ti of the reco % For
virtual objects, it nay be the last ti

time. For .\,

the \§rrent ati o
.w\é\ilesour For- \S\‘\\

Fielding, et. al. [ Page 124]
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An origin server MJST NOT send Last - Nbdj/ff ed date which is later
than the server's time o ssage origination. In such cases, where
the resource's |ast nodification would indicate sone tinme in the
future, the server MJUST repl ace that date with the nessage
origination date/ \‘

An origin servgr shou1d obtain the Last-Mdified value of the entity
clo sible to the tine that it generates the Date val ue of
|ts ponse T i’s allows a recipient to make an accurate assessnent
e entity's ‘modi fication time, especially if the entity changes
near the tipe that the response is generated.
HTTP/ 1.1 servers SHOULD send Last-Mdified whenever feasible.
14. 30 Location

The Location response-header field is used to redirect the recipient
to a location other than the Request-URI for conpletion of the
request or identification of a new resource. For 201 (Created)
responses, the Location is that of the new resource which was created
by the request. For 3xx responses, the | ocation SHOULD i ndicate the
server's preferred URL for automatic redirection to the resource. The
field value consists of a single absolute URL.

Locati on = "Location" ":" absol uteURl
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Max- For war ds = "Max- Forwards" ":" 1*DIG T
Fi el ding, et. al. St andards Track [ Page 125f”;
O x
RFC 2068 HTTP/ 1.1 January/ 19 2
(Y
The Max-Forwards value is a decimal integer indicating the- renalnlng
nunber of tines this request nmessage may be forwarded. ) ) .
/\ QS 4
Each proxy or gateway recipient of a TRACE request eontal th-*§§g/
Forwards header field SHOULD check and update its- value bqtyr to ;f\\@'
forwarding the request. If the received value is zero (0), the .*\:\
reci pi ent SHOULD NOT forward the request; insteg\\\%; SHOULD rEng
as the final recipient with a 200 (COK) res i'ming the )
recei ved request nmessage as the response (as de5cr|bed in
section 9.8). If the received Max- For e is greater t than
zero, then the forwarded nmessage SHOULDc in an updaﬁgg X-
Forwards field with a val ue decrenEnted b ne (1) @)
O
The Max- Forwards header field S D be i gnored for/édl ot her met hods
defined by this specificationand any exten5| nmet hods for which
it is not explicitly referred to as t" of that avethod definition
14.32 Pragma N NN

An exanple is
Location: http://ww. wW3. or g/ pub/ WAV Peopl e. ht m

Not e: The Content-Location header field (section 14.15) differs
fromLocation in that the Content-Location identifies the origina
|l ocation of the entity enclosed in the request. It is therefore
possi ble for a response to contain header fields for both Location
and Content-Location. Al so see section 13.10 for cache requirenents
of some net hods

31 Max- Forwards

The Max-Forwards request-header field may be used with the TRACE

nmet hod (section 14.31) to limt the nunber of proxies or gateways
that can forward the request to the next inbound server. This can be
useful when the client is attenpting to trace a request chain which
appears to be failing or looping in md-chain

The Pragma general -header fieldvis used to‘include i npl enent ati on-
specific directives/that y apply to any recipient along the

request/response chakp pragnma directives specify optiona
behavi or from the viewp nt of the protocol; however, sone systens
MAY require that behaV| be consistent with the directives
Pragna*k‘k ' = "Pragma" ":" 1#pragnme-directive
Cﬁﬁj;ragnﬁ{gi;ective = "no-cache" | extension-pragma
ext ensi-on-pragma = token [ "=" ( token | quoted-string ) ]

\ /
When the!|no<cache directive is present in a request message, an
appl i catlion SHOULD forward the request toward the origin server even
if it has a cached copy of what is being requested. This pragnma
directive has the same semantics as the no-cache cache-directive (see
section 14.9) and is defined here for backwards conpatibility with
HTTP/1.0. dients SHOULD include both header fields when a no-cache
request is sent to a server not known to be HTTP/ 1.1 conpliant

Pragma directives MJST be passed through by a proxy or gateway
application, regardless of their significance to that application
since the directives may be applicable to all recipients along the
request/response chain. It is not possible to specify a pragna for a
specific recipient; however, any pragna directive not relevant to a
reci pi ent SHOULD be ignored by that recipient
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14.

14.

14.

HTTP/ 1.1 clients SHOULD NOT send the Pragma request-header. HTTP/1.1
caches SHOULD treat "Pragma: no-cache" as if the client had sent
"Cache-Control: no-cache". No new Pragma directives will be defined
in HTTP.

33 Proxy-Aut henticate
The Proxy-Authenticate response-header field MJUST be included as part

of a 407 (Proxy Authentication Required) response. The field val ue
consists of a challenge that indicates the authentication scheme and

paraneters applicable to the proxy for this Request-URI. 9 \
Proxy-Authenticate = "Proxy-Authenticate" ":" challenge >

The HTTP access authentication process is described in section 11. .
Unl i ke WAV Aut henticate, the Proxy-Authenticate header field applies N

only to the current connection and SHOULD NOT be passed on to (1

downstream clients. However, an internedi ate proxy may need tcVobktJ

its own credentials by requesting themfromthe dowstreamclient, "

which in some circunmstances will appear as if the proxy<}s*f orwandi ng

the Proxy-Authenticate header field. ) .
/\ I\ -

34 Proxy-Aut hori zation o\ S ’\/

The Proxy-Authorization request-header field all th‘e‘ cli‘ent ta\\x
identify itself (or its user) to a proxy which rg)%eies \>
aut hentication. The Proxy-Authorization field va consi sts of

credentials containing the authenticatio nf or rratl of the user
agent for the proxy and/or realmof th

Proxy- Aut hori zati on = "Pr oxy-’Aut h ri

ess i s descri bed in section 11.
ri zation head 9? field applies
manded. autchenti cation using

The HTTP access authentication p
Unli ke Authorization, the Pr oxy=Al
only to the next outbound
the Proxy-Authenticate fi &\}hen multi pl e prom es are used in a
chain, the Proxy-Authorizati header fiekd.\is consumed by the first
out bound proxy that was expecti to receive credentials. A proxy MAY
relay the credentials fromthe client request to the next proxy if
that is the mechani s;n by ich the proxites cooperatively authenticate
a given request. N

35 Public (( \\*x
The Public resp ns‘e header field lists the set of methods support ed
the server: The purpose of this field is strictly to informthe
rec%it ot the capabilities of the server regarding unusual
ds

The met hods | i st ed may or may not be applicable to the

*/
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Request - URI; the All ow header field (section 14.7) MAY be used to
i ndi cate methods allowed for a particular URI.

Public = "Public" ":" 1#nmethod
Exanpl e of use:

Public: OPTIONS, MGET, MHEAD, GET, HEAD
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This header field applies only to the server directly connected to
the client (i.e., the nearest neighbor in a chain of connections). If
the response passes through a proxy, the proxy MJST either renove the
Public header field or replace it with one applicable to its own
capabilities.

36 Range

36.1 Byte Ranges

Since all HTTP entities are represented in HITP nmessages as sequences
of bytes, the concept of a byte range is neaningful for any HTTP

entity. (However, not all clients and servers need to support byte-
range operations.)

Byte range specifications in HTTP apply to the sequence of bytes in Y720
the entity-body (not necessarily the sane as the nessage- body).
A byte range operation may specify a single range of bytes, or a set /X -

of ranges within a single entity. \B

<
ranges-specifier = byte-ranges-specifier \

byt e-ranges-specifier = bytes-unit "=" byte-range-set

V)

byte-range-set = 1#( byte-range-spec | suffix-byte-range-spec”) N

byt e-range-spec = first-byte-pos "-" [I|ast-byte-pos] A\ VY

first-byte-pos = 1*DIGT &

| ast - byt e- pos = 1*DIG T /x o Q \
N\ N/

The first-byte-pos value in a byte-range-spec giv 2

jes the b@e- of f set N
of the first byte in a range. The | ast-byte-po \Kii gilve the,{>\\\

byte-of fset of the |last byte in the range; that t he /byte

positions specified are inclusive. Byte offsets s ‘at zero.\

\)
A\°
AN
)
\\ /)
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O N
RFC 2068 « o January 1997

If the last-byte-pos value is &r\esent, itunmust be greater than or
equal to the first-byte-pos in that byte-range-spec, or the byte-
range-spec is inval i);i\."“' reci pient ofan invalid byte-range-spec
must ignore it. N

If the |ast-byt e-'/po‘s\\\‘/$e is absent, or if the value is greater than
or equal to the\current Iength of the entity-body, |ast-byte-pos is
taken to be equ Itoone less than the current I ength of the entity-

body/wiwbyteg,.
By yé:c“hoi ce of'/last-byt e-pos, a client can limt the nunber of
bytes retri d without knowi ng the size of the entity.

sgffix-byt e-range-spec = "-" suffix-length

suffix-length = 1*DIGA T
A suffix-byte-range-spec is used to specify the suffix of the
entity-body, of a length given by the suffix-length value. (That is,
this formspecifies the last N bytes of an entity-body.) If the
entity is shorter than the specified suffix-length, the entire

entity-body is used.

Exanpl es of byte-ranges-specifier values (assum ng an entity-body of
| engt h 10000):

o The first 500 bytes (byte offsets 0-499, inclusive):
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byt es=0- 499

0 The second 500 bytes (byte offsets 500-999, inclusive):
byt es=500- 999

o The final 500 bytes (byte offsets 9500-9999, inclusive):
byt es=- 500

o O
byt es=9500-

o The first and | ast bytes only (bytes 0 and 9999):

bytes=0-0, -1
Fiel ding, et. al. St andar ds Track [ Page 129Lf>
O SN
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A “{f/
o Several |egal but not canonical specifications of the second\ —/

500 bytes (byte offsets 500-999, inclusive):

byt es=500- 600, 601- 999 (\/>\X RN\

byt es=500- 700, 601- 999 RN \?>

14. 36. 2 Range Retrieval Requests \\\\V )
//r'

HTTP retrieval requests using condition or unconditi onal GET

nmet hods may request one or nore sub-ra he entity,~ |nstead of
the entire entity, using the Range requ ader, Mthth Jlies to
the entity returned as the result of;the\ uest:

Range = "Range" ":" ranges ecifier p

A server MAY ignore the Range header. meven, HTT671 1 origin
servers and internmedi ate &Q;§/SHCUL suppert byte ranges when
possi bl e, since Range suppo eff|C|ent,recpvéry frompartially
failed transfers, and support <a{ficient‘pag(ial retrieval of large
entities. - A

e N3

If the server suppofig\%EgEBange header and the specified range or
o

ranges are appropriate r the entity:

o The presence. of a Range header in an unconditional GET nodifies

what is-T gturned/lf the CGET is otherw se successful. In other
ds, response carries a status code of 206 (Partia
///ﬁnatent) |nstead of 200 (OK).

The presence of a Range header in a conditional GET (a request
usiing one or both of |f-Mdified-Since and If-None-Mtch, or
one_or both of If-Unnodified-Since and If-Mtch) nodifies what
is returned if the GET is otherw se successful and the condition
is true. It does not affect the 304 (Not Mbdified) response
returned if the conditional is false

In sone cases, it may be nore appropriate to use the |f-Range header
(see section 14.27) in addition to the Range header

If a proxy that supports ranges receives a Range request, forwards
the request to an inbound server, and receives an entire entity in
reply, it SHOULD only return the requested range to its client. It
SHOULD store the entire received response in its cache, if that is
consistent with its cache allocation policies
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14. 37 Referer

The Referer[sic] request-header field allows the client to specify,
for the server's benefit, the address (URI) of the resource from
whi ch the Request-URlI was obtained (the "referrer”, although the
header field is misspelled.) The Referer request-header allows a

server to generate lists of back-links to resources for interest, O (L
| oggi ng, optinmized caching, etc. It also allows obsolete or mstyped O
links to be traced for mmintenance. The Referer field MJUST NOT be >/
sent if the Request-URl was obtained froma source that does not have N

its own URI, such as input fromthe user keyboard. N B

<
Ref erer = "Referer" ":" ( absoluteURl | relativeURl ) \

Exanpl e: j>
Referer: http://ww. w3. org/ hypertext/DataSources/ Overvi ew. ht i~

If the field value is a partial URl, it SHOULD be interpreted ‘//
relative to the Request-URI. The URI MJST NOT i ncl ude aofragmant.\ —

Not e: Because the source of a link may be private infor ion_or S
nmay reveal an otherw se private information source, (i rongl Yos N
recommended that the user be able to select whether ot ot e \ ~
Referer field is sent. For exanple, a browser client cou d have K\<

toggle switch for browsing openly/anonynousl whi ch \wou

respectively enabl e/ di sabl e the sending of Re \/\and From/ 5
/ ;‘

\?7\\\;7

i nformation.
The Retry-After response-header field can used wi tﬁ a) 503 (Service
Unavai |l abl e) response to indicat 1ow | ong ser\{|/ce 's expected to
be unavailable to the requestin ient.) The val ué ‘of“this field can
be either an HTTP-date or an inte nurrber of sec&ﬁds (in decimal)
after the tinme of the response. | «

14.38 Retry-After

\A(t/ér" " /~|-|TTP-/ date | delta-seconds )

Two exanples of its use-are .

Retry-After = "Retr

N

Retry-After: /Iir Dec 1999 23:59:59 GMVI
Retry-After: 12(%

In the latter exanrple the delay is 2 m nutes.

‘ /
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14. 39 Server

The Server response-header field contains information about the
software used by the origin server to handle the request. The field
can contain multiple product tokens (section 3.8) and conments
identifying the server and any significant subproducts. The product
tokens are listed in order of their significance for identifying the
appl i cation.
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Server = "Server" ":" 1*( product | conment )
Exanpl e:
Server: CERN 3.0 |ibww 2.17

If the response is being forwarded through a proxy, the proxy
application MIUST NOT nodify the Server response-header. Instead, it
SHOULD include a Via field (as described in section 14.44).

Not e: Revealing the specific software version of the server may
al l ow the server machine to become nore vul nerable to attacks
agai nst software that is known to contain security holes. Server
i mpl enenters are encouraged to make this field a configurable
option.

40 Transfer-Encodi ng
The Transfer-Encodi ng general -header field indicates what (if any)
type of transformation has been applied to the message body in order

to safely transfer it between the sender and the recipient. This

property of the message, not of the entity.

differs fromthe Content-Encoding in that the transfer coding is a 9 \
N

Tr ansf er - Encodi ng = "Transfer-Encoding" ":" 1#transfer- ﬁ\/>
codi ng AN
Transfer codings are defined in section 3.6. An exanple is: /N

A \Y

Tr ansf er - Encodi ng: chunked o N
Many ol der HTTP/ 1.0 applications do not understand the Tr fer-~) S
Encodi ng header . A( N >

d P o
41 Upgr ade % O\ S A
~ N

) ) \\
The Upgrade general - header allows the client to ci fy what (/'\\)
addi ti onal communi cation protocols it sup ts an uld |ike\to use
if the server finds it appropriate to switch protocols. The\\se,/’ri/er

A\°
RN
)

Fi el ding, et. al. St andar [ Page 132]
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MJST use the Upgrade header\/l/d wi thin a.101 (Switching Protocols)
response to indicate which pr g%:ol (s) are\being switched.

Upgr ade /\\"//: %r ade" ":" 1#}pr/oduct

O\
For exanpl e, TN x
N

Upgrade: \HTTP/2.0, SHTTP/1.3, IRC/6.9, RTA/x11

The Up ade‘/rgﬁ/aéer field is intended to provide a sinple nechanism
foz/ﬂwi tion fromHITP/ 1.1 to some other, inconpatible protocol. It
do so by allowi ng the client to advertise its desire to use another
protocol, such as a later version of HTTP with a higher nmajor version
nunber, |even though the current request has been nade using HTTP/ 1. 1.
This eases the difficult transition between inconpatible protocols by
allowing the client to initiate a request in the nore conmonly
supported protocol while indicating to the server that it would like
to use a "better" protocol if available (where "better" is determ ned
by the server, possibly according to the nature of the nmethod and/or
resource being requested).

The Upgrade header field only applies to switching application-Iayer
protocol s upon the existing transport-Ilayer connection. Upgrade
cannot be used to insist on a protocol change; its acceptance and use
by the server is optional. The capabilities and nature of the
application-layer communication after the protocol change is entirely
dependent upon the new protocol chosen, although the first action
after changing the protocol MJST be a response to the initial HTTP
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request containing the Upgrade header field.

The Upgrade header field only applies to the i mediate connection
Therefore, the upgrade keyword MJUST be supplied within a Connection
header field (section 14.10) whenever Upgrade is present in an
HTTP/ 1.1 nessage

The Upgrade header field cannot be used to indicate a switch to a
protocol on a different connection. For that purpose, it is nore
appropriate to use a 301, 302, 303, or 305 redirection response

This specification only defines the protocol nane "HTTP" for use by
the famly of Hypertext Transfer Protocols, as defined by the HTTP
version rules of section 3.1 and future updates to this
specification. Any token can be used as a protocol nane; however, it
will only be useful if both the client and server associate the nane
with the same protocol

< A\\\\\
Fielding, et. al. St andards Track [ Page 133] >
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14. 42 User - Agent AN ),

14.

The User-Agent request-header field contains i nf or mat i on” about_ the

user agent originating the request. This is for statistic purposes,
the tracing of protocol violations, and autonated recognlti of user, >
agents for the sake of tailoring responses to av0|d parilﬁég user *§>;/

agent limtations. User agents SHOULD include this field th AT
requests. The field can contain multiple product{ tokens \(section( E&
and comments identifying the agent and any subp;\ﬁgrLs whi ch fo(hb
significant part of the user agent. By conwvention, € produet. t okens
are listed in order of their significanc )
application.

User - Agent = "User-Agent" ":" ‘ﬁa%mm )
Exanpl e: \ &

User - Agent : CERN- Li
43 Vary

The Vary response-header- field i's used by,a/server to signal that the
response entity mas/sele d fromthe avail abl e representations of
the response using server-driven negotiation (section 12). Field-
names listed in Vary hgégers are those of request-headers. The Vary
field val ue indji¢ates either that the gi ven set of header fields
enconpass the di\nmensions over which the representat|on m ght vary, or
that the dlnen§lons of variance are unspecified ("*") and thus may

vaii/9ver any dspect of future requests.
////Vary Vary "ot | 1#fiel d-name )

| | /
An HTTP/ 1 server MJST include an appropriate Vary header field with
any cachabl e response that is subject to server-driven negotiation
Doing so allows a cache to properly interpret future requests on that
resource and inforns the user agent about the presence of negotiation
on that resource. A server SHOULD include an appropriate Vary header
field with a non-cachabl e response that is subject to server-driven

negotiation, since this mght provide the user agent with usefu
i nformati on about the dinensions over which the response m ght vary.

The set of header fields named by the Vary field value is known as
the "sel ecting" request-headers

When the cache receives a subsequent request whose Request- URI
specifies one or nore cache entries including a Vary header, the
cache MJST NOT use such a cache entry to construct a response to the
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new request unless all of the headers nanmed in the cached Vary header
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are present in the new request, and all of the stored selecting
request - headers fromthe previous request match the correspondi ng
headers in the new request

The sel ecting request-headers fromtwo requests are defined to match
if and only if the selecting request-headers in the first request can
be transforned to the selecting request-headers in the second request
by addi ng or renoving |inear whitespace (LW5) at places where this is
al l owed by the correspondi ng BNF, and/or conbining multiple nmessage-
header fields with the sane field nane follow ng the rul es about
nmessage headers in section 4.2.

A Vary field value of "*" signals that unspecified paraneters

possi bly other than the contents of request-header fields (e.g., the
network address of the client), play a role in the selection of the
response representation. Subsequent requests on that resource can
only be properly interpreted by the origin server, and thus a cache

23
(/

<N

the Vary header by caches

MUST forward a (possibly conditional) request even when it has a — ~:\§§>

fresh response cached for the resource. See section 13.6 for use d£//
A\ \Y
AN

A Vary field value consisting of a list of field-nanes signals that
the representation selected for the response is based on_ election
al gorithm whi ch considers ONLY the |isted request-header(fi val ues,

Pe

in selecting the nost appropriate representation. Acabhewg? ssune*QyJ/

that the sanme selection will be made for future requests th theg;\\@
sane values for the listed field nanmes, for th uration o tineyi{g\
which the response is fresh. AN
The field-names given are not linmted to of “standard )

request - header fields defined by this

Fi el-d names are
case-insensitive. S

14.44 Via
Al \(,//

The Via general - header field MJST used’ by gat%mgys and proxies to
indicate the internediate ot ocol s ‘Teci pi.ents between the user
agent and the server on r ﬁg;};; and ‘bet ween\the origin server and
the client on responses. It is_anal ogous to.the "Received" field of
RFC 822 and is intended to be ed for tracking nessage forwards
avoi di ng request | oops,—and identifying the protocol capabilities of
all senders al ong t@g(re st/ response chain.

| | /

Fi el di ng, ey//g:. St andards Track [ Page 135]

o V%

RFC 2068 HTTP/ 1.1 January 1997
Via = "Via" ":" 1#( received-protocol received-by [ conment ] )
recei ved-protocol = [ protocol-name "/" ] protocol-version
pr ot ocol - nane = token
protocol -versi on = token
recei ved- by = ( host [ ":" port ] ) | pseudonym
pseudonym = token

The received-protocol indicates the protocol version of the nessage
received by the server or client along each segnment of the
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request/response chain.

The recei ved-protocol version is appended to

the Via field value when the nessage is forwarded so that information

about the protocol
visible to all

The protocol -nanme is optional
received-by field is nornally the host and optional

capabilities of upstream applications remains

recipi ents.

if and only if it would be "HTTP". The
port nunber of a

reci pient server or client that subsequently forwarded the nessage.

However,

it MAY be replaced by a pseudonym

if the real host is considered to be sensitive information,

If the port is not given, it MAY

be assumed to be the default port of the received-protocol.

Multiple Via field values represent each proxy or gateway that has

forwarded the nessage.

Each reci pi ent MJST append its information

such that the end result is ordered according to the sequence of
forwardi ng applications.

Comments MAY be used in the Via header field to identify the software

of the recipient proxy or gateway,
Server header fields.
and MAY be renoved by any recipient prior to forwarding the

optional
nessage.

For exanpl e,

agent to an internal

anal ogous to the User-Agent and

However, all coments in the Via field are

a request nessage could be sent froman HTTP/ 1.0 user
proxy code-nanmed "fred", which uses HTTP/1.1 to |

the request by forwarding it to the origin server at www.ics. uci.edu.

23

/

forward the request to a public proxy at nowhere.com which conpl et eé\

The request received by ww.ics. uci

Vi a header field:

Via: 1.0 fred, 1.1 nowhere.com (Apache/1.1) &
Proxi es and gateways used as a portal through a netwc)rk:f\%l N \
SHOULD NOT, by default, forward the nanmes and por’tsfof;fh ts thin \/

the firewall

for that host.

Fi el ding, et. al.

O

RFC 2068

14.

For organi zati ons that ha
structures,
Via header field entries with-i
a single such entry. Fer. exanpl

i nternal

Via: 1.0 ri ck/)<

1&
could be '/col‘fap>d to

AN\

Via:/

regi on.
explicitly enabl ed.
behind the firewall

This i nformati on SHOULD on
If not enabled, the receiv
SHOULD be repl aced by an ap

riate pseudonym

/

A '
( \ [ Page 136]

January 1997

< N\ ) N <
trong privacy sequi-renents for hiding
Y conmbi ne an.ordered subsequence of

entical (received-protocol values into

a prox

i e D

thel, 1.1 fred, 1.0 lucy

1?ri‘cky;" 1.1 mertz, 1.0 lucy

Appl@%/cét‘i onsfSHQ/JLD NOT conbine nultiple entries unless they are all
un the sane organi zational control and the hosts have al ready been

repl aced:;yﬁseudonyms. Applications MJST NOT conbine entries which

have different received-protocol

Y
45 War ni ng

val ues.

The Warning response-header field is used to carry additional

i nformati on about

by the response status code.

the status of a response which nay not be reflected
This information is typically, though

~be p‘rog%%at ed if~ o
d-\gyé\host ) any.h’o%tx

.edu woul d then have the foll pW’/)/g)
AN\,

not exclusively, used to warn about

a possible lack of semantic

transparency from cachi ng operations.
WAr ni ng headers are sent with responses using:
1#war ni ng- val ue

War ni ng = "Warni ng"

war ni ng-val ue = warn-code SP warn-agent SP warn-text

http://www.w3.0rg/Protocol §/rfc2068/rfc2068
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warn-code = 2DIGT
warn-agent = ( host [ ":" port ] ) | pseudonym
the name or pseudonym of the server adding
t he Warning header, for use in debuggi ng
warn-text = quoted-string

A response may carry nore than one VWarning header.

The warn-text should be in a natural |anguage and character set that
is nmost likely to be intelligible to the human user receiving the
response. This decision nay be based on any avail abl e know edge,
such as the location of the cache or user, the Accept-Language field
in a request, the Content-Language field in a response, etc. The
default | anguage is English and the default character set is | SO
8859- 1.

If a character set other than | SO 8859-1 is used, it MJST be encoded
in the warn-text using the nethod described in RFC 1522 [14].

Fielding, et. al. St andards Track [ Page 137]
O
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Any server or cache nmay add Warni ng headers to a response. New /N
War ni ng headers should be added after any existing Warni ng headers. A
cache MUST NOT del ete any Warning header that it received with\a -
response. However, if a cache successfully validates a cache entrny,
it SHOULD renove any Warning headers previously attached that™ )
entry except as specified for specific Warning codes. kt( then . >
add any Warni ng headers received in the validating Fespu e. ot hel"k,_‘/
wor ds, Warning headers are those that woul d be attached to'the rms},tx@ -

recent relevant response. \)\\
When nul tipl e Warni ng headers are attache r nse, the'user

agent SHOULD di splay as many of them as ssible, in-the order)that
they appear in the response. If it is ible to dispg%y' all of
t he warnings, the user agent should fol ese heuri/s'j' :

Pe

N\

0 Warnings that appear early i
appearing later in the resp
0 Warnings in the user's
war ni ngs i n other character |set
war n- agent s.

e tak(e/‘{i?r—i”ority over those
AN,

<& — . .
character s yt ake priority over
ut wi th\identical warn-codes and

2

Systens that generate nultipl \@r ni ng h‘eadg(s shoul d order themw th
this user agent behavior in mnd . N
A -
This is a list of the currently-defined warn-codes, each with a
reconmrended warn-text in English, and a description of its meaning.
N
10 Response is stale. )
MUST be incIUj;gzv\\heneVer the returned response is stale. A cache may

add thi s warni to any response, but may never renove it until the
respo/sé is known to be fresh.

11 Revalidation failed
MUST be iinciuded if a cache returns a stale response because an
attenpt tlorevalidate the response failed, due to an inability to
reach the server. A cache may add this warning to any response, but
may never renpve it until the response is successfully revalidated.

12 Di sconnect ed operation
SHOULD be included if the cache is intentionally disconnected from
the rest of the network for a period of tine.

13 Heuristic expiration
MUST be included if the cache heuristically chose a freshness
lifetime greater than 24 hours and the response's age is greater than
24 hours.
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14 Transformation applied
MUST be added by an intermedi ate cache or proxy if it applies any
transformati on changing the content-coding (as specified in the
Cont ent - Encodi ng header) or nedia-type (as specified in the
Cont ent - Type header) of the response, unless this Warning code
al ready appears in the response. MJUST NOT be del eted froma response
even after revalidation.

99 M scel | aneous war ni ng
The warning text may include arbitrary information to be presented to
a human user, or |ogged. A systemreceiving this warning MJST NOT
take any autonmted action.

14. 46 WAV Aut henti cate

The WAWV Aut henti cate response-header field MJUST be included in 401

(Unaut hori zed) response nessages. The field value consists of at N
| east one chal l enge that indicates the authentication scheme(s) and "
paraneters applicable to the Request-URI. P N

WA Aut henticate = "WNWMAut henticate" ":" 1#challenge  \ //

<
The HTTP access authentication process is described in section 11.
User agents MJST take special care in parsing the WAV Aut ticate
field value if it contains nore than one challenge, orif than . D
one WWV Aut henticate header field is provided, since-the contents of ’\/
a challenge may itself contain a comma-separated Iist. of S - -

N\ ©
aut hentication paraneters. \\\x
\ ‘

15 Security Considerations

QG

N
NG

This section is nmeant to inform applicatd
providers, and users of the security lim
described by this docunment. The di scussio
definitive solutions to the prob reveal ed, though‘fi—t” does nake
some suggestions for reducing security risks. VAR
| /) W
i's not a secure nethod of user
aut hentication, nor does it ny way ,p‘rot‘gét the entity, which is
transmitted in clear text across’the physical network used as the
carrier. HITP does n/oi; prevent additional authentication schenes and
encryption mechani sns fro eing enployed to increase security or the

addi tion of enhancenents (such as schenes to use one-time passwords)
to Basic authentication.

el opers, ,i;r;f%(ir'rfati on
ions in HTTR/1:1 as
oes not iMnchude

15.1 Authentication of dient

The Basic authentication sc

Fi el di ng, et/a’f/ St andards Track [ Page 139]
O |
RFC 2068 | ~ HTTP/ 1.1 January 1997

The nost serious flaw in Basic authentication is that it results in
the essentially clear text transm ssion of the user's password over
the physical network. It is this problem which Digest Authentication
attenpts to address.

Because Basic authentication involves the clear text transm ssion of
passwords it SHOULD never be used (w thout enhancenents) to protect
sensitive or valuable information.

A conmmon use of Basic authentication is for identification purposes
-- requiring the user to provide a user nane and password as a neans
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of identification, for exanple, for purposes of gathering accurate
usage statistics on a server. Wen used in this way it is tenpting to
think that there is no danger in its use if illicit access to the
protected docunents is not a major concern. This is only correct if
the server issues both user nane and password to the users and in
particul ar does not allow the user to choose his or her own password.
The danger arises because naive users frequently reuse a single
password to avoid the task of nmaintaining nultiple passwords

If a server permts users to select their own passwords, then the
threat is not only illicit access to docunents on the server but also
illicit access to the accounts of all users who have chosen to use
their account password. |f users are allowed to choose their own
password that also nmeans the server nust maintain files containing
the (presumably encrypted) passwords. Many of these may be the
account passwords of users perhaps at distant sites. The owner or

adm ni strator of such a systemcould conceivably incur liability if
this information is not maintained in a secure fashion

Basi c Authentication is also vulnerable to spoofing by counterfeit
servers. |If a user can be led to believe that he is connecting to a

fact he is connecting to a hostile server or gateway then the

attacker can request a password, store it for later use, and feign an
error. This type of attack is not possible with Digest Authentication
[32]. Server inplenenters SHOULD guard agai nst the possibility of A\
this sort of counterfeiting by gateways or CAd scripts. In particuLar$\§§>
it is very dangerous for a server to sinply turn over a connection to

a gateway since that gateway can then use the persistent conneCtioﬁ%/
mechani smto engage in nultiple transactions with the client while

i npersonating the original server in a way that is not det ectable by
the client.

host containing information protected by basic authentication when in 9 A\\\\\
N

A~ > p

AN\ QS 4

\

2 Ofering a Choice of Authentication Schemes o ;\\‘ &Q
nQ

An HTTP/ 1.1 server may return nmultiple challen

th a
(Aut henti cate) response, and each chal |l enge naye§§g\? dlffereni\\;\

N\

\§;5[Page 140]

A‘@/ ~ January 1997

schene. The order of the
the order that the server
shoul d order its challenges
schene first. A user agent sh
to the user the first one that

al | enge turned.to ¢ he user agent is in
I d/prefer” theycbe chosen. The server

ith the "nosti.secure" authentication

d choosetas the chall enge to be nade
he useragent understands

When the server offéké choices of authentication schemes using the
VWWVAuthentlcate/heaQeFiéthe "security" of the authentication is only
as malicious user could capture the set of challenges and try to
authenticate hi m'hersel f using the weakest of the authentication
schemes. Thus,/ the orderlng serves nore to protect the user's

crede hal s than the server's information.

ble nan in-the-m ddl e (MTM attack would be to add a weak
authent[cat on schenme to the set of choices, hoping that the client
will use e that exposes the user's credentials (e.g. password). For
this reason, the client should always use the strongest scheme that
it understands fromthe choices accepted

An even better M TM attack would be to renmpove all offered choices

and to insert a challenge that requests Basic authentication. For
this reason, user agents that are concerned about this kind of attack
coul d renmenber the strongest authentication scheme ever requested by
a server and produce a warni ng nessage that requires user
confirmati on before using a weaker one. A particularly insidious way
to nount such a MTM attack would be to offer a "free" proxy caching
service to gullible users

3 Abuse of Server Log Information
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A server is in the position to save personal data about a user's
requests which may identify their reading patterns or subjects of
interest. This information is clearly confidential in nature and its
handl ing may be constrained by law in certain countries. People using
the HTTP protocol to provide data are responsible for ensuring that
such material is not distributed without the perm ssion of any
individuals that are identifiable by the published results.

15.4 Transfer of Sensitive Information

Li ke any generic data transfer protocol, HITP cannot regul ate the
content of the data that is transferred, nor is there any a priori
met hod of determining the sensitivity of any particular piece of
information within the context of any given request. Therefore,
applications SHOULD supply as nuch control over this information as
possible to the provider of that information. Four header fields are

worth special mention in this context: Server, Via, Referer and From &
N\
Fi el ding, et. al. St andards Track [ Page 141] < \ S
a
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Reveal i ng the specific software version of the server may allow the x
server nmachine to become nore vul nerable to attacks against softwar

that is known to contain security holes. |nplenmenters SHOULD mﬁke /h
Server header field a configurable option. o —/
Proxi es which serve as a portal through a network firewal HOULD)
take special precautions regarding the transfer of header i rmation, >
that identifies the hosts behind the firewall. In part\i\:‘ hey ’\
SHOULD renove, or replace with sanitized versions;, ényﬁ\ﬁ%l el ds §<

generated behind the firewall. \)\\
The Referer field all ows reading patterns be N@éd and r&verse

links drawn. Although it can be very use its power can be rabused
if user details are not separated fro rmation cgtalned in

the Referer. Even when the personal inf ion has been ved, the
Referer field may indicate a pri vate docu t's URI vvhoSe publication
woul d be i nappropriate. h :

The information sent in the From field mght con%l t vmth the user's
privacy interests or their site"s s ity policcy; and hence it
SHOULD NOT be transmitted hout’ the “user beiing able to disable,
enabl e, and nodify the cont of the fiekd, The user MJST be able
to set the contents of this field wi thinta\user preference or
application defaults cenfiguration.

We suggest, though d/Q quire, that a convenient toggle interface
be provided for the user to enable or disable the sending of From and
Ref er er |nformat|on\ :

15.5 Attacks Baje/g‘fh Fife and Path Names

Inp%tati ns of HTTP origin servers SHOULD be careful to restrict
th cunent s-ret ur ned by HTTP requests to be only those that were

i ntended| by the server admnistrators. If an HTTP server translates
HTTP URIs directly into file systemcalls, the server MIST take
speci al care not to serve files that were not intended to be
delivered to HTTP clients. For exanple, UNI X, Mcrosoft Wndows, and
ot her operating systens use ".." as a path conponent to indicate a
directory |l evel above the current one. On such a system an HITP
server MJST disallow any such construct in the Request-URl if it

woul d ot herwi se all ow access to a resource outside those intended to
be accessible via the HTTP server. Simlarly, files intended for
reference only internally to the server (such as access control

files, configuration files, and script code) MJST be protected from

i nappropriate retrieval, since they m ght contain sensitive

informati on. Experience has shown that mnor bugs in such HTTP server
i mpl enent ati ons have turned into security risks.
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15. 6 Personal Infornation
HTTP clients are often privy to large anbunts of personal information
(e.g. the user's nanme, location, nail address, passwords, encryption
keys, etc.), and SHOULD be very careful to prevent unintentiona
| eakage of this information via the HTTP protocol to other sources
We very strongly recomend that a convenient interface be provided
for the user to control dissem nation of such information, and that
designers and inplenmenters be particularly careful in this area
Hi story shows that errors in this area are often both serious
security and/or privacy problens, and often generate highly adverse
publicity for the inplenenter's company.
15.7 Privacy |ssues Connected to Accept Headers
Accept request-headers can reveal infornmation about the user to al
servers which are accessed. The Accept-Language header in particular
can reveal information the user would consider to be of a private
nature, because the understanding of particular |anguages is often
strongly correlated to the menbership of a particular ethnic group:

User agents which offer the option to configure the contents of an ///>\<§>

Accept - Language header to be sent in every request are strongly '

encouraged to let the configuration process include a message whi ch™——~

makes the user aware of the loss of privacy involved.

An approach that linmts the loss of privacy would be fﬁ{’iihﬁﬁg agent . \
to omt the sending of Accept-Language headers by defaULt a to as \\

the user whether it should start sending Accept-Language Fggders tq\?<
server if it detects, by looking for any Vary ponse-header fi.ehds
generated by the server, that such sending couI6§Fqgiove t he quékg\y
of service.

M)
N

sent in eyegé;Tequest,
, can be used by servers
'dentlflers ch user
0 cllgk%¢ra|| tracking
providers 56 mat'ch cross-server
i ndivi dual usefs Note that for

t\he rk address of the host
as aclong-lived user

El aborate user-custon zed accept heade
in particular if these include quality

many users not behind a pr
runni ng the user agent wil
identifier. In environments fe proxiescare used to enhance
privacy, user agents should b onservative in offering accept header
configuration options to end users. As\an ,extreme privacy neasure
proxi es could filtegﬁthe cept headersvin relayed requests. Cenera
pur pose user agents\mpkﬁg ovi de a high degree of header

configurability shoul d rn users about the | oss of privacy which can
be invol ved. [

,/"/m/
/ ( y
Fieldiu{ét. al—

O | /
RFC 2068
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Vg
15. 8 DNS Spoofing

Clients using HTTP rely heavily on the Domain Nanme Service, and are
thus generally prone to security attacks based on the deliberate

m s-associ ati on of | P addresses and DNS nanes. Clients need to be
cautious in assumng the continuing validity of an | P nunber/DNS nane
associ ati on.

In particular, HTTP clients SHOULD rely on their nanme resol ver for
confirmation of an | P nunber/DNS name association, rather than
caching the result of previous host nane | ookups. Many platforns
al ready can cache host name | ookups | ocally when appropriate, and

http://www.w3.0rg/Protocol §/rfc2068/rfc2068

2

Page 107 of 121

7/22/02



15.

16

Page 108 of 121

they SHOULD be configured to do so. These | ookups shoul d be cached,
however, only when the TTL (Tine To Live) information reported by the
nanme server nakes it likely that the cached information will remain
useful .

If HTTP clients cache the results of host name | ookups in order to
achieve a perfornmance inprovenent, they MJST observe the TTL
informati on reported by DNS.

If HTTP clients do not observe this rule, they could be spoofed when
a previously-accessed server's | P address changes. As network
renunbering is expected to becone increasingly comon, the
possibility of this formof attack will grow. OCbserving this

requi rement thus reduces this potential security vulnerability.

This requirement al so i nproves the | oad-bal anci ng behavior of clients
for replicated servers using the sane DNS nane and reduces the

i kelihood of a user's experiencing failure in accessing sites which
use that strategy.

9 Location Headers and Spoofing

If a single server supports multiple organizations that do not trust
one another, then it nust check the values of Location and Content-
Location headers in responses that are generated under control of
sai d organi zations to make sure that they do not attenpt to

i nval i date resources over which they have no authority.

Acknow edgment s A ! //
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Most of the specification of ranges is based on work originally done
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) >
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19 Appendi ces (\“">
19.1 Internet Media Type nessage/ http o N
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In addition to defining the HTTP/ 1.1 protocol, this docunent ser\‘/e{

as the specification for the Internet media type "message/http".\ The
following is to be registered with | ANA O L

Medi a Type nane: message /x S \ D
Medi a subtype nane: http 0 \/

Requi red paraneters: none TN\ B Ao
Optional parameters: version, nsgtype \>\\\

encl ‘message '’ )
, the version can be
the body/.;\\\;'

version: The HTTP-Versi on nunmber
(e.g., "1.1"). If not
determned fromthe firs

negtype: The nessage type --
present, the type
line of the body.

Encodi ng consi deration

Zonhy) " = "gbity, or "bi nary" are

¢ N

/
&F@ ALY
%

Security considerations:

19.2 Internet Media Typ)el"/“'rm‘ i part/byter angﬁé

When an HTTP ness/'ageﬁ n\;\gudes the content of multiple ranges (for
exanpl e, a response to request for multiple non-overl appi ng
ranges), these are transmitted as a nultipart M ME nessage. The
mul tipart media type for this purpose is called

" m;ymrtlbyt ranges".
Th A‘I“i part/byferanges medi a type includes two or nore parts, each

with its| own Content-Type and Content-Range fields. The parts are
separated Using a M ME boundary paraneter.

L/ )
Medi a Type nane:

mul tipart

Medi a subtype nane: byt er anges

Required paraneters: boundary

Optional paraneters: none

Encodi ng considerations: only "7bit", "8bit", or "binary" are
permtted

Security considerations: none
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For exanpl e:

HTTP/ 1.1 206 Partial content

Date: Wed, 15 Nov 1995 06:25:24 GVl

Last-nodi fied: Wed, 15 Nov 1995 04:58:08 GVI

Content-type: multipart/byteranges; boundary=TH S_STRI NG_SEPARATES

--TH S_STRI NG_SEPARATES
Content-type: application/pdf
Cont ent -range: bytes 500-999/ 8000

...the first range...

--TH S_STRI NG_SEPARATES

Content -type: application/ pdf

Cont ent -range: bytes 7000- 7999/ 8000

...the second range
--TH S_STRI NG_SEPARATES- -

19. 3 Tol erant Applications

Al though this document specifies the requirenents for the generation x

of HTTP/ 1.1 nmessages, not all applications will be correct in thei" %
i mpl enentation. W therefore recommend that operational applicati oré
be tol erant of deviations whenever those deviations can be —/
i nterpreted unanbi guously. .

Clients SHOULD be tolerant in parsing the Status-Line and%s/ M R
tol erant when parsing the Request-Line. In particul ar,‘fthii/> ~

accept any amount of SP or HT characters between fields, en thougl{\< o

only a single SP is required. \>
The line term nator for nmessage- header fi s is\éé’quence CRUF.

However, we reconmmend that applications, en parsi such headers
recogni ze a single LF as a line term nator i gnore the\%adl ng CR

The character set of an entity-body shoul e | abel ed‘/f\a*s\‘ he | owest
common denoni nator of the character Wit kr‘i);v\“t—ﬁat body, with
the exception that no label is p erred) over thgfl‘abel s US-ASCI| or

| SO 8859- 1. "~ / ) /

\ o &
E\W ar si ng-and encodi ng of dates
th date encodl ngs i ncl ude:
0 HITP/1.1 clients and-caches shoul d as‘suma that an RFC-850 date
whi ch appears to be//m than 50 years>in the future is in fact
in the past (this \k(eg lve the "year 2000" problem.

/,/ - \k
O\

Addi tional rules for requi
and ot her potential proble
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0o An HTTB/l 1 inplementation may internally represent a parsed
Expires date as earlier than the proper value, but MJST NOT
internally represent a parsed Expires date as later than the
proper val ue.

0 Al expiration-related cal cul ati ons nust be done in GMI. The
local time zone MJUST NOT influence the cal cul ati on or conparison
of an age or expiration tinme.

o |f an HTTP header incorrectly carries a date value with a tine
zone other than GMI, it nust be converted into GMI using the nost
conservative possi bl e conversion.

19.4 Differences Between HTTP Entities and M ME Entities
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19.

HTTP/ 1.1 uses many of the constructs defined for Internet Mail (RFC
822) and the Multipurpose Internet Mail Extensions (MME ) to allow
entities to be transmtted in an open variety of representations and
wi th extensible nechani sms. However, M ME [7] discusses mail, and
HTTP has a few features that are different fromthose described in
M ME. These differences were carefully chosen to optim ze
performance over binary connections, to allow greater freedomin the
use of new nedia types, to nake date conparisons easier, and to
acknow edge the practice of some early HTTP servers and clients.

Thi s appendi x describes specific areas where HTTP differs from M ME.
Proxi es and gateways to strict M ME environnments SHOULD be aware of
these differences and provi de the appropriate conversions where
necessary. Proxies and gateways from M ME environments to HTTP al so
need to be aware of the differences because sone conversions may be
required.

4.1 Conversion to Canonical Form

M ME requires that an Internet nmail entity be converted to canonical

formprior to being transferred. Section 3.7.1 of this docunent 9
describes the forns allowed for subtypes of the "text" nedia type \

when transmtted over HTTP. M ME requires that content with a type of
"text" represent |line breaks as CRLF and forbids the use of CRor LF [
outside of line break sequences. HTTP allows CRLF, bare CR, and bare
LF to indicate a line break within text content when a nessage is — x
transmitted over HTTP. /)

A\ Y
Where it is possible, a proxy or gateway from HTTP to a strict \MME——/
envi ronment SHOULD translate all line breaks within theltext nedia
types described in section 3.7.1 of this docunent to the

canoni cal formof CRLF. Note, however, that this may be co icated . \ >

by the presence of a ContentnEncoding and by the fact \thag \ \)

\ \\\
L Page 152]
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character sets.
4.2 Conversion of Date Fo

HTTP/ 1.1 uses a restricted se %@{ date flormats (section 3.3.1) to
simplify the process of -date comparison.=\Proxi es and gateways from

ot her protocols SHOJ),D e re that any Date header field present in a
nmessage conforns to on he HTTP/1.1 formats and rewite the date
if necessary. / %

<\
\‘

4.3 | ntroducti on of Coht ent - Encodi ng

s nog/n/cl ude any concept equivalent to HTTP/1.1's Content-
nco g header field. Since this acts as a nodifier on the nedia
pI’OXI es-and gateways from HTTP to M Me-conpliant protocols MJST
elther change’ the val ue of the Content-Type header field or decode
the entity-body before forwarding the message. (Some experinental
appl i catlions of Content-Type for Internet mail have used a nedia-type
paraneter of ";conversions=<content-coding>" to perform an equival ent
function as Content-Encodi ng. However, this paranmeter is not part of
M ME.)

4.4 No Content-Transfer-Encoding

HTTP does not use the Content-Transfer-Encoding (CTE) field of M ME
Proxi es and gateways from M Me-conpliant protocols to HITP MUST
renove any non-identity CTE ("quoted-printable" or "base64") encoding
prior to delivering the response nmessage to an HTTP client.

Proxi es and gateways from HTTP to M Me-conpliant protocols are
responsi ble for ensuring that the nmessage is in the correct format
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and encodi ng for safe transport on that protocol, where "safe
transport” is defined by the limtations of the protocol being used.
Such a proxy or gateway SHOULD | abel the data with an appropriate
Content - Transfer-Encoding if doing so will inprove the likelihood of
safe transport over the destination protocol.

19.4.5 HITP Header Fields in Miltipart Body-Parts

In MM, nost header fields in multipart body-parts are generally
i gnored unless the field name begins with "Content-". In HTTP/ 1.1,
mul tipart body-parts may contain any HTTP header fields which are
significant to the meaning of that part.

YN
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19.4.6 Introduction of Transfer-Encoding >
HTTP/ 1.1 introduces the Transfer-Encodi ng header field (section :
14.40). Proxies/gateways MJST renmove any transfer coding prior to—

forwardi ng a nessage via a M Me-conpliant protocol. “/
%

A process for decoding the "chunked" transfer coding (section 3. 6k)\~
can be represented in pseudo-code as: O L

A

~ ~ N

length := 0 A >
read chunk-size, chunk-ext (if any) and CRLF- ;f\‘
whi |l e (chunk-size > 0) { % O\

read chunk-data and CRLF

append chunk-data to entity-body \ )

length := length + chunk-size )

read chunk-size and CRLF

read entity-header
while (entity-header not enpty) {
append entity-header t Xi sting
read entity-header

Content-Length :
Renove "chunked"

19.4.7 M ME-Version

HTTP is not a M I\/E-cprrpl% protocol (see appendi x 19.4). However,
HTTP/ 1.1 messages may_ e a single M ME- Version general - header
field to indicate what\\&frsi on of the M ME protocol was used to
construct the nessagé e of the M Me-Version header field indicates
that the nessage. is in full conpliance with the M ME protocol.

Proxi es/ gat.eway: tare Tesp0n5| bl e for ensuring full conpliance (where
posyl/e) w\,hg xportl ng HTTP nmessages to strict M ME environnents.

M NE-Vef5| on ="M Me-Version" ":" 1*DIGT "." 1*DIG T
/
M ME vers on "1.0" is the default for use in HTTP/1.1. However,
HTTP/ 1. 1 _message parsing and semantics are defined by this document
and not the M ME specification.

19.5 Changes from HTTP/ 1.0

This section summarizes nmajor differences between versions HITP/ 1.0
and HTTP/ 1. 1.

Fi el ding, et. al. St andards Track [ Page 154]
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19.5.1 Changes to Sinplify Milti-homed Wb Servers and Conserve |P
Addr esses

The requirenments that clients and servers support the Host request-
header, report an error if the Host request-header (section 14.23) is
m ssing froman HTTP/ 1.1 request, and accept absolute URI's (section
5.1.2) are anpng the nost inportant changes defined by this

speci fication.

O der HTTP/ 1.0 clients assuned a one-to-one relationship of IP
addresses and servers; there was no other established mechani sm for
di stingui shing the intended server of a request than the |P address

to which that request was directed. The changes outlined above will & (¢ /AN
allow the Internet, once older HITP clients are no |onger conmon, to N
support nultiple Web sites froma single |IP address, greatly >/
sinplifying |large operational Wb servers, where allocation of many N

| P addresses to a single host has created serious problens. The N B

al | ocated for the sole purpose of allow ng special - purpose donain

nanmes to be used in root-level HTTP URLs. G ven the rate of growth of
the Web, and the nunber of servers already deployed, it is extrenely ﬁ\f>
important that all inplenentations of HTTP (including updates to N

existing HTTP/ 1.0 applications) correctly inplenment these s N

Internet will also be able to recover the |IP addresses that have been <
N

requirenents:

0 Both clients and servers MJST support the Host rqu&st-headekr\. —/

0 Host request-headers are required in HTTP/ 1.1 reques\x1 . <
/‘\‘/ oS ~
0 Servers MJST report a 400 (Bad Request) error if ;fan~ T .1 \/

request does not include a Host request-header. - %

0 Servers MJST accept absolute URIs. \

NN
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19.6 Additi Q}){Feat ures

V
Thi s appendi x docunents protocol elenments used by sone existing HTTP
i mpl enent ati ons, but not consistently and correctly across nost
HTTP/ 1.1 applications. Inplenmenters should be aware of these
features, but cannot rely upon their presence in, or interoperability
with, other HTTP/ 1.1 applications. Sone of these describe proposed
experimental features, and sone describe features that experinental
depl oyment found | acking that are now addressed in the base HITP/ 1.1
speci fication.

19.6.1 Additional Request Methods

19.6.1.1 PATCH
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The PATCH nethod is simlar to PUT except that the entity contains a
list of differences between the original version of the resource
identified by the Request-URl and the desired content of the resource
after the PATCH action has been applied. The list of differences is
in a format defined by the nedia type of the entity (e.qg.
"application/diff") and MJUST include sufficient information to allow
the server to recreate the changes necessary to convert the origina
versi on of the resource to the desired version

If the request passes through a cache and the Request-URlI identifies
a currently cached entity, that entity MJST be renoved fromthe
cache. Responses to this nmethod are not cachable

The actual method for determ ning how the patched resource is placed
and what happens to its predecessor, is defined entirely by the
origin server. If the original version of the resource being patched
included a Content-Version header field, the request entity MJST
include a Derived-From header field corresponding to the value of the
original Content-Version header field. Applications are encouraged to
use these fields for constructing versioning relationships and

resol ving version conflicts

PATCH requests nust obey the nessage transm ssion requirenments set
out in section 8.2

Caches that inplenent PATCH should invalidate cached responses as
defined in section 13.10 for PUT. s

6.1.2 LINK ¢ ‘/5/

The LINK rmet hod establishes one or nore Link relatlonsths bet ween
the existing resource identified by the Request-URlI and o r

exi sting resources. The difference between LINK and other ods oS >
O\ o
NN Qe

Fi el ding, et. al. St andar ds Track x\\\w [Pagé\iéa
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does not directly result in the

If the request passes thro
a currently cached entity,
cache. Responses to this

h a cache and the_F@qﬂéﬁt-URl identifies
i MJST<be removed fromthe
d are not cachable

Caches that inplenment LINK should |nval|date cached responses as
defined in section ;3 1 r PUT. D

RN
6.1.3 UNLINK  — \§>
N

The UNLI NK nethod renoves one or nore Link relationships fromthe
exi sting resource identified by the Request-URI. These rel ationships
may h beeg/é9tabllshed using the LINK nethod or by any other
ne;gggyiuppcrting the Link header. The renoval of a link to a

re rce does not inply that the resource ceases to exist or becones
i naccessi bl e for future references.

If the rlequest passes through a cache and the Request-URl identifies
a currently cached entity, that entity MJUST be renoved fromthe
cache. Responses to this nmethod are not cachable

Caches that inplenent UNLINK should invalidate cached responses as
defined in section 13.10 for PUT

6.2 Additional Header Field Definitions
6.2.1 Alternates
The Alternates response-header field has been proposed as a neans for

the origin server to informthe client about other avail able
representations of the requested resource, along with their
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di stinguishing attributes, and thus providing a nore reliable neans
for a user agent to perform subsequent selection of another
representation which better fits the desires of its user (described
as agent-driven negotiation in section 12).
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<
The Alternates header field is orthogonal to the Vary header field in \

that both may coexist in a nessage w thout affecting the

interpretation of the response or the avail able representations. It ﬁ\f>

is expected that Alternates will provide a significant inprovement

over the server-driven negotiation provided by the Vary field for — x

those resources that vary over common di mensions |ike type and ‘/

| anguage. A\ VY

<

The Alternates header field will be defined in a future" <

speci fication. ’ .
/‘\‘/ QS 4

19.6.2.2 Content - Version 0

associated with a rendition of an evolving entity. Together Wi/rNhe
Derived-Fromfield described in section 19:6.2.3, Nit_all ows a'group

of people to work simultaneously on the eation of
iterative process. The field should be
particular work along a single path rat
renditions in different representations.

The Content-Version entity-header field define &\ver sion tag . N\

ion field include: " -
Cont ent - Ver si on: " 2. o R\

Content - Versi on: "Fred &3@50116-, 12: 2/6:/48"
Cont ent - Ver si on:—" 2. 5a4- omega7” AR

19.6.2.3 Derived-From -

The Derived- From'éntit;&eader field can be used to indicate the
version tag of the resource fromwhich the enclosed entity was
derived before, pdifications were made by the sender. This field is
used to hel p manage the process of nerging successive changes to a
rezg;s/y?e, particul arly when such changes are being made in parallel
an rom mul ti-pl'e sources.

| | /
Derived-From = "Derived-From' ":" quoted-string

‘~/
An exanple use of the field is:
Derived-From "2.1.1"

The Derived-Fromfield is required for PUT and PATCH requests if the
entity being sent was previously retrieved fromthe sanme URI and a
Cont ent - Ver si on header was included with the entity when it was | ast
retrieved.
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19.6.2.4 Link

The Link entity-header field provides a nmeans for describing a

rel ati onshi p between two resources, generally between the requested
resource and some other resource. An entity MAY include multiple Link
val ues. Links at the nmetainformation |evel typically indicate

rel ationships like hierarchical structure and navigation paths. The
Link field is semantically equivalent to the <LINK> el ement in

HTM.. [ 5]

Li nk = "Link" ":" #("<" UR ">" *( ";" link-param)
|'i nk- param =( ( "rel™ "=" relationship)
| ( "rev" "=" relationship)
| ( "title" "=" quoted-string )
| ( "anchor" "=" <"> URl <">)
| ( link-extension ) )
I'i nk-extension = token [ "=" ( token | quoted-string ) ]
rel ationship = sgnl - nanme
| ( <"> sgm-name *( SP sgni-nanme) <">) .
sgni - nane = ALPHA *( ALPHA | DIGIT | "." | "-" ) N

Rel ati onshi p val ues are case-insensitive and MAY be extended W'rth;i{
the constraints of the sgn -nane syntax. The title parameter MAY be
used to label the destination of a link such that it can’be used as
identification within a human-readabl e menu. The anchor p met.er ) MAY
be used to indicate a source anchor other than the entjire c ent . Y
resource, such as a fragment of this resource or a-third ‘is ce. ’\/

A \

QG

/ NN

Exanpl es of usage i ncl ude:
Li nk: <http://ww. cern. ch/ TheBook/ cha er2>;\1\:‘ i

Li nk: <mailto:tinbl @3.org> rev="

itle="Tim Be%ﬁe'f/s- Lee"
ENS

previ ous ff\fmhi s

The first exanple indicates that chapter2-.i
1 ond i‘(r}da'\c—élt es that the

resource in a |logical navigation th. The
person responsible for naking th

the given e-mail address. . /, ’
\/'/, e N .

The URI header field has, in t versiohs ‘pf this specification,
been used as a conbi nati-on of the existing Location, Content-

19.6.2.5 URI

Location, and Vary h)e‘\a/de ields as well> as the future Alternates
| 7 \\ x
Fielding, et. al. St andar ds Track [ Page 159]

0O /o~ AN —
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field (above). Its primary purpose has been to include a |ist of
additional” URl's for the resource, including names and mrror

| ocations. However, it has become clear that the conbination of many
different functions within this single field has been a barrier to
consistently and correctly inplenmenting any of those functions.
Furthernore, we believe that the identification of nanes and mrror
| ocations would be better perfornmed via the Link header field. The
URI header field is therefore deprecated in favor of those other
fields.

URI - header ="URI" " 1#( "< UR ">
19.7 Conmpatibility with Previ ous Versions

It is beyond the scope of a protocol specification to nandate
conpliance with previous versions. HTTP/1.1 was deliberately
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Page 119 of 121

7/22/02



desi gned, however, to nmake supporting previous versions easy. It is
worth noting that at the time of conposing this specification, we
woul d expect commercial HTTP/ 1.1 servers to:

o recognize the format of the Request-Line for HTTP/0.9, 1.0, and 1.1
requests;

o understand any valid request in the format of HTTP/ 0.9, 1.0, or
1.1;

o respond appropriately with a message in the sanme nmjor version used
by the client.

And we woul d expect HTTP/ 1.1 clients to:

o recognize the format of the Status-Line for HTTP/1.0 and 1.1
responses;

o understand any valid response in the format of HITP/0.9, 1.0, or
1.1.

by the client prior to the request and closed by the server after
sending the response. A few inplenentations inplement the Keep-Alive
version of persistent connections described in section 19.7.1.1.

For nost inplenentations of HITP/ 1.0, each connection is established e \
>

T \\ B N\ & i
Fielding, et. al. St andards Track [ Paga(*]{@}
RFC 2068 HTTP/ 1.1 /' January) 1997

M)
N

nnections_ \\\\
to be conpati bl e‘(\y"ffh”sone previ ous
ctions|in FWTffl‘ﬁrol ients and
TP//1. 0 nust %expl icitly
HTTI

19.7.1 Conpatibility with HTTP/ 1.0 Persi st

Some clients and servers may w s
i mpl enent ati ons of persistent co
servers. Persistent connections-in
negotiated as they are not the defa behavi.or. P/1.0
experimental inplementati of /persi stent connections are faulty,
and the new facilities in /1.1 are designed to rectify these
probl ens. The problemwas tha ome exi sti ng/l. 0 clients may be

sendi ng Keep-Alive to aproxy server that\ doesn't understand
Connection, which \AD)JLI(d‘ n erroneoushy forward it to the next

i nbound server, which woul'd establish the Keep-Alive connection and
result in a hung/;l-n'TR/% proxy waiting for the close on the
response. The result i\s that HTTP/1.0 clients nust be prevented from
usi ng Keep- A j,vez\wher) talking to proxies.

/ /

However’, tall(i/l/’é to proxies is the nost inmportant use of persistent
corye/‘wi‘onsﬁ so that prohibition is clearly unacceptable. Therefore,
we ed 'some other nechanismfor indicating a persistent connection
is desired, ich is safe to use even when talking to an old proxy
that ignores Connection. Persistent connections are the default for
HTTP/ 1. 1 _messages; we introduce a new keyword (Connection: close) for
decl ari ng non-persi stence.

The followi ng describes the original HTTP/ 1.0 form of persistent
connections.

When it connects to an origin server, an HTTP client MAY send the
Keep- Al i ve connection-token in addition to the Persist connection-
t oken:

Connection: Keep-Alive

An HTTP/ 1.0 server would then respond with the Keep-Alive connection
token and the client may proceed with an HTTP/ 1.0 (or Keep-Aive)
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persi stent connection.

An HTTP/ 1.1 server may al so establish persistent connections with
HTTP/ 1.0 clients upon recei pt of a Keep-Alive connection token.
However, a persistent connection with an HTTP/ 1.0 client cannot nake
use of the chunked transfer-coding, and therefore MJUST use a

Content -Length for marking the ending boundary of each nessage.

A client MJUST NOT send the Keep-Alive connection token to a proxy
server as HTTP/ 1.0 proxy servers do not obey the rules of HTTP/1.1
for parsing the Connection header field.

19.7.1.1 The Keep-Alive Header < \

When the Keep-Alive connection-token has been transmitted with a , >
request or a response, a Keep-Alive header field MAY al so be ﬁ\/>
i ncluded. The Keep-Alive header field takes the following form AN

Keep- Al i ve- header = "Keep-Alive" ":" 0# keepalive-param /N

AN\Y

keepal i ve- param = param nane "=" val ue N
The Keep-Alive header itself is optional, and is used onl if )
paraneter is being sent. HITP/ 1.1 does not define any par N

If the Keep-Alive header is sent, the correspon
MUST be transmitted. The Keep-Alive header MJS
recei ved without the connection token.

ing Cthec i

‘be\lgnored i

Fielding, et. al. St andards Track [ Page 162]
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